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Introduction

About this document

For most people TYPO3 is equivalent to a CMS providing a backend for management of the content and a frontend engine for
website display. However TYPO3s core is natively designed to be a general purpose framework for management of database
content. The core of TYPO3 delivers a set of principles for storage of this content, user access management, editing of the
content, uploading and managing files etc. Many of these principles are expressed as an API (Application Programmers
Interface) for use in the extensions which ultimately adds most of the real functionality.

UNIFIED INTERFACE SERVER LAYER

Despite TYPO3 being "made up" of extensions Underneath TYPO3 lies PHP scripting
they all fit seemlessly into a unified interface that language, MySQL database and a
provides "a whole" for the user of both the normal webserver like Apache

website and the administration backend.

TYPO3

EXTENSIONS
Plugins,
modules, —
application
logic, skins, O
third-party apps. w
0 >
< CORE >
£
4 | Auth, DB,
Y | Visual o
] Interface,
| |lt ?E Framework, E
M " AP, Install,
)
BACKEND o 0
Administration of | |’ -d:,)
the content is c * O
done by the core " - ©
functions and a E | o
set of extensions y o
needed to do the b » <
job.
L ] ‘ L ]
EXTENSIONS CORE
Clearly confined code additions to Controlled and
TYPO3 contributed and supported developed by the
by individuals in the community. Core Group

Quality control/review by Core Group
authorized "mentors".

So the core is the skeleton and extensions are the muscles, fibers and skin making a full bodied CMS. In this document I cut
to the bone and provide a detailed look at the core of TYPO3 including the API available to the outside. This is supposed to be
the final technical reference apart from source code itself which is - of course - the ultimate documentation.
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This document is intended to be a reference for experienced TYPO3 developers. For intermediates it will help you to become
experienced! But the document presumes that you are well familiar with TYPO3 and the concepts herein. Further it will
presume knowledge in the technical end; PHP, MySQL, Unix etc.

The goal is to take you "under the hood" of TYPO3. To make the principles and opportunities clear and less mysterious. To
educate you to help continue the development of TYPO3 along the already established lines so we will have a consistent CMS
application in a future as well. And hopefully my teaching on the deep technical level will enable you to educate others higher
up in the "hierarchy". Please consider that as well!

We are committed to keeping this document up-to-date. We also want this document and related documents to contain
enough information for you to develop with TYPO3 effectively. But guess what - in any case the source /s updated before this
document is and therefore the ultimate source of both up-to-date information and more information is peeking into the
source scripts! And for the source scripts we are also trying to keep them well documented.

So generally the source code is the final authority, the final place to look for features and get a precise picture of function
arguments etc. The documentation inside the source scripts will be short and precise, no examples, not much explanation.
But enough for people knowing what to look for. This document - an other documents like "TYPO3 Core API" - should provide
the greater picture explanations for use.

If you find that sections in this document are missing something, please help the author by notifying him and possibly supply
a piece of text which could serve as the supplement you want to have added. You can also use the annotation feature in the
online version at TYPO3.org.

Notice: TYPO3 version 4 bears a new visual interface (skin) that is not reflected in the screenshots of this document.
However, this does not have any impact on the content itself.

A basic installation

Since we are dealing with the core of TYPO3 it might help us to make a totally trimmed down installation of TYPO3 with only
the core - then we can see what is actually left...

First of all the general introduction to the source code file structure is found in the "Installing and Upgrading" document. So
I'll not be going into details on that here.

For the coming sections in this document I have made a directory "coreinstall" on the same level as an installation of the
source code. The "coreinstall" directory is going to be the base directory of the installation (this path is internally in TYPO3
known as the constant "PATH_site"). This is where the website would run from normally.

[root@T3dev 32]# 1ls -la
total 27768

drwxr-xr-x 21 httpd httpd 4096 Feb 14 14:25 ./

drwxr-xr-x 4 httpd httpd 4096 Jan 16 19:59 ../

drwxr-xr-x 2 httpd httpd 4096 Feb 14 14:25 coreinstall/

1rWXrwXrwx 1 httpd httpd 20 Feb 14 12:05 typo3 src -> typo3 src-3.6.0-dev/
drwxr-xr-x 6 httpd httpd 4096 Jan 30 17:23 typo3 src-3.6.0-dev/

The Backend Adminstration Directory, “typo3/”
In the directory "coreinstall/" I create a symlink to the typo3/ administration directory:
# 1n -s ../typo3 src/typo3/

The lets see what happens if I point my web browser at this directory:

Address :Ej hkkpe ! Icoreinstalltypo3findex. php

Fararwrihtdocsitmp o 303 2fcoremstall’typ o 2confflo calcont php 18 not foundl



file:///Volumes/Daten/z_MAMP/muell-4.5/typo3conf/ext/doc_core_inside/Sites/typo3/doc_inst_upgr/doc/manual.sxw
file:///Volumes/Daten/z_MAMP/muell-4.5/typo3conf/ext/doc_core_inside/Sites/typo3/doc_core_api/doc/manual.sxw
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Yes of course - the configuration directory. "typo3conf/" is a /ocal directory which contains site specific files. That can be

locally installed extensions, special scripts, special all kinds of things and of course the obligatory "localconf.php” file! In other

words: The "typo3conf/" folder of a TYPO3 installation contains /ocal, unique files for the website while the "typo3/" folder

(along with others) contains general source code that could have been shared between all installations on a server. Well, read

more about this in the Installing and Upgrading document.

typo3conf/localconf.php

Lets create a localconf.php file:

<?php

$TYPO3_CONF_VARS[ "BE"] [ "i nstal | Tool Password"] = "bacbh98acf97e0b6112b1d1b650b84971";
$TYPO3_CONF_VARS[ "EXT"] [ "ext List"] install";

$TYPO3_CONF_VARS[ "EXT"] [ "requi r edEx = 'lang';

$typo_db_username = "root";
$typo_db_password = "nuw 875";
$typo_db_host = "local host";
?>

The result will be this:

~ TYPO3

et contenE,. right

Database Error

No database selected

So we are connected to the server (username and password accepted) but we have not yet defined a database. Lets go

create a blank one!

The Install Tool

So we go to "coreinstall/typo3/install/index.php" but see this message:

In the main source distribution of Typo3, the install script is disabled by a die() function call.
Open the file typo3/install/index.php and remove/out-comment the line that outputs this message!

After having removed the die() function call in the file .../install/index.php file we can enter the Install Tool (password was
"joh316" by default). Then go to the "Basic Configuration" menu item.

Go to the bottom of the page and enter a database name:

Usermame:

Password:

Host:

Database:

Site name:

root
nuwrd? 5

localhost

rry s hd
Create databasze? (Enter narmel:

t3_coreinstall

Core Install


file:///Volumes/Daten/z_MAMP/muell-4.5/typo3conf/ext/doc_core_inside/Sites/typo3/doc_inst_upgr/doc/manual.sxw#Verbose Install|outline
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Then go to the "Database Analyzer":

+" Connected to My SOL successfully

Uszername: root
Password: nuwe875
Haost: localhost

+" Database

t3_coreinstall iz selected as databasze,
Hasz 0 tables,

OK, so we are connected, we have a database. But zero tables. Kein problem:

Update required tahlesl CDMP.HREF
Dump static data I IMPORT i

Compare with $TCA
Create "admin™ userF
Reset user preferences

Clear tables

First "Update required tables" (Click #1 and click "Write to database"),

then "Dump static data" (Click #2, tick off "Import the whole file..." and "Write to database"), then create an "admin" user so
you can login (Click #3, enter username/password and accept).

Notice: With a core-only install of TYPO3 there is currently no static table data so this step can be skipped. However it's
included here for the completeness.

Now you can go to the typo3/ directory again and you will have a login box:

If you login you will see this:
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€] Core Install [TYPO3 3.6.0-dev] - Microsoft Internet Explorer

File Edit  Wiew

Address ﬁEj http:ff

O Back - 7,

Tools  Help

Iﬂ IELI .'\J / ) search v\r Favorites @Media 6-‘“ T &z [

[fcoreinstallfbypo3falk_main.php

_V_ a LETa]

- TYPO3

% Web
Lizt
M 1nfa
Bl Access
@ Function=
=2 File
Filelist
D Doc
ﬂ User
2 Tools

l} Ext Manager
B 1nstall

Help
& abaout

Admin functions

¥E Clear cache
files in
typo3conf

B clear &l cache

Logout I

[admin]

TYPO3 3.6.0-dev
Web Content Management System

T\I(PO TYPO3 CMS ver, 3.6,0-dew, Copyright @ 1928-20032 Kasper Skirhgj, Extenzions are
copyright of their respective owners, Go to http:/ftypo 2 comy for details, TYPO2 cormes
with ABSOLUTELY MO WARRANTY; click for details, This is free software, and you are welcome to
redistribute it under certain conditions; click for details. Obstructing the appearance of this notice iz
prohibited by law,

Thiz iz a brief description of the available modules:

&% Web

List List of database-records
The Web=List module provides the most lowlevel access to the records one a page.
while the other rmodules are mainly specialized in certain operations an certain
database tables, thiz module provides ultimate access to the bare records available
to a user

[ 1nfa Page related information, eg. hit statistics, change log, record counts
The Web>=Info module iz focused on statistic information about pages, This includes
statistics of pagehits and a changelag which lets you browse the history of page
changes. You can also get an overview of the number of records on each page as
well as page settings presented in a classic tree structure,

Bl cces: Page editing permissions
Setting of page permissions is wital in order to control access to the pages for the
backend users, You can assign a uzer and a group as owners of a page and set
access permissions for each,

Ei'Functions Advanced functions
wWou'll find general export and import functions here, In addition this rmodule
contains specdalized functions - wizards - usefull in specific situations, For instance

wou can batch create pages and perforrn sorting of pages.

Finally we will revisit the "Basic Configuration" menu item and check if the rest of the requirements are met:

Directories:

Full path: A bddocs ftypo i 32 corainstallityo o Fempe)
The falder is used by both the frontend (FE) and backend interface (TBE) for
image manipulated files,

This error should not occur as typo3tempd must always be accessible in the
root of a Typo3 website,

+" typo3/temp/ writeable

+" typo3conf; writeable

@ typo3conf/ext/ directory does not exist

Full path: fwwedhbdocs type 3l 32 coralnstallitypeFcontl ety

Location for local extensions, Must be writable if the Extension Manager is

supposed to install extenszions for thiz website,

This directary does not necessarily have to exist but if it does it rust be
writable,

+" typo3fext/ writeable

Full path: fwwadhdocs ftppo3d 32/ coralnstalliuploads,s
Location for uploaded files from RTE + in the subdirs for tables,

Thiz error should not cccur a2z uploadsd must always be acceszible in the roct
of a Typal website,

S&[
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We find that this is not the case with particularly two directories: uploads/ and typo3temp/. There are a number of other
missing directories which issues a warning, but that is because those are typically used with the "cms" extension frontend.
That is disabled now. Remember? - Core only!

So

# mkdir typo3temp/
# mkdir uploads/

... and all is fine.

Basic Core Installation Summary

So lets sum up what we have now:

These are the main directories of interest:

Directory Content
t3lib/ TYPO3 libraries and core database setup (t3lib/stddb/)
typo3/ Source code of the TYPO3 administration backend. Can be symlink'ed to the "typo3_src" source code

(shared between all websites)

located elsewhere.
Most directories can be write protected except as noted below

ext/ Directories containing extensions.

sysext/ ext/ is for "global" extensions and sysext/ for "system" extensions. Both types
are available for all installations sharing this source code.
The difference is that global extensions might be missing from the distributed
source code (meant to be updated by the EM) while the system extensions
are "permanent” and will always be a part of the distributed source. Further
you cannot update the system extensions unless you set a certain
configuration flag in TYPO3_CONF_VARS
NOTE: In case you want to allow the Extension Manager to update
global and system extensions you must also allow writing to "ext/"
and "sysext/". Install Tool will warn you.

gfx/ Various graphical elements

install/ Contains the Install Tool starter-script. Basically this is an index.php-script
which initializes a constant that - if defined - will launch the Install Tool.
NOTE: Make sure to properly secure access to the Install Tool!

mod/ Backend modules. Reflects the old concept of modules and submodules from
before extensions hit the scene in summer 2002. Today it contains mostly
placeholders, "host modules" and default core modules like the Extension
Manager (mod/tools/em).

typo3conf/

(specific for each website)

typo3temp/

(specific for each website)

uploads/

(specific for each website)

Local directory with configuration and local extensions.
Can be used for additional user defined purposes as you like.
Must be writeable by PHP.

localconf.php:
Main configuration of the local TYPO3 installation. Database username, password, install tool password
etc.

temp_CACHED_xxxxxx_ext_localconf.php

temp_CACHED_xxxxxx_ext_tables.php:

Auto-generated cache-files of "ext_localconf.php" and "ext_tables.php" files from all loaded extensions.
Can be deleted at any time and will be automatically written again.

For temporary files.

For storage of files attached to database records as managed by the TCE. Strictly this directory (and
subdirectories) is only needed if it's configured in $TCA.
Also used by default for images inserted into the RTE.

Basically we completed these steps to create the files and folders of a bare-bone TYPO3 core installation:

* Create symlink to the t3lib/ directory (shared)

* Create symlink to the backend administration directory, typo3/ (shared)
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» Create directories typo3conf/, uploads/, typo3temp/ (specific)

+ Create typo3conf/localconf.php file and add a minimum of configuration to get started. (specific)

Notice on temp_CACHED-files in typo3conf/

There are two (sometimes more) files which we didn't create ourselves; the cached
"temp_CACHED_xxxxxx_ext_localconf.php" and "temp_CACHED_xxxxxx_ext_tables.php". These two files are automatically
compiled from the currently loaded extensions and written to disk. If you look into the files you can see that they are just
scripts automatically collected from the loaded extensions, then concatenated and written to disk. This concept improves
parsing a /ot since it make it possible to include one file (the cached file) instead of maybe 50 files from different locations.

WARNING: If you install an extensions which has a parsing error in either the "ext_localconf.php" file or "ext_tables.php" file
you will most likely be unable to use either frontend, backend or Install Tool before this problem is fixed. You fix the problem
by using a shell or ftp to 1) edit localconf.php file, removing the "bad" extension key from the list of installed extensions, then
2) remove the cached files and 3) hit the browser again (cached files will be rewritten, but without bad files). Of course the
long term solution is to fix the parsing error...

The file contained
1. A password so we could enter the Install Tool

2. An extension list with only the "install" extension set (Install Tool). Normally there are a long list of default extensions
listed.

3. A required extensions list set to only the "lang" extension (all the labels for the backend interface). (Required extensions
cannot be disabled by the EM)

4. Database setup information, including the database name (added by Install Tool after database creation).

Looking into the backend of our "bare bone" install this is what we see:

Address @j htbp:ff192, 168,230, 3/typo3/32 ) coreinstalltypo3ial_main.php

TYPO3

&Web Extension Manager

5] List

M 1nfo Menu: | Loaded extenszions | COrder by: | Category | Show: | Details ~

B Access Display shy extensions:

@’ Functions
5 File LOADED EXTENSIONS

GilElizH "Loaded extensions" are currently running on the system, This list shows you which extensions are loaded and in which order,
B poc "Shy" extensions are also loaded but "hidden" in this list because they are systern related and generally you should just leave
N User them alone unless you know what you are doing.

3 t Eneaay Titde: Extension key: Wersion: Doc: Type: State: Dependencies:

LI e Rq Systern language labels Jarg 0.0.14 Systern Stable
Help @, = TaalsxInstall install 0.0.2 Global Stable

@ About

Admin functions CLEAR CACHE FILES
¥t clear cache Click here to clear cache files in typo 3conf/

files in
typo3conf! ﬂ
Bl Clear 4l Cache
Logoutl
[adrin]

Notice how few modules are available! This is the default set of features which exists in what we call the core of TYPO3! If
you go to the Extension Manager (EM) and enable "Shy extensions" you can see that only the "lang" and the "install"
extensions are there. Even the Install Tool is an extension that can be disabled.

After these steps you have also created a database and populated it with a default set of tables. So how did the Install Tool
know which tables were needed? Simple answer: The Install Tool simply reads the core sql-file (t3lib/stddb/tables.sql) plus
similar files for every installed extension ([extension_dir]/ext_tables.sql) and adds it all together into a requirement for the
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fields and keys of the tables! Thus the database will always have the correct number of tables with the correct number and
types of fields!

NOTICE: You cannot necessarily pass these sql-files directly to MySQL! If you look into the file t3lib/stddb/tables.sql you can
find a table definition like this:

#

# Table structure for table 'cache hash'
#

CREATE TABLE cache hash (

hash varchar (32) DEFAULT '' NOT NULL,
content mediumblob NOT NULL,
tstamp int (11) unsigned DEFAULT 'O' NOT NULL,
ident varchar(20) DEFAULT '' NOT NULL,
PRIMARY KEY (hash)

)i

And in some extension (myextension) you could find something along these lines:

#

# Table structure for table 'cache hash'
#

CREATE TABLE cache hash (

tx myextension additionalfield varchar (20) DEFAULT '' NOT NULL,
) i

The first "CREATE TABLE" query will execute just fine if you "pipe" it into MySQL directly, but the second one will not! And it
was not intended to!

The reason is that IF myextension is installed then the Install Tool will read both files and automatically compile the final
query into this:

CREATE TABLE cache hash (
hash varchar(32) DEFAULT '' NOT NULL,
content mediumblob NOT NULL,
tstamp int (11) unsigned DEFAULT 'O' NOT NULL,
ident varchar (20) DEFAULT '' NOT NULL,
tx myextension_additionalfield varchar(20) DEFAULT '' NOT NULL,
PRIMARY KEY (hash)
)i

If we install the "phpmyadmin" extension we can browse the database tables from the backend:

10
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Address ij htkp: 192, 168,230, 3/typo3) 52/ coreinstallftyposial_main.php

- TYPO3

5 Web
II_Ft QH? Ao Database: t3_coreinstall - Tabel pages kerel
Bl Access Hiem
E%' Functions ] - Strudure| Vis ‘ SOL | Valg ‘ Indsat ‘
= File t3_coreinstall {10}
Filelist B be_groups
[ poc B be_sessions Feltnavn Datatype Attributter Nulvaerdi Stand:
@b
M user ) oo Lo ] uid int(11)  UNSIGNED Nej
E Tools & . X ) X
Y2 £t Manager a E:‘Ef;e_shm_tcuts O pid int11)  UNSIGNED Mej 0
& Install B sys_filermounts [ tstamp int(11)  LUNSIGNED Mej 1]
Help & sys_lockedrecords |:| SDr’[Ing |nt(11:l LUMNSIGNED NEJ ]
€ about B sys_log O] deleted tinyint{4) UNSIGNED Nej 0
Admin functions ] perms_userid int(111  UNSIGMNED MNej 0
¥ clear cache (] perms_groupid  int(11)  UMSIGNED Nej 0
fypodcont [ perms_user tingint(4) UNSIGNED Nej 0
B clear all Cache
[ perms_group tinyint(4) UNSIGMED Mej 0
Logout | [] perms_everybody tinyintid) UNSIGNED Mej 0
[adrmin] [ crdate int(11)  UNSIGNED Mej 0
[ cruser id int(111  UNSIGMNED MNej 0
] title tinytext Iej
[ doktype tinyint(3) UNSIGMBD Mej 0
[] TSconfig blob Iej
[] treeStop tinyint(4) Iej 0
[] storage pid int{11] e 0
[ is_siteroot tinyint(4) Mej 0
] php_tree_stop tinyint(4) Iej 1]
[ tx_impexp_origuid int{11) Iej 0
As we can see the number of required tables for a minimum install of TYPO3 is really just 13 tables!
Tablename Description
pages The "directory tree" (page tree) backbone of TYPO3s database organization concept.
be_groups Tables with backend user groups and users plus a table for storing their login sessions.
be_users sys_filemounts are used to associate users/groups with filepaths where they can upload and manage files.
be_sessions
sys_filemounts
cache_hash Multi purpose table for storing cached information (cache_hash) and cache table for image sizes of temporary
cache_imagesizes files.

sys_be_shortcuts
sys_history

sys_lockedrecords

Contains the history/undo data

Stores the shortcuts users can create in various backend modules

Keeps track of "locked records" - basically who is editing what at the moment.

sys_log

sys_language

sys_workspace

Backend log table - logs actions like file management, database management and login

System languages for use in records that are localized into certain languages.

System workspaces for editing of content in “offline” mode or in projects.

Even if you look at the "pages" you will quickly see that the core pages table miss a lot of the fields and features applied to it

when used under "CMS conditions". All meta-fields are gone, all content management related fields are gone. Left is only a

set of gen

eral purpose options:
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And the point is; TYPO3s inner identity is that of a framework which by additional extensions can be dressed up for the
purpose it needs to fulfil. 99% of all people who are using TYPO3 will see the "dressed up version" designed for web content
management. However my claim is that if you really want to understand TYPO3 you must get down to the core, to the

Inside TYPO3 - doc_core_inside A basic installation

EIEILI [renu]

Path: /
B rage nEW -

Type:
Standard | %
(Standard o
[ |SysFolder

Recyclar
TILOIMTIg=

Stop page tree: JS stop:

L] L]

General Record Storage page:

| D Page %

Iz root of website:

O

BB x|
Show secondary options [palettes)

2=

principles which lay the foundation of it all. If you have a firm grip on these central principles then you will quickly understand

or be able to analyze how each extension on top of it works. And you as a developer will be able to help the continual

development along consistent lines of thought.

Welcome Inside of TYPO3!

- kasper
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Backend

The backend interface is (typically) found in the typo3/ directory (constant TYPO3_mainDir).

Visually it is divided by a frameset into these sections:

1. alt_main.php: This script is redirected to after login from index.php. It will generate the frameset and include a minor set
of JavaScript functions and variables which will be used by the other backend scripts with reference to the "top" JavaScript
object. (JS reference: "top")

2. alt_toplogo.php: Simply creates the logo in the upper left corner of the backend. (JS reference: "top.toplogo")

3. alt_topmenu_dummy.php: By default it displays nothing. But when users click an icon of a file or database record and a
context sensitive menu is displayed, then it is loaded into this frame. Then - depending on the capabilities of the client
browser - the menu is either shown in this frame or the frame will remain blank and just write the menu content back to
the calling frame where a DIV-layer will be created with the menu content dynamically. Depending on user configuration
(User > Setup: Select navigation mode = "Icons in top frame") you might also see a list of menu icons in this bar as the
default document (see below). (JS reference: "top.topmenuFrame")

4. alt_menu.php: Displays the vertical menu of backend modules. (JS reference: "top.menu")

13
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5. alt_intro.php: By default the "About modules" content is shown here. However users might be shown the task center right
away if they set that option in the User > Setup screen (if the "taskcenter" extension is installed). Otherwise this frame
will contain module scripts depending on selections in the menu of course. One special instance of this is "Frameset
modules" like the Web and File main modules since they will display a frameset with a page/directory tree and a
record/file list (see below). (JS reference: "top.content")

6. alt_shortcut.php: This frame is optionally displayed depending on user configuration. For "admin" users it's always shown.
For other users it must be specifically enabled (User TSconfig: "options.shortcutFrame"). (JS reference:
"top.shortcutFrame")

Finally the backend can be configured for "condensed mode" and there are also a few alternative options for how the menu is
displayed.

One of those alternative options include having a selector box shown in a third frame in the "top-bar". That frame will have
the JavaScript reference "top.menu" in substitute for the left menu and is made by the script "alt_menu_sel.php".

So setting the user profile like this...

Select navigation mode: Selectorbox in top frame  |%

... will yield this result for backend menu navigation:

- Access

- Functions=
Filz

- Filelist

Croc

User

- Setup

Tools

- Ext Manager
- Install

- phpMyAdmin
Help

- About

[[LoEouT ]

1. (alt_toplogo.php)

2. alt_menu_sel.php: Basically a simple document with a selectorbox. An "onchange" event is fired when an item is selected.
The onchange-event will simply call the function "top.goToModule(' module_name')" in order to change module - so in
reality it's all handled in the main frameset as with the other types of menus which also call the function in the frameset.

3. (alt_topmenu_dummy.php)

You can also have the menu as a list of icons in the top frame. This obviously requires you to know the menu items by heart
SO you can recognize the items on their icons only without the descriptive labels:

Select navigation rmode: Icons in top frame b

... and the menu will look like:
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Address :ij ‘coreinstallftypo3falt_main.php

TYPO3 _EE-@IIDBImEIIﬂ
L

Lisk: List of database-recu:urds|
T7PI3 3.6.0-dev

Web Content Management System

TYP03 TrPO3 CMS ver, 2. 6.0-dew, Copyright @ 1992-2003 Kasper Skirhei. |
copyright of their respediive owners. Go to btpyftepod. comy’ for deta

WESOLUTELY MO WARRANTY; cick far detsils. This iz free software, and you are welc
under certain conditions; click for details, Obstructing the appearance of this notice

Basically there are two types of modules, main modules and sub modules. Normally we refer to them just as "modules" or
"backend modules".

The term "modules" is used within TYPO3 specifically for these backend modules. For the frontend we might also like to call a
message board or guest book for "a module". However to distinguish between the two worlds we use another term,
"plugins", for frontend applications such as message boards, shops, guest books etc.

Modules are discussed in detail later in this document. For now just observe the distinction between main- and submodules:

Main modules are those on the "first level" in the menu. Most of them are not linking directly to any script but are merely
"headlines" for the submodules under them. One exception is the "Doc" module which /s linked to the alt_doc.php script.

I@WEIJ

|52 File |

Doc
User

I 2 Tools I

I Help I

Sub modules are those on the second level in the menu. As such they don't have to have any technical relationship with the
main module. The main module might simply act as a category for the module. However for "Frameset modules" it's a little
different (see next section). Sub-modules may be named "Web>List" or "User>Setup" but we encourage unambiguous
naming of modules so any module can be referred to by its own name only, eg. "List module" (Web>List) or "Filelist module"
(File>Filelist) - it turns out to be much easier to say in words " The filelist module' than " The File-Filelist module’.
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Inside TYPO3 - doc_core_inside Backend

E=l List

M 1nfe
Bl Access
@ Functions

| B Filelist |

I [+ setup I

Ext Manager

B Irstall

B phpMyadmin

I E.ﬂ.bnut |

Finally "Function menus" are what you get when you create backend modules "on the third level" - basically a module
which inserts itself into a menu of an existing main- or sub-module. This of course requires the host module to supply an API
for that, but that is in fact the case with both the "Info" and "Functions" modules!

In this example the extension "info_pagetsconfig" has been loaded in the EM (Extension Manager) and thus the Info module
will show this item in the menu:

TYPO3

&5 Web E--@Core Install
List L[ Apage title
M 1nfo |
Bl Access

@ Functions

= File

Filelist

D Doc

ﬂ User

| Setup

_'H Reload the tree from sarver

D EE, [root-level]
Path:

PAGE TSCONFIG
Al

L

Page information

Page TSconfig |V

[Fane Toconfig i

Main modules can be configured to load a frameset into the content frame instead of the modules default script. This is the
case of the Web and File main modules. In itself that might sound trivial but the point is that "Frameset modules" are more

than just a "category" for submodules - they are offering additional features:

In the case of frameset modules the idea becomes clear when you observe the usage; Both the Web and File main modules
offers a two-split window with a page/folder tree on the left and a sub-module script loaded in the right frame. The point is
that a click in the left frame will load the sub-module script in the right frame with an &id= parameter! In the case of the Web
module this "id" is of course the page id, for the File module it's the path to the directory that should be shown.

Still this could be achieved by a local frameset made by the module itself, but the main point is that even if you switch
between the sub-modules in the menu the id-value is passed along to the other sub-module and further will the id be
restored and sent to the script when a totally other module has been accessed in the meantime and the user goes back to

one of the sub-modules within the frameset module.

For instance you might click the page "A page title" below, the List module will show the records for that page id, then you go
the the Extension Manager and when you later click on the List, Info, Access or Functions sub-module the last page id

displayed will be shown again.

That is what a Frameset module does.

(See the module section for details on how to configure such a module)
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2% Weab
Lizt
[ 1nfo
Bl Access
@1 Functions
=2 File
Filalist
D Do
ﬂ User

4 Setup

2 Tools

lﬁ Ext Manager
= 1nstall

18l phpMyadrmin
Help

@ About

Admin functions

YT Clear cache
files in
typo3confy

B clear Al Cache

[admin]

[(led OHE

Inside TYPO3 - doc_core_inside

Backend

A Frameset Module consists of these scripts:

1. alt_mod_frameset.php: The frameset is constructed by this script for all frameset modules. This script will receive
information about the scripts to load in the frames inside.

2. [frameset module specific script name]: Navigation script as specified in the module configuration of the Frameset Module.
(JS reference: top.content.nav_frame)

3. border.html: A simple vertical bar separating the two main frames. (JS reference: top.content.border_frame)

4. [module specific script name]: Sub-module script as specified in the module configuration of the sub-module. (3S
reference: top.content.list_frame)

Certain requirements are put on the function of the navigation and sub-module scripts in order to ensure complete
compatibility with the concept of Frameset Modules. This is basically about updating some JavaScript variables in the main

frameset. See the module section for more details.

STARTUP:

Uze condensed mode in backend

[for small screens):

If Condensed Mode is enabled for the user it has an impact on how Frameset Modules handles the splitting of the screen into
navigation and list frame. Basically the frameset is not used and the communication goes always from menu -> navigation

frame -> list frame:
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& Core Install

i @A age kitle

_'u Reload tl‘ue tree from server

@ Functions

|=2 File |

This mode is designed to help people with small screen resolutions to keep all the information on the screen without having
to scroll horizontally (too much). In default mode TYPO3 runs best at resolutions of 1024x768 or above.

Initialization (init.php)

Scripts in TYPO3_mainDir

Each script in the backend is required to include the init.php file. For core scripts this is done as the first code line in the

script:

require ('init.php'):

An example could be the alt_main.php script (the backend frameset):
/ * *

* Main franeset of the TYPOG3 backend

* @ut hor Kasper Skarhgj <kasper @ypo3.con

* Revised for TYPO3 3.6 2/2003 by Kasper Skar hgj

*/

require ("init.php');

require ('tenplate.php
require_once (PATH t3l
requi re_once (PATH t 3l
require_once ('class.a

| oadnodul es. php');
basi cfil efunc. php');
s

K
b."'class.t3l
b.
t .inc');

ib
‘class.t3lib
io

i
i
I't_menu_funct

n

[ ] FEEEI KK KRR KK KKK KKK KKK KKK KK

/'l Script Class
// IR R R EEEEEEREEEEEEEEEEEEEEESESE]
class SC alt_main {

var $content;

var $mai nJScode;

var $l oadMbdul es;

var $al t_nmenuQoj ;

These are comments on the various parts of the above source code:

+ Init.php: Included to provide database access, configuration values, class inclusions and user authentication etc.

EFA pagetcle;“ A% Rl 2

=] List

-E—Elf-o ----------- [ extended view

CCEss

B Functions [] show dipboard
52 File | i Create new record

Filalist
= re | Search String: | IThiS page [1][ Search ]

DoC . i —

+ template.php: As you can see also the template.php script is included (which provides a class for backend HTML-output

and processing of system languages/labels). The template.php script is typically included by all scripts which has some

HTML-output for the backend interface.

+ Other classes: Then further classes needed by the script depending on the function will be included.

« Script Class: Then a "script-class" (prefixed SC_) is defined. This performs ALL processing done in the script. In the end

of the script this class is instantiated and the output is written to the browser. That's it.

Scripts outside of TYPO3_mainDir

For modules (located elsewhere than in the TYPO3_mainDir) the following initialization must be done prior to inclusion of

18



TY PO 3 Y Inside TYPO3 - doc_core_inside Backend

init.php:
+ Global variable $BACK_PATH must point back to the TYPO3_mainDir (relative from the current script), eg. "../../" or
".[..[..[typo3/"

+ Constant TYPO3_MOD_PATH must point forth to the location of the script (relative from the TYPO3_mainDir), eg.
"ext/myextension/" or "../typo3conf/ext/myextension/"

An example is seen in the install/index.php file:

define ('TYPO3 MOD PATH', 'install/');
$BACK_PATH='../';

require ($BACK PATH.'init.php');

If a script is positioned outside of the TYPO3_mainDir it must be in the typo3conf/ directory. In that case the initial lines could
look like this:

define ('TYPO3 MOD PATH', '../typo3conf/my backend script/');
$BACK_PATH='../../typo3/';

require ($SBACK PATH.'init.php');

Modules

Modules will typically initiate with basic lines like these:

unset (SMCONF) ;
require ('conf.php'):;
require ($BACK PATH.'init.php');

So before init.php is called the local "conf.php" file is included. That file must define the TYPO3_MOD_PATH constant and
$BACK_PATH global variable. The modules section will describe this in detail.
We could take mod/web/perms/index.php as an example. Here the conf.php file looks like this:

<?php
define(' TYPG3_MOD PATH , ' nod/ web/perm');
$BACK PATH=" . ./../1..1";

/1... (additional configuration of nodule)..
?>
Modules in typo3conf/

Another example is from a conf.php file of a locally installed extension (such are located in the "typo3conf/ext/" directory)
with a backend module:

<?php

define(' TYPGB_MOD PATH , '../typo3conf/ext/charsettool/nodl/"');
$BACK_PATH="../../../../typo3/"’

/1... (additional configuration of nodule)..

?>

So what happens in init.php?

The short version is this:

» A set of constants and global variables are defined.
+ A set of classes are included.

» PHP environment is checked and set.

» Local configuration is included ("localconf.php™).

+ Table definitions are set ("tables.php").

» Connection to database established.
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Backend user is authenticated.

Missing backend user authentication and other errors will make the script exit with an error message.

The verbose version is this:

(All global variables and constants referred to here are described in "TYPO3 Core API")

Error reporting is set to

error reporting (E_ALL ~ E NOTICE);

Constants TYPO3_0S, TYPO3_MODE, PATH_thisScript and TYPO3_mainDir are defined.

If TYPO3_MOD_PATH is defined the path is evaluated: The script must be found below either TYPO3_mainDir or
PATH_site."typo3conf/". Otherwise the init.php script halts with an error message. Further the script will exit at this point
if it was not able to get a correct absolute path for the installation. TYPO3 requires to know the absolute position of the
directory from where the script is executed!

Constants PATH_typo3, PATH_typo3_mod, PATH_site, PATH_t3lib, PATH_typo3conf are defined.
Classes t3lib_div and t3lib_extMgm are included.

t3lib/config_default.php is included (shared with frontend as well). If no TYPO3_db constant is defined after the inclusion
of config_default.php then the script exits with an error message.
This is what happens inside config_default.php:

*  $TYPO3_CONF_VARS is initialized with the default set of values.
» $typo_db* database variables are reset to blank.

» PATH_typo3conf.'localconf.php' is included. If not found, script exits with error message.

* localconf.php is allowed to override any variable from $TYPO3_CONF_VARS and further set the database variables
with database username, password, database name, host.

[Back in t3lib_config_default.php]:

» Constants TYPO3_db, TYPO3_db_username, TYPO3_db_password, TYPO3_db_host, TYPO3_tables_script,
TYPO3_extTableDef_script and TYPO3_languages is defined

« $typo_db* variables are unset.
« Certain $GLOBALS['TYPO3_CONF_VARS']['GFX'] values are manipulated.
« debug() function is defined (only function outside a class!)

« "ext_localconf.php" files from installed extensions are included either as a cached file (ex.
"typo3conf/temp_CACHED_ps5cb2_ext_localconf.php") or as individual files (depends on configuration of
TYPO3_CONF_VARS['EXT']['extCache'].

"ext_localconf.php" files are allowed to override $TYPO3_CONF_VARS values! They cannot modify the database
connection information though. (See the definition of the Extension API for details)
$TYPO3_LOADED_EXT is set.

» Unsetting most of the reserved global variables ($PAGES_TYPES, $ICON_TYPES, $LANG_GENERAL_LABELS, $TCA,
$TBE_MODULES, $TBE_STYLES, $FILEICONS, $WEBMOUNTS, $FILEMOUNTS, $BE_USER, $TBE_MODULES_EXT,
$TCA_DESCR, $TCA_DESCR, $LOCAL_LANG) except $TYPO3_CONF_VARS (so from localconf.php files you cannot set
values in these variables - you must use "tables.php" files).

+ Global vars $EXEC_TIME, $SIM_EXEC_TIME and $TYPO_VERSION are set

[Back in init.php]:
Database Abstraction Layer foundation class is included and global object, $TYPO3_DB, is created.
Global vars $CLIENT and $PARSETIME_START are set.

Classes for user authentication are included plus class for icon manipulation and the t3lib_BEfunc (backend functions)
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class. Also the class "t3lib_cs" for character set conversion is included.

IP masking is performed (based on $TYPO3_CONF_VARS['BE']['IPmaskList']). Exits if criterias are not met.
SSL locking is checked ($TYPO3_CONF_VARS['BE']['lockSSL']). Exits if criterias are not met.

Checking PHP environment. Exits if PHP version is not supported or if HTTP_GET_VARS[GLOBALS] is set.

Checking for Install Tool call: If constant TYPO3_enterInstallScript is set, then the Install Tool is launched! Notice that the
Install Tool is launched before any connection is made to the database! Thus the Install Tool will run even if the database
configuration is not complete or existing.

Database connection. Exits if database connection fails.
Checking browser. Must be 4+ browser. Exits if criterias are not met.

Default tables are defined; PATH_t3lib.'stddb/tables.php’ is included! (Alternatively the constant TYPO3_tables_script could
have defined another filename relative to "PATH_typo3conf" which will be included instead. Deprecated since it spoils
backwards compatibility and extensions should be used to override the default $TCA instead. So consider this obsolete.)

+ global variables $PAGES_TYPES, $ICON_TYPES, $LANG_GENERAL_LABELS, $TCA, $TBE_MODULES, $TBE_STYLES,
$FILEICONS are defined.

[Back in init.php]

"ext_tables.php" files are included either as a cached file (ex. "typo3conf/temp_CACHED_ps5cb2_ext_tables.php") or as
individual files (depends on configuration of TYPO3_CONF_VARS['EXT']['extCache']).

"ext_tables.php" files are allowed to override the global variables defined in "stddb/tables.php"! (See the definition of the
Extension API for details)

If the constant TYPO3_extTableDef_script is defined then that script is included.

Backend user authenticated: Global variable $BE_USER is instantiated and initialized. If no backend user is authenticated
the script will exit (UNLESS the constant TYPO3_PROCEED_IF_NO_USER has been defined and set true prior to inclusion
of init.php!)

The global variables $WEBMOUNTS and $FILEMOUNTS are set (based on the BE_USERS permissions)

Optional output compression initialized

So that is what happens in init.php!

Global variables, Constants and Classes

After init.php has been included there is a set of variables, constants and classes available to the parent script. In the
document "TYPO3 Core API" you can see two tables listing these constants and variables.

The column "Avail. in FE" is an indicator that tells you if the constant, variable or class mentioned is also available to scripts
running under the frontend of the "cms" extension. Strictly this is not a part of the core (which is what we deal with in this
document), but since the "cms" extension is practically always a part of a TYPO3 setup it's included here as a service to you.

This is the classes already included after having included "init.php":

Class Included in Description Avail. in
FE
t3lib_div init.php YES
t3lib_extMgm init.php YES
t3lib_db init.php YES
t3lib_userauth init.php YES
t3lib_userauthgroup init.php -
t3lib_beuserauth init.php -
t3lib_iconworks init.php -
t3lib_befunc init.php -
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Class Included in Description Avail. in
FE
t3lib_cs init.php YES
gzip_encode init.php Output compression class by Sandy McArthur, Jr. Included if option is set in (YES)

TYPO3_CONF_VARS.

Possibly other classes could have been included in "ext_tables.php" files or "ext_localconf.php" files. This is OK for the
"localconf.php" file, but not necessarily for extensions. Please see the Extension API description for guidelines on this.

A short notice on system variables:

Don't use any system-global vars, except these:

HTTP GET VARS, HTTP POST VARS, HTTP COOKIE VARS

Any other variables may not be accessible if php.ini-optimized is used!

Environment / Server variables are also very critical! Since different servers and platforms offer different values in the
environment and server variables, TYPO3 features an abstraction function you should always use if you need to get the
REQUEST_URI, HTTP_HOST or something like that. At least never use the PHP function "getenv()" or take the values directly
from HTTP_SERVER_VARS - rather call t3lib_div::getIndpEnv("name_of sys variable") to get the value (if it is supported by
that function). You can rely on that function will deliver a consistent value independently of the server OS and webserver
software.

You should refer to the TYPO3 Coding Guidelines or TYPO3 Core API for more information about this or go directly to the
source of class.t3lib_div.php.

The template class (template.php)
Most backend scripts include another core script than "init.php". That is "template.php".

require ('init.php'):;
require ('template.php');

"template.php" contains a class "template". This class is used to output HTML-header, footer and page content in the
backend.
template.php does this:

« Initially an obsolete function, fw($str), is defined. This just returns the input string un-altered. May be removed in the
future as it's obsolete and here for backwards compatibility only. If you use this function in your modules, then stop doing
that!

» Defines the class "template" which contains the HTML output related methods for creating backend documents.

» Defines four extension classes of the template class: bigDoc, noDoc, smallDoc, mediumDoc. Each of them presets a
certain width of the outputted page by specifying a class for a wrapping DIV-tag.

» Includes sysext/lang/lang.php which contains the class "language" for management of localized labels in the backend. It
also contains an instance of the character set conversion class, "t3lib_cs".

» Creates the global variables $TBE_TEMPLATE and $LANG as instances of the classes "template" and "language"
respectively.

"template.php" requires init.php to have been included on beforehand.

This is the variables and classes available in addition after inclusion of "template.php":

Global variable Defined in Description Avail. in FE
$TBE_TEMPLATE template.php Global backend template object for HTML-output in backend modules
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Global variable Defined in Description Avail. in FE
$LANG template.php Localization object which returns the correct localized labels for
various parts in the backend.
It also contains an instance of the "t3lib_cs" class in $LANG-
>csConvObj
$LOCAL_LANG Optionally included Stores language specific labels and messages. Requires a "local_lang" -
"locallang" file. file to have been included in the global space.
Notice: This variable is unset in "config_default .php" for your
convenience. So don't set the $LOCAL_LANG array prior to "init.php".
$TCA_DESCR [on-the-fly] Could be set to contain help descriptions for fields and modules. Is
set by API function in the "language" class.
Unset in "config_default.php"
Class Included in Description Avail. in FE
template [optionally included Global backend template class for HTML-output in backend modules, -
after init.php, see next | instantiated inside template.php as $TBE_TEMPLATE
section]
language template.php Localization class which returns the correct localized labels for various -

Example: A dummy backend script

parts in the backend. Instantiated as $LANG

As an good example of how backend scripts (modules) should be constructed, please look at the dummy.php file:

require ('init.php');
require ('tenplate.php');

class SC dumy {
var $content;

function main() {
gl obal $TBE_TEMPLATE;

$TBE_TEMPLATE- >docType = 'xhtnl _trans';
$t hi s- >cont ent . =$TBE_TEMPLATE- >st art Page(' Durmy docunent');

$t hi s- >cont ent . =$TBE_TEMPLATE- >endPage() ;

function printContent() {
echo $this->content;

if (defined(' TYPGB_MODE' ) && $TYPO3_CONF_VARS[ TYPC3_MODE] [ ' XCLASS' ][ ' t ypo3/ dunmy. php']) {
i ncl ude_once($TYPC3_CONF_VARS[ TYPO3_MODE] [ ' XCLASS' ][ 't ypo3/ dummy. php']);

$SOBE = t3lib_div::makel nstance(' SC dummy');

$SOBE- >mai n( ) ;
$SOBE- >pri nt Cont ent () ;
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(In addition a script must include opening and closing tags for php (<?php ... ?>) and a copyright header defining the author and GNU/GPL
license. See almost any script in the backend for an example)

In this example you see the following important elements:

+ init.php is included by require(): We can now know that a backend user is authenticated, that there is a database
connection etc.

+ template.php is included by require(): We can now create backend HTML-output and localized labels.

« Script class is defined (here: "SC_dummy", typically named "SC_" + script name). All processing should take place inside
this class

» Possible inclusion of an extension class for the "SC_dummy" (this is what happens in the lines after "// Include
extension?"

» Finally the script class is instantiated and the relevant functions are called - here main() and printContent(). Which
functions needs to be called from the global space depends on what you have put into your class!

Inside the script class these basic steps for HTML output is taken:

« The method $TBE_TEMPLATE->startPage('Dummy document') is called: This returns the header section of the output
HTML page with the page title set to "Dummy document". Prior to this function call the docType is set to XHTML
Transitional (optional). You can also specify other optional values like additional CSS styles, JavaScript etc.

« The method $TBE_TEMPLATE->endPage() is called: This returns the page footer.

» In between the two function calls you can basically output any HTML you like as the page content. <body> tags have
been set and typically the whole page is wrapped in a DIV tag as well.

The HTML output of dummy.php will look like this:

<?xml version="1.0" encoding="iso-8859-1"7?>

<?xml-stylesheet href="#internalStyle" type="text/css"?>

<!DOCTYPE html
PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN"
"http://www.w3.0rg/TR/xhtmll/DTD/xhtmll-transitional.dtd">

<html>

<head>
<meta http-equiv="Content-Type" content="text/html; charset=iso-8859-1"/>
<meta name="GENERATOR" content="TYPO3 3.6.0-dev, http://typo3.com, &#169; Kasper Sk&#197;rh&#248;7

1998-2003, extensions are copyright of their respective owners." />
<title>Dummy document</title>

<link rel="stylesheet" type="text/css" href="stylesheet.css"/>

<style type="text/css" id="internalStyle">
/*<! [CDATA[*/
A:hover {color: #254D7B}
H2 {background-color: #9BA1AS8;}
H3 {background-color: #E7DBAS; }
BODY {background-color: #F7F3EF;}

/*11>*/
</style>
</head>
<body>
<!-- Wrapping DIV-section for whole page BEGIN -->

<div class="typo3-def">

[additional content between startPage() and endPage() will be inserted here!]

<script type="text/javascript">
/*<! [CDATA[*/
if (top.busy && top.busy.loginRefreshed) ({
top.busy.loginRefreshed() ;
}

/*11>%/
</script>
<!-- Wrapping DIV-section for whole page END -->
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</div>
</body>
</html>

The maroon coloured content is created by startPage()
The teal coloured content is created by endPage()

The green/bold line represents the position where your custom output will be placed in the document.

There is a host of methods inside the template class which can be used. Some of these are documented in "TYPO3 Core API"
and others by examples in various Extension Programming Tutorials.

Other reserved global variables

In addition to the global variables declared in "init.php" there are a number of other reserved global variables which has a
recognized importance. These are always defined outside "init.php" either prior to or after the inclusion of "init.php".

Global variable Defined in Description Avail. in FE

$MLANG [prior to init.php / Contains a limited amount of language labels: The title, icon and -
conf.php of modules] | description of the module.

$MCONF [prior to init.php / Contains a few module-cofiguration informations like the name, -
conf.php of modules] | access and which script to use. Primarily used by access control and
the class t3lib_loadmodules.

$BACK_PATH [prior to init.php / Possibly set in the parent script including "init.php" pointing back to -
conf.php of modules] | the "TYPO3_mainDir" from wherever the parent script is located. Used
primarily for images and links. See discussion on "TYPO3_MOD_PATH"
and modules in general.

$LOCKED _RECORDS t3lib_BEfunc Locking of records is cached in this variable.

Extensions

What are extensions

First of all this is only a short description of extensions; For a more detailed description of extension, please see the Extension
API section in "TYPO3 Core API".

An "extension" in relation to TYPO3 is a set of files/scripts which can integrate themselves with TYPO3s core through an API
an thus seemlessly extend the capabilities of TYPO3.

These are the basic properties of extensions:

+ All files contained within a single directory

+ Easily installed/removed/exchanged

* Has a unique key (extension key) used for naming of all elements (variables, database tables, fields, classes etc.).

» Can interact with any part of the system. If not through the available APIs, ultimately (almost) any class in TYPO3 can be
extended with full backwards compatibility maintained.
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+ | ) fileadmin
+ ) media
o ]
+ | tslib
=l ) typa3
+ ) dev

I B I ext n
| aboutmadules
I3 belog
I beuser

|5 wizard_crpages
|50 wizard_sortpages
+ () ghx
+ ) icons
4 [ ) install
+ ) mod
[E5 sysent 2
|5 cms
[ lang
+ ) t3lib
= ) typodconf E
I = ) ext
| mmininews
5 t3skin
|5 tstemplate_skyler
[T tut_golive
|53 user_photomarathon
[0 user_set_page_title
1 ) tvpo3temp
+ ) uploads

Extensions can be installed in three locations:

1.

typo3/ext/: Global extensions. A part of the source code directory. Available to all TYPO3 installations sharing the same
sourcecode. Is not necessarily available! You can remove or add extensions here and some source distributions will not
contain the ext/ directory with global extensions (in which case you will have to add them yourself from TER).

typo3/sysext/: System extensions. Just like global extensions: A part of the source code directory. But the system
extensions are always distributed with the source code so you can depend on them being there. Further you generally
don't need to upgrade system extensions manually as they are upgraded with new source code releases. System
extensions carry a special status of being officially endorsed by the TYPO3 system and they are required to match the
quality of the core code regarding the standards set out in the TYPO3 Coding Guidelines.

typo3conf/ext/: Local extensions: Only available to the local TYPO3 installation. This is the typical location for most
extensions which are installed on a per-project basis since the extension is used in only this one case. Also the position for
user defined extensions.

Extensions can change practically anything in TYPO3. The concept is very capable since it was created to add limitless power
to TYPO3 without having to directly change the core. As such extensions will make it possible for TYPO3 to be a true
framework for just any application you can imagine. Installing one set of extensions will make TYPO3 one application -
installing another set of extension will make TYPO3 another application. And the core is thus a basic set of modules, an
Extension Manager and an API provided for the extensions so they can use core features right away.

Although the basic rule is "anything is possible" this is at least a partial list of features provided by extensions:

Addition of database tables and fields to existing tables.
Addition of tables with static information

Addition of TypoScript static template files or adhoc snippets
Addition of backend skins

Addition of frontend plugins of any kind
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» Addition of backend modules of any kind

+ Addition of click-menu items (context sensitive menus)
« Addition of Page and User TSconfig

» Addition of configuration values

» Extension of any class in the system

... and of course all kinds of combinations.

Managing extensions

Extensions available to a TYPO3 installation can be installed by the Extension Manager which is a core module:

 TYPO3
25 Web
List £5 Backend Modules
Infa
B fess (4 y Extenzion Repository Kickstarker extrep_ wizard 0.1.2 Global Stable
E%! Functions [ @ File=Irmages imagelizt 0.0.4 Global Stable
FFI_I;EI_ " fdy #, Fressite fraasita 0.0.4 Global alpha
Hels
[ poc (4 Help=About Modules shoutrnodules 0.0.4 Global Stable
fdy Help>Quick Help quickhalo 0.0.4 Global Stable
fdy & Help=Welcome classic_wealcema 1.0.5 Global Stable
fdy B Tools>Config+DBint favlaval 1.0.5 Global sStable
L Instal, ——— [}. B Tools=Install install 0.0.2 Global Stable
Ly E¥ Toolszlag baleg 0.0.& Global Stable
fdy T ToolszUser Admin bausar 0.0.7 Global Stable
= 8 Tools>phpMybdmin phomypadmin 0.0.5 Global Stable
‘:dmin functions = M Uzer=Setup fatup 0.0.8 Global Stable
Sl me

Here three extensions are installed and as you can see they are apparently adding backend modules to the menu. Basically
installing/de-installing an extension is a matter of clicking the +/- button next to the extension. In some cases additional
accept of for example database tables/field additions are necessary but the process itself is as simple as that!

If an extension is not available on the server you can import it from the TYPO3 Extension Repository (TER) or manually
upload it from a file (if you have a T3X file available):



TYPO3

Menu: | Immport extensions from online repository [ | Order by:

Dizplay shy extensions: Get own/mernberselected axtenzions anly:

Inside TYPO3 - doc_core_inside

EXTENSIONS IN TYPD3 EXTENSION REPOSITORY

Extensions

Extension Manager

Category

¥ Show:

O

Dretails

Click here to connec to "httpifftertypod, comd ?id=t3_extrep" and retrieve the list of publicly available plugins from the Typo3

Extension Repositary,

&You have not configurﬂﬁa repository usernamesfpassword vet, Please go to "Settings" and do that.

[ Cannect to online repositary

|

PRIVATE EXTENSION LOOKUP:

Privat lookup key:

UPLOAD EXTENSION FILE)IREETL"I‘ (.T3X):

Password, if any:

Upload extension file [£3x]):

Browse. .

. in location:
Local [ .ftypoSconflexti] |+

D Oyerwrite any exizting extension!

[ Upload extension file ]

Connecting to the online repository will show a list like this:

@ Backend Modules

Fl b4 awstats

g Extension Repositary Rickstarter

@80 FilerImages
'*'\ Freesite
Help=About Modules
Help=guick Help
& Help=welcome
] ;lll Irnail WebMail frame

] & Livestat frame
] @ Login User Trackin

B susinfo
B Tools=Config+DBint

Import this extension to 'local’ dir bypo3confiext) from
online repository.
e

B Tools>User Admin

B ToolszphpMyAdmin
Kl 0] Turam khackon

oo_gwstats

axtrap_wizard

imagelist
Fraacite
aboutmodules
quickbeln
dlassic_welcome
imallframea

fivestatframe
Joginuserkrach
=c_sysinte
towdevel
install

belog

beusar
phomyadmin

LEVIES

0.7.1
0.1.2

0.0, 4
0.0, 4
0.0, 4
0.0, 4
1.0.3
0.0.6

0.0.1
1.0.1

0.0.4
1.0.5
0.0.2
0.0,6
0.0.7
0.0,5
nnA

0.0.4
0.0.4
0.0.4
0.0.4
1.0.5

1.0.5
0.0.2
0.0.6
0.0.7
0.0.5

Glabal

Global
Glabal
Global
Glabal
Global

Global
Glabal
Global
Glabal
Global

3.5b3
2.5rcl

3.3l
2.5rcl
-1
2.5rcl
3.3l
2.5b5

3.5b5
2.5b5
2.5b3dew
3.3l
2.5b4
3.3l
2.5rcl

3.3l
2 Sha

4,23 0,9 M/Z51 K
4.2,3 386 Kil44 K

42,3 19,9 K59 K
4,22 769 KJEIT K
4,1.2 7.1 K18 K
4,22 14,6 K/4.2 K
4.2.3 459 K341 K
4,2,2 141 KfB3 K

4,2,3 138 K89 K
4,2,3 51 Kf36 K

4.2.3 612 K126 K
4,2.3 62 Kf14.4 K
4.1.2 735 K636 K
4,2,3 90 KfZ0 K

4.2.3 47 K123 K

4.2.3 4.4 M09 M
472N 28 KMan K

Z378/124Z2 Bata

25257146

15921
128/17
134/101
150/19
156/16
2417196

209/209
217/128

13727985
163/ 26
109/97
147720
176/18

231782
ETIET

Stable

Stable
Alpha
Stable
Stable
Stable
Beta

Beta
Beta

Stable
Stable
Stable
Stable
Stable
Stable
almk=

You can easily see which extensions are not locally available on your server and with a single click on the import icon the
extension is downloaded from the repository and installed on your server!

Bottom-line is: In less than 30 seconds you can import and install an extensions with all database tables and fields
automatically created for you, ready for use!

This was just a short introduction so you could grasp the potential of extensions. Since this document is about the TYPO3
core you can read more about the Extension API in the document "TYPO3 Core API". You can also find tutorials about

extension programming on TYPO3.org. If you wish to investigate publicly available extensions go to typo3.org where the
TYPO3 Extensions Repository has a frontend for just that:
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. TYPO3
ons oceumeniionSouea VP g DEVELOPER respurcs

Extension Repository
Few and updated | Categories | FPopular  Rewviewed  State Full list

Frontend Lists & reports
|Frnntend Lists & reports M
Backto category menu

Address list - #_address Stable

Author: Kasper Skarhe Dizplays a list of addresses from an address
Tech. Cat: Frontend Plugins table on the page.

Version: 1.0.3

Downloads: 28051939

Ho documentation!

] Calendar - #_calender

Author: Kasper Skarhu Enter dates in the tahles and they can be
Tech. Cat: Frontend Plugins displayved on the wehpage. Yery simple. Mot 5o
Version: 104 useful.

Downloads: 174025

Iritroduction - Configuration

Configuration
localconf.php and $TYPO3_CONF_VARS

Configuration of TYPO3 is basically about setting values in the global $TYPO3_CONF_VARS array. This is supposed to take
place in the file localconf.php located in the typo3conf/ directory (PATH_typo3conf). Furthermore, extensions can add content
included in the same context as the localconf.php by defining "ext_localconf.php" files. See the Extension API for details.

Typically a localconf.php file could look like this:

<?php
/'l Setting the Install Tool password to the default 'joh316'
$TYPO3_CONF_VARS[' BE' ] ['instal | Tool Password'] = 'bacbh98acf97e0b6112b1d1b650b84971" ;
/1 Setting the list of extensions to BLANK (by default there is a long list set)
$TYPO3_CONF_VARS[' EXT' | ["extList'] = "install";
$TYPO3_CONF_VARS[' EXT' | ['requiredExt'] = 'lang";
/'l Setting up the database usernanme, password and host
$typo_db_username = 'root";
$typo_db_password = ' nuw 875" ;
$typo_db_host = 'l ocal host";
## | NSTALL SCRIPT EDIT PO NT TOKEN - all lines after this points nay be changed by the install script!
$typo_db = "t3_coreinstall’; /1 MNodified or inserted by Typo3 Install Tool.
$TYPO3_CONF_VARS[ ' SYS'|['sitenane'] = 'Core Install'; /1 Modified or inserted by Typo3 Install Tool.
/'l Updated by Typo3 Install Tool 14-02-2003 15:20:04
$TYPO3_CONF_VARS[' EXT' ] ["extList'] = "install, phpmyadni n, setup,info_pagetsconfig'; /1 Modified or

inserted by Typo3 Extension Manager.
/'l Updated by Typo3 Extension Manager 19-02-2003 12:47:26
?>

In this example the lines until the "## INSTALL SCRIPT EDIT POINT TOKEN..." were manually added during the setup of the
installation. But all lines after that point was added either by the Install Tool or by the Extension Manager. You can also see
how the Extension Manager has overridden the formerly set value for "extList" - the list of installed extensions. This line in
localconf.php is automatically found by the Extension Manager and next time an extensions is installed/removed this line will
be modified.

As you can see the localconf.php file must be writeable for the Install Tool and Extension Manager to work correctly.
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config_default.php

The localconf.php file and equivalents from extensions are included from the config_default.php file. This file will set the
default values in the $TYPO3_CONF_VARS array. This is also the ultimate source for information about each configuration
option available! So please take a look into the source code of that file if you want to browse the full array of options you can
apply!

This is a snippet from that file:

<?php

| **

* TYPOG3 default configuration

TYPO3_CONF_VARS is a global array with configuration for the TYPG3 |ibraries
THESE VARI ABLES MAY BE OVERRI DDEN FROM W THI N | ocal conf. php

EE

"IM is short for 'lmageMagick', which is an external image mani pul ati on package avail able from
www. | magemagi ck. org. Version is ABSOLUTELY preferred to be 4.2.9, but nmay be 5+. See the install notes
for TYPQGB!!
* "G is short for 'GDLi b/FreeType', which are libraries that should be conpiled into PHP4. GDLib <=1.3
supports A F, while the latest version 1.8.x and 2.x supports only PNG GCDLib is available from
www. bout el I . com gd/. Freetype has a link fromthere.
*
* @ut hor Kasper Skarhgj <kasper @ypo3.conp
Revised for TYPO8 3.6 2/2003 by Kasper Skarhgj
*
/

if (!defined ('PATH typo3conf')) die (' The configuration path was not properly defined!"');
$TYPO3_CONF_VARS = Array(
'GFX' => array( /] Configuration of the image processing features in TYPG3. 'IM and 'CD are

short for ImageMagick and GD library respectively.

'inage_processing' => 1, /'l Bool ean. Enabl es inmage processing features. Disabling
this means NO i mage processing with either GD or I M

"thunmbnails' => 1, /'l Bool ean. Enables the use of thunbnails in the
backend interface. Thunbnails are generated by IMpartly GDin the file typo3/thunbs. php

"thunbnail s_png' => 0, // Bits. BitO: If set, thunbnails fromnon-jpegs will
be 'png', otherwise "gif' (0=gif/1l=png). Bitl: Even JPGs will be converted to png or gif (2=gif/3=png)

'gif_conmpress' => 1, /| Bool ean. Enabl es the use of the

t3lib_div::gif_conpress() workaround function for conpressing giffiles made with GD or I M which
probably use only RLE or no conpression at all.
...[and it goes on!]...

Install Tool

In relation to configuration the Install Tool does some configuration automatically from the Basic Configuration menu item.
But specifically the menu item "All Configuration" will list all options found in $TYPO3_CONF_VARS and also read out the
comments from the config_default.php file! So this is basically the visual editor of the $TYPO3_CONF_VARS variable!
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: Basic Configuration

: Database Analyser

i Immage Processing

+ All Configuratian

: typo3temp)

: phpinfol]

: Edit files in typo3conf!
: About

00 [ = [ O [ o

[GFX]:
3)4TYPO3_CONF_VARS["GFX"]

Configuration of the image processing features in TYPO3, 'IM' and 'GD' are
short for ImageMagick and S0 library respactivel

[image_processin

Boolean, Enables image™ppocessing features, Disabling this me

proce with either G0 o

[GFRx]fimage_processin

[thumbnails]

Baolean, Enables the uze of thumbnailz in
are generated by IM/partly GD in the file typoS/thurm

typoicont

[GFx]thumbnails] = 1 sTYPO3_CON -
'GFE' =r o=
! image_pr ssing' 1,
'thumbnails' => 1,

[thumbnails_png] ‘thumbnails png' =» 0,

die ['The configuration path was not

Bits, Bit0: If set, thumbnails from non-jpegs will be AT TIErAIEE
'gif' (0=gif/1=pnag). Bitl: Even JPG's will be converted to png or gif
(2=gif{2=png)

JGFRIfthumbnails_prgl = 0
0

Browsing $TYPO3_CONF_VARS values

In the module Tools>Configuration (extension key: lowlevel), you can also browse the $TYPO3_CONF_VARS array and its
values:
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Configuration
Manu: | $TvPO3_COMF_VARS [%| crop lines: [

$TYPO3I_CONF_WARS

E-[5F%]

..... [image_processing]=1

----- [thurnbrails]=1

----- [thurmnbrails_prng]=m0

..... [gif_cormpress]=1

..... [irmagefile_ext]=gif,jpg,jpeq,if,bmp,pcx,tga,png,pdf,ai
..... [gdlib]=1

..... [gdlib_prg]l=0

..... [gdlib_z]=0

----- [im_path]=/usr/ X 11R6 /bin /

----- [irm_path_lzw]=/usr/bin /

..... [irm_wersian_S]=0

----- [irn_negate_rnask]=0

----- [irn_irmvMasksState]=0

----- [irm_rnao_effectz]=0

..... [irm_vSeffects]=0

..... [irn_rmask_termp_esxt_gif]=0

..... [irn_rmask_termp_ext_noloss]=miff
..... [irm_naScaleUp]=0

..... [irn_cormbine_filename]=combine
----- [im_noFramePrepended]=0

----- [enable_typo3termnp_db_tracking]=m
..... [TTFLocaleConuw]=

..... [TTFdpi]l=72

m-[575]
E-[EXT]
m-[BE]
E-[FE]
[
E

g-[MoDs]
H-[USER]

Enter search phrasze:

Use eregl), not striste(]: D

Notice: This module is merely a browser letting you comfortably investigate the values configured - you can not change the
values (although it might seem an obvious thing to add). There are currently no plans about adding that capability.

"User TSconfig" and "Page TSconfig" are very flexible concepts for adding fine-grained configuration of the backend of
TYPO3. It is text-based configuration system where you assign values to keyword-strings entered in a database table field.
The syntax used is TypoScript. There is a document, "TSconfig", describing in detail how it works and which options it
includes.

User TSconfig can be set for each backend user and group. Configuration set for backend groups is inherited by the user who
is a member of those groups. The available options typically cover user settings like those found in the User>Setup module
(in fact options from that module can be forcibly overridden from User TSconfig!), configuration of the "Admin Panel"
(frontend), various backend tweaks (lock user to IP, show shortcut frame, may user clear all cache?, width of the navigation
frame etc.) and backend module configuration (overriding any configuration set for backend modules in Page TSconfig).

You can find more details about User TSconfig in the "TSconfig" document.

Page TSconfig can be set for each page in the page tree. Tree branches inherit configuration for pages closer to the tree root.
The available options typically cover backend module configuration which means that modules related to page ids (those in
the "Web" main module) can be configured for different behaviours in different branches of the tree. It also includes
configuration of TCEforms and TCEmain including Rich Text Editor behaviours. Again, the point is that the configuration is
active for certain branches of the page tree which is very practical in projects running many sites in the same page tree.

You can find more details about Page TSconfig in the "TSconfig" document.
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Access Control

TYPO3 features an access control system based on users and groups.

Each user of the backend must be represented with a single record in the table "be_users". This record contains the
username and password, other meta data and some permissions settings.

a Backend user [2] - guest
Usermame:

guest

Password:

EEE
Gruup:
Selected: Iterms=:
guest_group % guest_group

[ o

Lock to domain:

Admin(!]:
Narne:
Guest User
Email:
guest@ernail. com

Default Language:
Englizh w

The above screenshot shows a part of the editing form for the backend user with uid=2 and username='guest'. The user is a
member of the group 'guest_group' and has English as the default language.

Each user can also be a member of one or more groups (from the be_groups table) and each group can include sub-groups.
Groups contain the main permission settings you can set for a user. Many users can be a member of the same group and thus
share permissions.

When a user is a member of many groups (including sub-groups) then the permission settings are added together so that the
more groups a user is a member of, then more access is granted to him.

% Backend usergroup [1] - guest_group
Disable:
Grouptitle:
guest_group
Lock to domain:

[]

Include Access Lists:

O

This screenshot shows the field for the group title - there are many more fields for access settings! See the following pages.
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A user can have a single flag set called "Admin". If this is set the user doesn't need any further access settings since this will
grant TOTAL access to the system in the backend! There can be no real limitations to what an "admin" user can do! Like the
"root"-user on a UNIX system.

All systems must have at least one "admin" user and most systems should have only one "admin" user. It should probably be
the developer with the total understanding of the system. Not even "super users" should be allowed "admin" access since
that will most likely grant them access to more than they need.

Admin-users are easily recognized since they have a red icon.

a Backend user [1] - admin

|4} username:
adriin

[2l) password:
ek ko sk ok ok

Group:
Selected: I

Admin(1):

It has often been requested to have more access levels between "admin" users and normal users in a system. This is
particularly true when TYPO3 works as a CMS and some users should have access to TypoScript templates in the Web >
Template module.

The reason why this is not possible to allow for normal users is that it fails the "PHP-execution criteria". By allowing users to
alter TypoScript values in frontend templates you also offer them a way to execute custom PHP code on the server - which in
turn means they can create a full "admin" account for themselves easily.

The "PHP-execution criteria" is typically the reason why a certain level of access is not possible to grant non-admin users -
simply because they may be able to escalate their rights if they could.

Since both backend users and backend groups are represented by records in the database they are edited just as any other
record in the system. However backend users and groups are configured to exist only in the root of the page tree where only
"admin" users have access:

TYPO3

% Web IE"J@CDFE Install '@Cnre Install G ] 2
List i|=] A page title
Ul Inta Page (1) -
Bl Access ﬂ Reload the tree from server Pagetitle: 3y
E¥ Functions D A page title
. File Backend user (2]
A= Usernarea:! E|
E poc & guest
M User & adrmin
E Setup
ﬁ Tools Backen_d usergroup (1) .
¥hExt Manager Grouptitle: E
E Install ﬁ guest_group
£ R ¥ T O P

This screenshot shows two backend users, "guest" (regular user - blue) and "admin" (admin user - red), located in the root of
the page tree together with the group "guest_group". To edit the users and groups just click the icon and select "Edit" as you
would edit any other record. Even creation of new users and groups is done with similar basic tools of the TYPO3 core.

Records located in the page tree root are identified by having their "pid" fields set to zero. The "pid" field normally contains
the relation to the page where a record belongs. Since no pages can have the id of zero, this is the id of the root. Notice that
only "admin" users can edit records in the page root! If you want non-admin users (eg. a super user) to create new users,
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please install the "sys_action" extension which supplies an "action" for doing just that.

Roles

Another approach to setting up users is very popular - roles. This concept is basically about identifying certain roles that users
can take and then allow for a very easy application of these roles to users.

TYPO3s access control is far more flexible and allows for so detailed configuration that it lies very far from the simple and
straight forward concept of roles. This is necessary as the foundation if a system like TYPO3 should fit many possible usages.

However "roles" are possible to create! You simply have to see user-groups as representing roles! So what you do is to:
1. Identify the roles you need; Developer, Administrator, Editor, Super User, User, ... etc.
2. Configure a group for each role. This group so configure the access permissions for each role.

3. Consider having a general group which all other groups includes - this would basically configure a shared set of
permissions for all users.

So "roles" are simply user groups defined to work as roles. However we might still spend some efforts to make some public
recommendations for roles as a guideline for people (since the configuration of these roles will otherwise be a lot of work)
and further the native access control options in the TYPO3 core might need some extending in order to accommodate all
needed role configurations.

LDAP

Authentication in TYPO3 is done via the services API and there exist services which allow alternative authentication methods
like LDAP. Please search the extension repository for solutions.

Access Control options

A fully initialized backend user has the permissions granted to him by his own user record and all the user groups he is a
member of. These permissions go into the following conceptual categories:

1. Access lists
These grant access to backend modules, database tables and fields.

2. Mounts
Parts of the page tree and server file system.

3. Page permissions
Access to work on individual pages based on the user id and group ids.

4. User TSconfig
A flexible and hierarchical configuration structure defined by TypoScript syntax. This typically describes "soft" permission
settings and options for the user which can be used to customize the backend and individual modules.

Before discussing each category, please notice that the online help is quite extensive and useful as well. Click one of the Help
Icons in relation to either users or groups and you can get a full description of the table:
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New record
@ Core Install

D Page (inside)
L3 Click here for wizary'

Q Backend use
i m Backend usergroup

E Filernount
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€

L E’Go

Links
Backend user:

This is the table of backend
administration users,

ISee full ::lescriptic-n of table I

N,

Q@ TYPO3 Online Help - Microsoft Internet Explorer

Edit  Wiew Faworites Tools  Help

Iﬂ IELI .'\ / ) Search ‘E"._-:._;"Favurites @Media .51

BE Create a new page

:I Go back

Backend user:

This iz the table of backend administration users,

Backend user: Username

Enter the login name of the backend user

DETAILS:

A username is required and must be in lowercase without spaces in it. Furthermore the u:
must be unique, If it is not unique a3 number will be prepended automatically.

SEE ALSD:

Backend user / Password

Backend user: Password

Frter tha nazswnrd for the harkand n=earnamme ahnve (Matice the valie van eanter wol! he v

Access lists are defined in the user groups and includes

1.

Positivelist of main/submodule.

Which modules appear here depends on the access configuration of the individual modules!

Access to modules is permitted if 1) the module has no restrictions (the $MCONF array for the module specifies this) or 2)
if the user has the module included by the positivelist or 3) is an "admin" user (of course).

Users must have access to the main module in order to see the sub-modules inside listed in the menu. So to have
"Web>List" in the module menu the user must have access to "Web". Please notice that the core module "Tools" is
defined to be for "admin" users only and thus sub-modules to "Tools" will only appear in the menu for "admin" users.
Notice: As the only one of the access lists, the module list is also available in the be_users records!

Positivelist of tables that are shown in listings (eg. in Web>List).
Notice: This list has the list of tables for editing (see below) appended. So tables listed for modification need not be
included in this list as well!

Positivelist of tables that may be edited.
The list includes all tables from the $TCA array.

Positivelist of pageTypes (pages.doktype) that can be selected.
Choice of pageTypes (doktype) for a page is associated with:
1. An special icon for the page.
2. Permitted tables on the page (see $PAGES_TYPES global variable).
3. If the pageType is
1. Web-page type (doktype<200, can be seen in 'cms' frontend)
2. SysFolder type (doktype >=200, can not be seen in 'cms' frontend)

Positivelist of "excludefields" that are not excluded.
"Excludefields" are fields in tables that have the "'exclude' => 1" flag set in $TCA. If such a field is not found in the list of
"Allowed Excludefields" then the user cannot edit it! So "Allowed Excludefields" adds explicit permission to edit that field.

Explicitly allow/deny field values

This list of checkboxes can be used to allow or deny access to specific values of selector boxes in TYPO3 tables. Some
selectorboxes is configured to have their values access controlled. In each case the mode can be that access is explicitly
allowed or explicitly denied. This list shows all values that are under such access control.

Limit to languages
By default users can edit records regardless of what language they are assigned to. But using this list you can limit the
user group members to edit only records localized to a certain language.
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There is also a similar list of languages for each user record as well.
Technical note; To enable localization access control for a table you need to define the field containing the languages. This
is done with the TCA/"ctrl” directive “languageField". See “"TYPO3 Core API"” for more details.

8. Custom module options
This item can contain custom permission options added by extensions.

This screendump shows how the addition of elements to the access lists can be done for a user group. Notice that the

"Include Access Lists" flag is set - if this is not set, the access lists of a user group is ignored!

The lists of possible values for access lists are automatically updated when new tables, fields, modules and doktypes are

Include Access Lists:

Mudules:
Selected: Iterns:
web % web s
web_list web_list
L n web_info
web_perm
web_func il
Tahles (listing):
Selected: Iterns:
% Page
v a
Tahles (modify]:
Selected: Iterns:
Page % Page
8 3 |
Page types:
Selected: Items:
Standard 2| ([standard
SysFolder 4 SyzFolder
L . Recycler
Alluwed excludefields:
Selected: Items:
Page: Type 3 Page: Type
E Page: TSconfig
Page: Stop page tree
Page: Is root of website
[ 3 Page: General Record Storage pacg

added by extensions!

When a user is a member of more than one group, the access lists for the groups are "added" together.

TYPO3 natively supports two kinds of hierarchical tree structures: The page tree (Web module) and the folder tree (File
module). Each tree is generated based on the mount points configured for the user. So a page tree is drawn from the "DB

Mount" which is one or more page ids telling the core from which "root-page" to draw the tree(s). Likewise is the folder tree

drawn based on filemounts configured for the user.

DB mounts (page mounts) are easily set by simply pointing out the page that should be mounted for the user:
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DB Mounts:
Root page A D Root page A

@ TYPO3 Elxment Browser - Microsoft Internet Explorer

Select Records:
o] D 4+ Root page A

- E Page (3]
= Pagetitla:
D Subpage 1 [ D 4 Pagedl
D Subpage 2 [ D 4 Page 2
..... P 2
D =g9e o D 4+ Page 3
- D Page 3 ]
E‘D Root page B o]
_____ D Page 1b = Search String: This page
..... [Z] Fage 2b o} Show records:

_'H Reload the tree from server

Notice: A DB mount will appear only if the page permissions allows the user read access to the mounted page (and
subpages) - otherwise no tree will appear!

File mounts are a little more difficult to set up. First you have to create a "Filemount" record in the root:

New record
@ Core Install

..... ™ Backend user(F)
..... ™ Backend usergroup

| E Filermount

Then you have to assign that mount to the user or group:



\ J
TY P03 Inside TYPO3 - doc_core_inside Access Control

FilE Mounts:
My Relative Path

2l
al*
@ TYPO3 Element B‘r\mqser - Microsoft Internet Explorer

Page tree: Select Records:
] +

= Root page A

El E D Pl 4 Filemount (2]
Pr B ub 4 LeBEL:

A ubpage y

P D Pag La .= My Abs Path

e Subpage 2 [ o~ -
D gge 5 - I =2 4+ "My Relative Path I

I Y

g Filermount

If the filemount was successfully mounted, it will appear like this:

_"".J Reload the tree from server

Notice: A filemount will work only if the mounted path is accessible for PHP on the system. Further the path being mounted
must be found within TYPO3_CONF_VARS[BE][lockRootPath] (for absolute paths) or within
PATH_site+TYPO3_CONF_VARS[BE][fileadminDir] (for relative paths) - otherwise the path will not be mounted.

General notes on mountpoints

DB and File mounts can be set for both the user and group records. Having more than one DB or File mount will just result in
more than one mountpoint appearing in the trees. However the backend users records have two flags which determines
whether the DB/File mounts of the usergroups of the user will be mounted as well! Make sure to set these flags if
mountpoints from the member groups should be mounted in addition to the "private" mountpoints set for the user:

Muunt from groups:
OB Mounts
File Mounts

"Admin" users will not need a mountpoint being set - they have by default the page tree root mounted which grants access to
all branches of the tree. Further the "fileadmin/" dir will be mounted by default for admin users (provided that
TYPO3_CONF_VARS[BE][fileadminDir] is set to "fileadmin/" which it is by default).

Page permissions is designed to work like file permissions on UNIX systems: Each page record has an owner user and group
and then permission settings for the owner, the group and "everybody". This is summarized here:

« Every page has an owner, group and everybody-permission
« The owner and group of a page can be empty. Nothing matches with an empty user/group (except "admin" users).
» Every page has permissions for owner, group and everybody in these five categories:

1 Show: See/Copy page and the pagecontent.

16 Edit pagecontent: Change/Add/Delete/Move pagecontent.
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New pages: Create new pages under the page.

Edit page: Change/Move the page, eg. change title, startdate, hidden.
Delete page: Delete the page and pagecontent.

(Definition: "Pagecontent” means all records (except from the "pages"-table) related to that page.)

Page permissions are set and viewed by the module "Access":

4% veb
List
Info
Bl Access
Functions
= File
Filelizt
D Doc
ﬂ Usepr
E Setup
2 Tools
l}Ext Manager
B Irstall
& phpMyddrin
B OB check
B Configuration
Help
D About

Admin functions

¥ Clear cache
files in
typoZconf!

B clear &l Cache

@Core Install

. Root page A

- D Root page A
=] D Page 1
i .D Subpage 1
D Subpage 2

_'H Reload the tree from server

D E Page 1
Depth: | 3 levels | ¥

D Page 1 )
D Subpage 1 9
; D Bla bla bla %

D Subpage 2 )

ek ook

Permissions

Path: fReoot page AfPage 1f

Owner
HmkEE g dmin

EE 2T 20

EE

adminé
admin ##dg ¥ guest_group

adrnin

i Group
#dg® quest group

#ddg¥ guest group

#ddgd quast group

Perrmizsions

Ewverybody
| exxx

| XX

MM

BN

LEGEND:

Show page: Show/Copy page and content,

Hopr Fourwr

the table 'pages' (Pagesz).

*: pccess Granted
x! Access Denied

Editing permissions for a page is done by clicking the edit icon:

D B3, Page 1

Path: /Root page AfPage 1/

OWHMNER:

admin | ¥

GROUP:

guest_group | W

PERMISSIOMS:
Show Edit
page content

Owner
Group
Everybody [F] [F]

Permissions:

EDIT

Parrnissions |

Edit Delete Neys

page page pages
[v] [v] v
[v] O [v]
O O ]

Set recursively 2 levels [3 pages affected) |#

1
2 Edit content: Change/Add/Delete/Move content
3 Editpage: Change/Move page, eg. change pagetitle etc.
4| Delete page: Delete page and content.
— 5 Mew pages: Create new pages under thizs page.

Definition: 'content' is records from all tables on a page - except from records from

Here you can set owner user/group and the permission matrix for the five categories / owner, group, everybody. Notice that

permissions can be set recursively if you select that option in the selector box just above the "Save"/"Abort" buttons.

A user must be "admin" or the owner of a page in order to edit its permissions.

New pages and records.
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When a user creates new pages in TYPO3 they will by default get the creating user as owner. The owner group will be set to
the first listed user group configured for the users record (if any) (available in $BE_USER->firstMainGroup). These defaults
can be changed through Page TSconfig.

If you wish to change the default values user/group/everybody it can be done by TYPO3_CONF_VARS[BE]
[defaultPermissions] (please read comments in the source code of config_defaults.php).

User TSconfig is a hierarchical configuration structure entered in plain text TypoScript. It can be used by all kinds of
applications inside of TYPO3 to retrieve customized settings for users which relates to a certain module or part. The options
available is described in the document TSconfig.

A good example is to look at the script 'alt_main.php' in which the shortcut frame is displayed in the frameset only if the User
TSconfig option "options.shortcutFrame" is true:

if ($BE_USER->getTSConfigVal ('options.shortcutFrame')) {..o..

Likewise other scripts and modules in TYPO3 is able to acquire a value from the User TSconfig field.

So if we wanted to enable the shortcut frame for a user we would set the TSconfig field of the user record (or any member
group!) like this:

TScunﬁg:

options. shortcutFrame = 1

... or alternatively this (which is totally the same, just another way of entering values in TypoScript syntax):

TScunﬁg:

options 4
shortcutFrarme = 1

E

Precedence order of TSconfig:

The TSconfig of the users own record (be_users) will be included /ast so any option in the "be_users" TSconfig field can
override options from the groups or the default TSconfig which was previously set.

Further notice that the TYPO3_CONF_VARS[BE][defaultUserTSconfig] value can be configured with default TSconfig for all
be_users.

"Admin" users further has a minor set of default TSconfig as well:

admPanel.enable.all = 1
setup.default.deleteCmdInClipboard = 1
options.shortcutFrame=1

Other options

Finally there are a few other options for users and groups which are not yet mentioned and requires a short note. Still
remember that the Context Sensitive Help available through the tiny help icons will also provide information for each option!
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Usemame:
admin
Passwurd:

sk ok ok o o ok ok
Gr\oup:

kasper@typos. com
Default Language:

Ernglizh W

L—’JMuunt from groups:

] ob Moo EI o+

= Filernaount

Fileoperation permissions:

Files: Uplaad,Copy,Move,Delete,Rename,Mew,Edit

Files: Unzip

Directory: Move,Delete,Rename, Maw

I:‘Directory: Copy

DDirectorl,l: Delete recursively (rmn -RF)
TScnnﬁg:

General options:
Disable:  Start: Stop:

02 0O ® O

Default language

The backend system language selected for the user by default. As soon as the user has been logged in once this value will
no longer have any effect since the value of this field is transferred to the internal User Configuration array ->uc of the
user object and the user will himself be able to change this value from the extension "Setup" (User > Setup) if available to
him.

Only if the contents of the "uc" field in the user record is cleared (for example by the Install Tool), then this value will be
re-inserted as the default language.

Fileoperation permissions
These permissions take effect in the file part of TCE (TYPO3 Core Engine) where management of files and folders within
the filemounts of a user is controlled.

General options
You can at any time disable a user or apply a time interval where the user is allowed to be authenticated. Sessions will be
ended immediately if the disabled flag is set or the start or stop times are exceeded.

Lock to domain

(Not shown in screenshot) Setting this to for example "www.my-domain.com" will require a user to be logged in from that
domain. Very useful in databases with multiple sites/domains since this will prevent users from logging in from the
domains of other sites in the database. If a user logs in from another domain than the one associated with his page tree it
doesn't give him access to that site though - but it surely feels like a security hole although it is not. But setting this value
you can force the user to be authenticated only from a certain URL.
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ﬁ Backend usergroup [1] - guest_group
Disable:

@ Grouptitle:

gquest_group

Z)Lock to domain:

[l

. Include Access Lists:

DB Mounts:

2] Hide in lists:

L) 5ub Groups:
Selected: Items:
% guest_group
2] Description:

+ Disable
Setting this flag will immediately disable the group for all members

* Lock to domain
Setting this to for example "www.my-domain.com" will require a user to be logged in from that domain if membership of
this group should be gained. Otherwise the group will be ignored for the user.

* Include Access Lists
If this options is set, the access lists - as discussed earlier - are enabled.

* Hidein lists
This flag will prevent the group from appearing in listings in TYPO3. This includes modules like Web>Access and the Task
Center (listing groups for messages, todos etc.)

* Sub Groups
Assigns sub-groups to this group. Sub-groups are evaluated before the group including them. If a user has membership of
a group which includes one or more sub-groups then the subgroups will also appear as member groups for the user.

+ Description
Any note you want to attach which can help you remember what this group was made for: Special role? Special purpose?
Just put in a description.

More about File Mounts

File mounts require a little more description of the concepts provided by TYPO3.

First lets discuss the relative and absolute filemounts again. In the follow example we use two filemount records which are
created in the root:
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%Cme Install Qﬁﬂﬂ
Page [2)
Pagetitle: ]

..... D Root page A
..... D Root page B

Backend user [ 2]

Username: 3@
..... & guest
..... a adrnin

Backend usergroup (1]

Grouptitle: k|

..... % guest_group

Filemount (2]
L&BEL: k|

= My Abs Path
=3 My Relative Path

These have been applied to a user or a member group for a user.
Relative filemounts are paths which are mounted relative to the directory given by $TYPO3_CONF_VARS['BE'][fileadminDir'].
This value is by default set to "fileadmin/" which is also a directory found on most TYPO3 installations.

i Tduunis-

My Relative Path My Relative Pat
2 % |

E Filermaount

#] Typo3 Edit Document - Microsoft Internet Explorer'/

EI EI il m My Relative Path (¥ | [menu] d

Path: /
E Filenmount [2] - My Relative Path
E‘Disable:

]
ZJLABEL:

My Relative Path
Z)paTH:

webfalder!

(ZTEASE
O absolute (root) /
| lG}relatiue LSfileadrming

In this example the folder "fileadmin/webfolder/" is mounted for a user. "fileadmin/webfolder/" is always relative to the
constant PATH_site.

If you want to make this filemount work it requires - of course - that the path "fileadmin/webfolder/" is in fact present below
the PATH_site. That is not yet the case if you did the core installation from the introduction chapter of this document. So the
following steps will prepare the directory for use from scratch (on a UNIX box):

[root@T3dev coreinstalll]l# mkdir fileadmin/
[root@T3dev coreinstall]# mkdir fileadmin/webfolder/
[root@T3dev coreinstall]l# chown httpd.httpd fileadmin/ -R

("mkdir" means "Make Directory", "chown" means "Change Owner". They are UNIX commands)

Notice how ownership of the created folders is changed to "httpd" which is the UNIX-user that Apache on this particular
server executes PHP-scripts as.

If $TYPO3_CONF_VARS['BE']['fileadminDir'] is false, no relative filemounts are allowed.
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Remember that "admin" users will have the $TYPO3_CONF_VARS['BE']['fileadminDir'] path mounted by default - all other
users requires a "Filemount" record to be created and added to their user record/member groups.

Since relative filemounts are located within the document root of the website, the URL of the mounted "fileadmin/webfolder/"

would be for example "http://www.my-typo3-site.org/fileadmin/webfolder/" provided that "http://www.my-typo3-site.org/" is
the domain of the frontend.

The alternative to relative filemounts - which enables people to upload files into the webspace of the site! - is absolute
filemounts. These can be mounted "internally" on the server and thus manage files which are not available from a URL. The

requirement for this is that $TYPO3_CONF_VARS['BE']['lockRootPath'] is set to match the first part of any absolute path being
mounted.

File Mounts:

[[r4 Abs Path My Abs Pat
:
IE

=2 Filernount

@ Typeo3 Edit Document - Microsoft Internet Explorer

Elﬂlilm My Abs Path # | [rmenu] hall

Path: /
= Filemount [1] - My Abs Path
Disable:
Ol
Z)LABEL:
My Abs Path
2| PATH:

frmy_zsbzolute_pathyanother_dir’
[2)eASE

| @ abszolute (root]
() relative .. /fileadrning

In this case "/my_absolute_path/another_dir/" is mounted.

Before this will work we will have to configure 'lockRootPath’. In typo3conf/localconf.php, enter:
STYPO3 CONF_VARS['BE']['lockRootPath']='/my absolute path/';

Also create the directories:

mkdir /my absolute path
mkdir /my absolute path/another dir/
chown httpd.httpd /my absolute path/ -R

Safe mode restrictions

Notice that safe_mode and other security restrictions might prevent PHP from working on files outside the document root and
thus prevent absolute filemounts from working! See the "Installing and Upgrading TYPO3" document for more details on how
to run TYPO3 on safe_mode / open_basedir environments.

TYPO3 also features the concept of "home directories". These are paths that are automatically mounted if they are present at
a path configured in TYPO3_CONF_VARS. Thus they don't need to have a file mount record representing them - they just
need a properly named directory to be present. Home directories are nice if you have many users which need individual
storage space for their uploaded files or if you want to supply FTP-access to TYPO3 - then the safer option is to allow users
FTP-access to a non-web area on the server. Then users can access those files from TYPO3.

The parent directory of user/group home directories is defined by $TYPO3_CONF_VARS['BE']['userHomePath'] and
$TYPO3_CONF_VARS['BE']['groupHomePath'] respectively. In both cases the paths must be within the path prefix defined by
$TYPO3_CONF_VARS['BE']['lockRootPath']! Otherwise they will not be mounted (as with any other absolute path).

Lets configure:

STYPO3 CONF_VARS['BE']['lockRootPath'] ='/my absolute path/';
STYPO3 CONF_VARS['BE']['userHomePath'] ='/my absolute path/users/';
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STYPO3 CONF_VARS['BE'] ['groupHomePath']='/my absolute path/groups/';

Lets create:

mkdir /my absolute path/users/

mkdir /my absolute path/users/2/

mkdir /my absolute path/users/l admin/
mkdir /my absolute path/groups

mkdir /my absolute path/groups/1

chown httpd.httpd /my absolute path/ -R

These lines create

* The parent directory for user home dirs, /my_absolute_path/users

» The parent directory for group home dirs, /my_absolute_path/groups

* A home directory for the "be_group" with uid=1; /my_absolute_path/groups/1

* A home directory for the "be_user" with uid=1/username="admin"; /my_absolute_path/users/1_admin/
« A home directory for the "be_user" with uid=2/username=?; /my_absolute_path/users/2/

Notice how one user home dir is named "1_admin" where "1" is the user uid and "admin" is the username. When user dirs
are mounted TYPO3 first looks for a directory nhamed "[uid]_[username]", then - if not found - for a directory named "[uid]".
So the username is optional and can be a help if you want to identify a users directory without having to look up his uid.
However changing the username will break the link to the directory of course.

After having created these directories and configured TYPO3_CONF_VARS to set them up, the folder tree looks like this for
the admin-user of the core_install:

E-2fileadmin/ [}
E% webfalder

E..@guest_group H
i | test
..EMQ Relative Path n

ﬂ Reload the tree fram server

Here are some comment to the screenshot:
1. "fileadmin/" is the $TYPO3_CONF_VARS['BE']['fileadminDir'] directory mounted by default for "admin" users!

2. This is the users private home directory in "/my_absolute_path/users/1_admin/". Only the user "admin" has access to this
directory.

3. This is the "public" home directory that belongs to the group "guest_group" (uid=1). This is mounted because the
"admin" user has been assigned membership of the "guest_group"! Other users with membership of this group will have
access to this folder as well.

4. This is the "Filemount" placeholder record defining "fileadmin/webfolder/" as a filemount and is mounted because this
filemount has been specifically added to the users record. (See the section above about relative filemounts)

(The two yellow folders named "test" are some that have been created as a test from the backend.)

If we log in as the user "guest" (uid=2) we should also see some mounted directories:
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E..gguest ﬁ
E..a guest_group E

E-=2 My Abs Path E

Lo TJtest folder

'J".J Reload the tree from server

1. This is the user "guest"s private home directory in "/my_absolute_path/users/2/". Only the user "guest" has access to this
directory.

2. This is the "public" home directory that belongs to the group "guest_group" (uid=1). This is mounted because the "guest"
user has been assigned membership of the "guest_group"! Since the user named "admin" has access to this directory as
well, they can share files here!

3. The user "guest" has the Filemount "My Abs Path" assigned to him which leads to that path being mounted of course (see
section on absolute filemounts above).

4. The user "guest" has the Filemount "My Relative Path" assigned to him which mean it is mounted also!

TYPO3 detects if mounted paths are reaching into the domain of the PATH_site constant. If that is the case the folder is
recognized as being in the "Web-space" (yellow folder icon). If a folder is not within PATH_site it is assumed to be a folder
internally on the server and thus in "FTP-space" (blue folder icon).

=-52 My Abs Path
) | test_folder

E--EM? Relative Path

The significance of this is what kinds of files are allowed the in the one and in the other "space". This is determined by the
variable $TYPO3_CONF_VARS['BE']['fileExtensions']:

'webspace' => array('allow'=>"'"', 'deny'=>'php3,php'),
'ftpspace' => array('allow'=>'"'*"', 'deny'=>"'")

This configuration is the default rule on file extensions allowed within each space. Basically it says that in FTP-space all files
are allowed, but in Web-space "php3" and "php" is disallowed!

Having restrictions like this also means that unzipping of files and moving whole directories from FTP- to Web-space is not
possible within the backend of TYPO3. This can be expressed as these rules:

» In web-space you cannot unzip files
* You cannot copy or move folders from ftp- to web-space.
(see the classes basicfilefunctions, extfilefunctions and tce_file.php plus the document "TYPO3 Core API")

Notice: In addition to the rules set up in $TYPO3_CONF_VARS['BE']['fileExtensions'] there is a global regex pattern which will
also disqualify ANY file matching from being operated upon. That is set in $TYPO3_CONF_VARS['BE']['fileDenyPattern'].

For details about the configuration of these options please read the source comments in "t3lib/config_default.php".

Currently not know if it works and what limitations it might have. Probably they have to be on the same harddisk as the main
site.

Setting up a new user

This is a very quick tutorial on setting up a Backend User. It only outlines the steps you will typically have to take and it
doesn't pretend to explain a lot of alternatives etc. To properly configure user schemes you must have a detailed
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understanding of how access control is done in TYPO3. That is what you should have gained from reading the previous pages
about access control. But if you need general guidelines, typical setup suggestions etc, you will have to find a tutorial on the
subject.

'@Core Install G@EQ}J
Page (2]
Pagetitle: )

..... D FRoot page A
..... D Root page B

Backend user [2)
Usernarnea:

a Backend user [2] - newusear

Username:
newuser

Password:

B B

Gmup:
Selected: Iterns:

% guest_group

(i o <

Lock to domain:
Admin(!]:
Narne:
Uzer Mame
Email:
user@erail.com

Default Language:
Gerrman w

Logging in now, this is what the user will see:
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TYPO3

Hilfe
D0ber

TvRO3

[newuser]

Click the "Create new" icon:

Inside TYPO3 - doc_core_inside

Access Control

TYPO3 3.6.0-dev
Web Content Management System

TYP03 TvPO3 CMS ver, 3.6.0-dev. Copyright @ 1998-2003 Kasper Skirhei.
copyright of their respedive owners, Go to http/ftypo2 comy for deta
ABSCLUTELY MO waARRANTY: click for details, This is free software, and you are wel
under certain conditions; click for details, @bstructing the appearance of thiz notice

Dies ist eine kurze Beschreibung der vorhandenen Maodule:

Hilfe

{Diber T*PCOZ Informationen iber TYPO3
Zeigt Ihnen die grundlegendan Informationen zu TYPO 32, Versionsi
Lizenzbedingungen an,

(Eiganschaftan kinnen abhingiq vor Threr Webseite und Thren Zuqriffzrackten variaren.)

Sie sind angemeldet als: newuser (User Mame, user@ermail.com)

l@'C-:-re Install
E Page (2] /
Elao=tit]= Ly

(E

Pl

@ Core Install

..... ™ Backend user

New record

:I Go back

ﬁ Backend usergrau
.= Filernount )

;E Creabe a new page

... enable the access lists, and add the relevant entries:
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& Backend usergroup [2] - Mew Group

Disable:
o

Gruuptiﬂe:
Mew Group

Lock to domain:

o

Include Access Lists:

E’ Modules:
Salacted: Items:

Tahles (Jisting):
Selected: Iterns:

wab 2| [web
web_list web_list

file web_info
file_list web_perrn
doc web_func

% Page

Tahles (modify]):

Allovred excludefields:
Selected: Iterms=:

Selected: Iterns:
Page % Page
Page types:
Selected: Iterns:
Standard 2| |[standard
SysFolder
Recycler

Page: Type F Page:

Page:
Page:
Page:
Page:

Type

TSeonfig

Stop page tree

Is root of website

General Record Storage pac

Edit the user record again and set the membership of the group:

Backend user (3]
Usernare!

(]
=
z
E} %< 5 EDEH 2

Group:
Selectad: Iterns:

rgroup (2]

Mew SGroup %guest gqroup
]
L T

Logging in now, this is what the user will see:

L Y
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_'?,J Die Ansicht erneuarn (Relaad)

[rewuser]

4: Set up DB mount point

Either do this for the group you created or for the user record itself. If you chose to set up the DB mount for the group you
will be able to share the DB mount for all members of that group that has the "Mount from groups:" / "DB Mounts" flag set.

DB Mounts:
Root page A

-

[£] Page \
€] TYPO3 Elemelt Browser - Microsoft Inte

Page tree: Select Recc
=" QCnre Install H B+

E| Eg ] Root page o | ®
@ Page 1 o] Page

Pag:e
M2 Subpage 1 0l H— g_

Then make sure to set the permissions recursively for that page so either the user owns the page and subsequent pages or
that the user is member of the group owning the pages (or of course allowing "everybody" access).

Cars Install T vermissens
------------- [) G, Rootpage A [carmissions [
T = Path: fRoot page Af
E@ Subpage 1
i i~ Blablabla By '
% Subpage 2 -
@ Page 2 : :
|§E_ @ Page 3 @ Root page A #dddE g dmjn | FEbet guast_group Exxxxx
™ user | I% Root page B % Page 1 . ekt g dmi #x¥ guest_group gxxxxx
4 setup . @ Page 1b @ Subpage 1 % A g mj #dx* guest_group Exxxxx
P Tools | @ Page Zb I% Bla bla bla % R b1 [T} e quest group Exxxxx
FhEuxt Manager - @ Root page A : @ Subpage 2 % FdEEE 3dmi e guest_group gxxxxx
E| % Page 1 % Page 2 % dkkdE o #*x¥ guest_group Exxxxx
o I% Page 3 Ty R gdmin | et guast_group | xxxxx
A e check

Then select the permissions you want to assign. In this example the user will be the new owner and his member group will
be the group of the pages three levels down. Other configurations can work as well of course. Most importantly for the DB
mount is that the "Show page" permission is set for the DB mount page. Otherwise the mount will not even be shown!
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OWMER:

newuser VI

GROUP;

Mew SGroup VI |

PERMISSIOMNS:

e B N 2 A 2 IR R )
Evewbody [ [ 0O O O

|5et recursively 3 levels (& pages affected] [il

—

Result:

Depth: |3 levels [w]
. Owner | Group  Everybody

@ Root page A Wy DwEEEE o e DR Nay Group | xsxes
@ Page 1 Ty RS pagusar | FF et ey Group | xxsoeoe
- % Subpage 1 Wy ek powgzar D FEE® Nay Group | sexoex
o2 Bla bla bla ® | sekde qayysari #*%x* Naw Group | soooo

Ty HEEEE paggzar | F Rt ey Group | oo

Wy ek powgzar D FEE® Nay Group | sexoex

Ty DR o zar DR Naw Group |xoooe

i web @ fRoot page A
| ElListe | :
= pater | seite (3) [
= Seitentitel:
B Dateilizts B pe' enl' =
; age
B 3
B iber B Page 2
TrPO3
I:‘ Erweiterte Ansicht
I:l Klernmbrett anzeigen
[ ] 5@ Meuen Datensatz anlegen
newuser

5: Set up a File mount (optional)

Optionally you can create a file mount for the user. It's not a requirement since users can upload files directly in editing
forms, but it might be more flexible for your users if they can create a online archive of files for reuse.

Most typically a user has access to a subfolder in "fileadmin/". This can be achieved like this:

Create the Filemount record:
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Care Install diig | &)

Create new record
]

Page (2]
Pagetitle:

New record
@ Core Install

: 5 Page (inside)
{LHY click here for wizard!

¥ Backend user(3)
™ Backend usergroup

H| B x| [ OFEM DOCUMENTS: 1% | [menu] |
Path:
= Filemount NEW -
Disahle:
[

ZJLABEL:

¥ Sharad file mount far users
Z)pATH:

IP uzer_uploads! I
ZJeasE

N ) abeolute (root) /

] lCarelati-.le LSfileadrning I

Create the folder "fileadmin/user_uploads/":

Since you as an "admin" user has access to "fileadmin/" by default, you can do this easily through the backend:

- TYPO3

&% Web -
List &- Rename el
ffl Info & Upload Files E
B Access % HEY; il
. Inf ]
@Functmns e
=)
= File _'u F.q - ? ¥ Eervar
E Filelist | ohicte &

Do I

New folder

E fileadrnin/:

1 folders ||

user_uploads]|

[ Create folders [H'J [ Cancel ]
Kt

Add the file mount record to the File mounts of the group "New group":
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Backend usergroup (2]
Grouptitle:

m guest_group
Mew Grou

i

Me

Access Control

File Mounts:

Shared file mount for users

g Filermount

i
.

#]TYPO3 Element BM

er - Mic |'o*oft Internet Explorer

Page bree:
E..@Cnre Install
ED Root page A

Select Records:

D+

Filemount (3]

B Page 1 o LABEL:
5.2 Sub 1 ; ’
E| D 4 E.plagl:_; bl & = 4 My Abs Path
H fo a a a =
SDb - o 53 4 My Relative Path
DFI:I uzpage E Shared file rmaount for users
age 2 O[] i 3
! D Page 3 ™ % =
[0 Root page B - Searcdd tolist.. This page
Make sure the flag "Mount from groups:" / "File Mounts" is set:
Backend user (3]
Usernarme: Eiz|

rgroup (2]

Mount from groups:
DB Mounts
I File Mounts

I - P

Logging in now, this is what the user will see in the File > List module:

TYPO3

% weab

Liste

% Datei

| Drateiliste
] pok.
Hilfe

Wiber

TVYPOZ2

E..Eﬁhared file rmount for users

ﬂ Die Anzicht erneuern (Reload)

2 [shared file mount for users]:

i Dateiname
1 Files, 0 bytes

D Thurnbrails anzeigen

D Klermmbrett anzeigen

2

Typ Datum Grisse ANTW

Since TYPO3 offers such a comprehensive scheme for controlling permissions it quickly becomes a problem to verify that all
permissions are set correctly. To help alleviate this problem the extension "beuser" is worth mentioning.

This extension installs a backend module in "Tools > User Admin" ("admin" only access). Here you can compare the settings
for users based on all permission types. For example the backend users are grouped by membership of backend groups in
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this example:

Cornpare User Settings | W

GROUP AND COMPARE USERS
Group by
DFilemounts
[Jwebrmaunts
DDeFault upload path
DMain User group
Member of groups
Dpage types access
DSelect tables
DModifl,l tables
DNDn-exclude fields

[T modules

DTSconfig

RESULT

Usermames: Member of groups:

a admin % 2mEs] m guest_group []% ZH
W quest % £iHEY]

Q newuser % ZmEa] % Mew Group (% 2

As you can see the users "admin" and "guest" shares membership of "guest_group" while the user "newuser" is member of
"New group".

Criterias can also be combined:

Compate User Settings |

GROUP AND COMPARE USERS
Group by:

[ Filermounts
Webmounts
DDeFauIt upload path
I:‘Main user group
Member of graups
Dpage types access
DSelect tables
I:‘Modifl,l tablas
I:‘Non-exclude fields

Omadules
DTSconfig
RESULT
Usermames: Filemounts: Webmounts: Member of groups:
™ admin A% 2mED] 2fileadmind E Root page & P9 guest_group [% 2
admin
aguest_group
EMy Relative Path
Q guest A% &mEn] gguest D Foot page B Q guest_group {7 2
quest_group D Foot page A
EMy Abs Path
EMy Relative Path
a newusar B 2wE %Shared file mount for users D Root page A % Mew Group A% g

Viewing the TSconfig structure for users is also very handy:
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TScu:un'Fig
Update
RESULT
Usermames: TSconfig:
aadmin B #mEn ..... [zetup]
i i.[default]
: L[deleteCmdInClipboard]=1
..... [options]
i iL.[shortcutFrame]=1
i[adrmPanel]
i.[enable]
LeLall]l=1
aguest A% ZmE i.[optionz]
i[shortcutFrame]=1
™ newuser [ s o

Notice how the default TSconfig for "admin" users clearly is set. Likewise for the "options.shortcutFrame" setting we applied

for the "guest" user earlier while the newuser has no TSconfig.

Now, lets add the shortcutFrame for the "newuser" as well:

i all]=1
& guest 0% 2mEY i..[options]
iw[shortcutFrame]=1
™ newuser %W
TSconﬁg:
# Enabling the shortcut frame far this' user:
options

¥ shorcutFrame = 1

MTSconFig
Y
RESULT
Usemames: Tsconfig:
Q admin :
] iw[deletecmdInclipboard]=1
[options]
i e[shortoutFrarme]=1
i[admPanel]
5-----[enab|e]
Lefalll=1
™ quest A% 2gEY i-loptions]
™ newuser 0% &mEv] iw[shorteutFrame]=1

As you can see, even if we configure the TSconfig of the user "newuser" little differently (adding a comment, using braces)
the actually configured values for the "guest" and "newuser" users is the same now - which qualifies them to be grouped
together when grouping by TSconfig.

Apart from edit, disabled and delete buttons located in the "User Admin" module you can also switch user easily by a single
click if the [SU] button:
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i.[options]
i.[shortcutFrame]=1

a guest [ =slin 50|
a newuser [ Rsin

Switch User kol newuser

5 Web

E List= TYPO3 3.6.0-dev

Datei Web Content Management System

] Dateiliste

B pok. TYP03 TwPO3 CMS wer, 3.6,0-dew. Copyright © 1998-20032 Kasper Skirh

2| Hi copyright of their respective owners., Go to http:/ftypod.cornd for ¢

Hilfe

s i ABSOLUTELY MO WARRANTY; click for details, This is free software, and you are
TYRO3 under certain conditions; click far details, Obstructing the appearance of thiz not

Dies izt eine kurze Beschreibung der vorhandenen Module:

You cannot switch back for security reasons, so you will have to logout and login as "admin" again. However this feature is
extremely practical if you need to login as another user since you don't have to expose/change their passwords!

Tip: Running MSIE (at least) you can start MSIE twice from the Program Menu and each instance will have a different

process and "cookie-scope"; The point is that you can login as "admin" in the one MSIE browser window and as another user
in the other window - in the same database! This is possible because the two MSIE instances "don't know" about each other.

However you don't have to switch user to just check how that user would see the backend. You can simply click the
username and you will have a nice view like this:

USER INFO

a newuser User Name, user@email. cam D%ﬂﬁ'
<. Back to overview

Filernounts: =2 Shared file mount for users n
webrmounts: Page title: User: Group: Everybody] This user: HMain group:
E‘D Foot page A newusar FEEEE Moy Group FEdxk NN ok ok ok ik g
E'D Page 1 newuser #FEEE Moy Group #EEed EEEET ek sk e ek g
H E| D Subpage 1 newusar FEEEE Moy Group kg P eTeTeraTe ik ok ok ik gy

D Bla bla bla newuser *##%% Nay Group *#dxk XAXXX EIE i

newuser FEEEE Moy Groyp ks HXEAEX RS R
newusar FEEEE Moy Group FEdaE HHHAEN A AP
newuser FEEER Moy Grogp Hdgd XEHAK RSk R
Mon-rmounted readable pages: Page tite: Path: User: Group: Everybody: This user: Main group:
D Roct page B / admin #*#*##F Naw Group #HExE XXX R et
H D Fage 1b fRoct page B/ admin #**FF New Group #EExE KEXHK Fkdy ok
D Page 2b fRoot page B/ adrmin ##*%% Naw Group ek HAERHHH Aotk ok oteckg o
Default upload path:
Main uzer group: & Mew Sroup % &l
Marnber of groups: & Mew Sroup (=
Page types access;: Standard
Select tables: D Page
Maodify tables: D Page
Mon-exclude fields: D Page
- Type
Modules: 4% Web
List
=2 File
Filzlist
D Doc
Help
{Dabout
TSconfig: i..[options]

i.[shortcutFrame]=1
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This basically lists all information you could dream of for that user. In particular the calculated permissions for "This user" (1)
is nice since that is the sum of the user/group/everybody permissions as they will apply to this user for each page in his DB
mounts.

"Non-mounted readable pages” (2) could potentially be a security problem. Those pages are not mounted as DB mounts
and thus not visible/clickable in the page tree. But guessing an id of one of those pages and sending that id to the Web>List
module would list records on these pages. Most likely you don't want that. Further the danger is even more serious if you
have Frontend Edit enabled in the CMS frontend. However there is no problem unless you change a default setting; As long
as TYPO3_CONF_VARS['BE']['lockBeUserToDBmounts'] is true (which it is by default) pages will be accessible only if the they
appear within the DB mounts - that makes security management a whole lot easier since you don't have to worry about "Non-
mounted readable pages" at all.

Backend Modules

TYPO3 offers a number of ways to attach custom functionality to the backend. They fall into these categories:

The backend menu reflects the hierarchy of modules in TYPO3, divided into Main modules and Sub modules. This was
discussed in the introduction to the backend interface. Their properties are:

e Backend Menu
They appear in the backend menu and "About modules" screen. They have an icon, title, description etc.

® Access control
They can be access controlled for backend users and groups automatically (depends on configuration).

\TYPO 3 Dev links:

4y Web ST
B Page E‘D |
D Page E‘[
Q Wiew
List

[ 1nfo

Bl Access
@’Functions
M2 Termnplate
BiTemplavaila
2 Sub module -8

=2 File ﬂ Reloat
Filelist

Iﬁlmages

[Z] Doc

There is a special kind of module; Frameset modules are main modules in TYPO3 which provides a navigation/list frameset
for sub-modules. The "Web" and "File" main modules are frameset modules.

The "Function Menu" is the selector box menu you will often find in the upper right corner of backend modules. By that
selector you can select sub-functionality within that module. Often this functionality is hardcoded into the backend module. In
other cases (like the core modules Web>Info and Web>Functions) there is an API which allows you to add additional items to
the function menu and specify which PHP-class to call for rendering the content of that item.

New Wizard
D % Root page EWizardE :I
Path: /Root page/ [
Furction Meru Madule
Select Wizard: I Mew Wizard ;I
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The idea of Function Menu modules is that you can add minor functionalities without introducing a whole new backend
module which shows up in the menu. Their properties are:

o Discrete
Adds functionality discretely or in certain contexts (like in the Web>Template module you would add functionality related
to TypoScript Templates).

e Simple
Inherits access control and default configuration from main module.

Finally, a script can also work in the backend without being a "real" module (like those in the menu) or Function Menu
module. Such a script basically needs to include the "init.php" file from the TYPO3 main folder in order to authenticate the
backend users and include the standard classes of TYPO3. Technically this is done by using a subset of the module API. Such
a stand alone script is what you will normally get if you create a new CSM item that has to link to a backend enabled script.

5 rre —y =
E‘l: Edit % C5M item
Hew G - = 3, Customer Login IFunctiDn #1 7|
Info B ’ Path: /Root page/Custorner Login/
& MESSAGE #1:
Hello World!
H-f Hide |
ioE % Visibility settings & The 'Kickstarter' has made this module automatically, it contains a default
E%( Edit page header w framework for a backend module but apart frem it does nothing useful until you
Delate i open the script 'typo3conffexttermp/emilfindex.php' and edit it!
M Afimg Cle o O e, WAL I:Ej
C5M itermn =g '« |l This is the GET/POST vars sent to the script:

Backend Module API

In TYPO3 all modules are configured in the global variable, $TBE_MODULES (see t3lib/stddb/tables.php). $TBE_MODULES
contains the structure of the backend modules as they are arranged in main- and sub-modules. Every entry in this array
represents a menu item on either first level (array key) or second level (value from list) in the left menu in the TYPO3
backend.

STBE MODULES = Array (
'web' => 'list,info,perm, func',
'file' => 'list',
'doc' => "',
'user' => "'"',
'tools' => 'em',
'help' => 'about, cshmanual'

The syntax is:

STBE _MODULES[ module ] => "submodule 1,submodule 2,submodule 3,submodule 4"

There are two special keys in the $TBE_MODULES array to be aware of:

e $TBE_MODULES['_PATHS'] is an array used by extensions to register module file locations (for backend modules
located in extensions). Obviously, this is not representing a main module.

e $TBE_MODULES['doc'] is a main module which cannot have any sub modules.
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Modules can be located in the file system after three different principles:

e Core modules
The file location of the core modules is "typo3/mod/". Here you will find a number of folders (main modules) and sub-
folders (sub modules) with "conf.php" files and icons in. It's unlikely that new core modules are added since extensions
should provide all future modules. You should never add core modules by yourself.
Core modules are arranged in folders after the schemes "typo3/mod/[module]' and "typo3/mod/[module]/[submodule]'.

® User defined modules (OBSOLETE)
Modules located in "../typo3conf/" directory after the same principles as core modules (typo3conf/ [module key]/ [sub-
module key]). If a module or sub-module key in $TBE_MODULES is not found in "typo3/mod/" then it is looked for in
"../typo3conf/". Module/Sub-module keys of user defined modules should be prefixed with a lowercase "u", eg.
"web_uEtest" (located in "typo3conf/web/uEtest/" or "uMaintest" (located in "typo3conf/uMaintest")

(Deprecated concept; Do not create user defined modules any more! Create modules in extensions instead.)

® Modules from extensions
Custom modules supplied from extensions are located somewhere inside the extension file space. The extension adds the
module to the system by an API call in the "ext_tables.php" file. The API call will add the module key to the
$TBE_MODULES array and set an entry in $TBE_MODULES['_PATH'] pointing to the absolute path for the module.

The backend determines if a module is a core/user or extension module by first looking for a path-entry in
$TBE_MODULES['_PATHS'] using "[module]_[submodule]" as key (this is also the "name" of the module). If an entry is
found, this location is set as the path. Otherwise "t3lib_loadmodules" will look first for the module in the core location
("typo3/mod/") and if not found, then in "../typo3conf/".

In any case, a module is only detected if a "conf.php" file was found in its filepath! This file contains configuration of the
module; The module name, script, access criteria, type etc.

When the backend needs to get a list of available modules for a backend user the class "t3lib_loadmodules" is used. This
code snippet does the trick:

$loadModules = t3lib div::makeInstance('t31lib loadModules');
$loadModules->1load ($TBE _MODULES) ;
foreach ($loadModules->modules as S$SmainMod => $info) {

}

The array $loadModules->modules contains information about the modules that were accessible; their names, types, sub
modaules (if any) and the filepath to their scripts (relative to PATH_typo3).

Adding new modules should be done by extensions. The API is easy; in the "ext_tables.php" file of the extension you simply
need to add code like this:

For main modules:

if (TYPOBiMODE::'BE') {
t31lib extMgm::addModule ('txtempMl','"', "', t31lib extMgm::extPath ($ EXTKEY).'modl/');
}

"txtempM1" is the module key of the main module created. It could appear like this in the menu:

Help

Z) About madules
h about

Manual

7 Main module

For sub modules:

if (TYPO3_MODE::'BE') {
t31ib extMgm::addModule ('web', 'txtempM2','',t31ib extMgm::extPath ($_EXTKEY).'mod2/");
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"web" is the name of the main module (the "Web>" module) and "txtempM2" is the sub-module key. In the menu this
module could appear like this:

After such two modules has been added the $TBE_MODULES array could look like this:

web txtempla\.'0i|aMl,|a','0ut,\.'iew,|ist,inFo,pel'm,Func,ts,txtemplauoilaM2ItxtempM2 I
file list,images

txdamMi

doc

user task,setup

tools beuser,erm,dbint,config.install.logtephprmyadrmin txextdevevalMl txrealurimi
help aboutmodules,about,cshmanual

web_layout

durmmy_1/typo3/sysext/cms/layout/

web_ts

fdummy_1/typo3/extitstemplate/ts/

tools_dbint

Jextilowlevel/dbint/

tools_config

Jext/lowlevel/config/

tools_install

feysext/install/mod/

tools_log

Jfdurnrmy_1itypa3fest/belog/mad!

tools_beuser

ofdurmnmy_1/typo3/ext/beuser/mod/

tools_txphpmyadmin |/v

Jext/phpriyadmin/modsub/

of durmry_

help_aboutmodules

o durmmy_1/type3/ext/aboutmodules/mod/

_PATHS file_images o durnmy_ Jext/imagelist/mod/
user_setup fdummy_1/typos/ext/setup/mod/
user_task o/ dummy_1/typo3/ext/taskcenter/task/
web_view A durmmy_ fext/viewpage/view/
web_txternplavailaMl [fvar www, o durmnmy_1/typo3conf/extitermplaveoila/modl/
web_txternplaveoilaM2 /v o dummy_1/typo3conf/ext/templavoila/modz/
tools_txextdevewvalMl |/fvar/www/ty Sdummy_1/typo3conf/ext/extdeveval/modl/
tools_txrealuriMl o durnrmy_L/typo3conffext/realurl/ madl/
txtermpMl |_ fdurmmy_1/typoZconfiext/termp/maodl/
web_txtermpM2 I of durmrmy_1/typo2confext/temp/mod2/

| txternpM1

Notice that "txtempM1" became a key in the array (main modules) and "txtempM2" was added to the list of modules in the
"Web" main module (sub-modules are listed). Also notice that the "_PATHS" key contains an array of file locations of all the
modules that are coming from extensions! The last two entries in the list defines the locations of the two modules from our

example!

conf.php

The "conf.php" file is used to configure both Backend Modules and Stand-alone scripts - but not Function Menu modules
(which are running inside a backend modules environment!).

The file contains variable and constants definitions according to this scheme:

Variable/Constant

Description

Examples

TYPO3_MOD_PATH

PHP Constant.

Defines the path from the main backend
folder (where init.php is, PATH_typo3) to the
base folder of the module (where the
conf.php file is).

Used in init.php to determine the sitepath.
Very, very important. If this is not correct,
your module will not pass init.php without an
error.

Configures path for an
define ('TYPO3 MOD PATH',

/ Configures path for a core module:
define ('TYPO3 MOD PATH',

'mod/web/info/");

extension module:

'../typo3conf/ext/temp/mod2/") ;
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Variable/Constant
$BACK_PATH

Description
Global Variable.

Defines the path "back" to the main folder
(PATH_typo3) from the module folder. Used
by file references primarily. This is the reverse

of "TYPO3_MOD_PATH".

$MLANG Global variable containing title, descriptions
and icon reference for the backend menu.

Applies only to Backend Modules.

$MCONF Global variable containing settings like access

criteria, navigation frame script, default
submodule and the module name.

Applies only to Backend Modules.

Backend Modules

Examples

$BACK PATH = '../../../";

$BACK7PATH ‘o) /o )/ typo3/ T

$MLANG["default"]["tabs_images"]["tab"} =
"moduleicon.gif";

SMLANG ["default"] ["11 ref"] =

"LLL:EXT:temp/modl/locallang mod.php";

SMCONF [ 'defaultMod'] = 'list';
SMCONF [ 'navFrameScript'] =
'../../alt_db navframe.php';
SMCONF [ 'name'] = 'web';
SMCONF [ 'access'] = 'user,group';

SMCONF ["access"]
SMCONF ["script"]

"user, group";
"index.php";

When you create backend modules in extensions there is a tricky thing to be aware of (exception: When using
typo3/mod.php to dispatch to a module, see later); The "conf.php" file has to change depending on whether the extension is
installed as "global"/"system" extension or "local". The reason is that the TYPO3_MOD_PATH and $BACK_PATH values has to
be different when an extension is in the "typo3conf/" folder which is located outside the main TYPO3 directory, PATH_typo3.
For instance TYPO3_MOD_PATH could look like "../typo3conf/ext/myext/mod/" for a locally installed extensions while it would

be "ext/myext/mod/" for a globally installed extension!

If you install extensions via the Extension Manager this is no problem since the Extension Manager (EM) corrects it before
writing the "conf.php" file to the servers file-system. But you need to make your "conf.php" file compatible with this

behaviour. Basically that includes:

@ Insert the two lines with "defined('TYPO3_MOD_PATH'......

"and "$BACK_PATH = ..... " as the first ones and do not prefix

or suffix them with anything; then the EM should be able to detect them.

@ In the "ext_emconf.php" file of the extension you need to add the directory of the module to the list of backend modules
configured in the key $EM_CONF[ extension-key]["module"] - otherwise the EM will not know that there is a "conf.php" file

to modify!
An example would look like this:
<?php
define ('TYPO3 MOD _PATH', '../typo3conf/ext/temp/mod2/');
$BACK PATH='../../../../typo3/';
SMCONF ["name"]="web txtempM2";
SMCONF ["access"]="user,group";
SMCONF ["script"]="index.php";
SMLANG ["default"] ["tabs_ images"] ["tab"] = "moduleicon.gif";
SMLANG ["default"] ["11 ref"]="LLL:EXT:temp/mod2/locallang mod.php";
?>

$MLANG keys

Description

Icon reference

"locallang" file reference where the keys "mlang_tabs_tab",

"mlang_labels_tablabel" and "mlang_labels_tabdescr" defines titles and
description text for the module.

SMLANG [ 'default'] ['tabs images']['tab']

SMLANG [ 'default'] ['11l ref']

SMLANG|[ language-key ]['labels']['tablabel'] Obsolete
SMLANG|[ language-key ]['labels']['tabdescr']

SMLANG|[ language-key ]['tabs']['tab']
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The $MLANG variable contains the icon reference and title / description for a Backend Module. Originally the $MLANG variable

defined values for all languages inside the conf.php file. This (obsolete) codelisting shows it:

SMLANG ["default"] ["labels"] ["tablabel"] = "Advanced functions";
SMLANG ["default"] ["tabs"] ["tab"] = "Func";

SMLANG ["default"] ["tabs_ images"]["tab"] = "func.gif";
SMLANG["dk"] ["labels"] ["tablabel"] = "Avancerede funktioner";
SMLANG ["dk"] ["tabs"] ["tab"] = "Funk.";

SMLANG["de"] ["labels"] ["tablabel"] = "Erweiterte Funktionen";
SMLANG["de"] ["tabs"] ["tab"] = "Funk.";

SMLANG["no"] ["labels"] ["tablabel"] = "Avanserte funksjoner";
SMLANG["no"] ["tabs"] ["tab"] = "Funk.";

SMLANG["it"] ["labels"] ["tablabel"] = "Funzioni avanzate";
SMLANG["it"] ["tabs"] ["tab"] = "Funzione";

(OBSOLETE!)

This is still supported for backwards compatibility reasons. Today you need to configure only two lines, one for a "locallang"

file reference and one for the icon image:

SMLANG [ 'default'] ['tabs images']['tab'] = 'func.gif';
SMLANG [ 'default'] ['1l ref']='LLL:EXT:lang/locallang mod web func.php';
The icon reference (line 1) points to an icon image relative to the current directory (normally located there).

The "locallang" file reference in line 2 points to a "locallang"-file which in this case looks like this:

<?php

SLOCAL LANG = Array (
'default' => Array (

'title' => 'Advanced functions',
'clickAPage content' => 'Please click a page title in the page tree.',
'mlang labels tablabel' => 'Advanced functions',

of pages.',
'mlang tabs tab' => 'Functions',
) 4

'dk' => Array (

'title' => 'Avancerede funktioner',
'clickAPage content' => 'Klik pd en sidetitel i sidetrzet.',
'mlang labels tablabel' => 'Avancerede funktioner',

'mlang labels tabdescr' => 'Her vil du finde generelle eksport og import funktioner.
sortering af sider.',
'mlang tabs tab' => 'Funktioner',

In this locallang file, some keys are reserved words that point out information related to the "conf.php" file:
e mlang_tabs_tab : Title of the module in the menu.

e mlang_labels_tablabel : Long title of the module. Used as "title" attribute for menu link and title in the "About
modules" list.

e mlang_labels_tabdescr : Description of the module (used in "About modules")

'mlang labels tabdescr' => 'You\'ll find general export and import functions here. ... sorting
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$MCONF keys Description

$MCONF [ 'name '] Module name.
® For main modules this is [ module-key]
® For sub modules this is [ module-key)_[ sub-module-key]
® For Stand-Alone scripts, prefixed "xMOD_" and then probably the file-name or another
unique identification.

Examples (Backend Modules):

SMCONF ["name"]="txtempM1";
SMCONF ["name"]="web_ txtempM2";
SMCONF [ 'name']="file list';

Example (Stand-alone scripts):

$this->MCONF [ 'name']="'xMOD alt clickmenu.php';
SMCONF ["name"]="xMOD tx temp cml";
SMCONF [ 'script'] Defines the PHP script which the module is run by. The backend will link to this script when the

module is activated.
Special keyword is *_DISPATCH” which will indicate that the “typo3/mod.php” script is used to
access the module.

SMCONF [ 'access'] Defines access criteria by list of keywords. If "admin", only admin-users have access. If "user”,
"group" or "user,group" then the module is by default inaccessible.

® "admin" : For "admin" users only.

® "user": Configurable for backend users.

® "group" : Configurable for backend groups.
® [blank] : Everyone has access.

Example:

"user,group" - No one (except "admin") has access except the module is specifically added in
their user / group profile.

This is how the Module selector looks for both backend users and groups:

Modules:
@ Select available backend modules far the group members,

Selected: Itemns:
Web | 2
© X Web>Access
Web=List .
Web>Functions
Web>Page File

File>=Filelist

(For Backend Usergroups you have to enable "Include Access Lists" in order to access the
module selector).

$MCONF [ 'workspaces'] Defines which workspaces the module is allowed to work under. Empty string means all
workspaces. Otherwise this list of keywords can be combined to set access:

® “online” : Available in Live (online) mode
® “offline” : Available in Draft (offline) mode
® “custom” : Available for custom modes

SMCONF [ 'defaultMod'] Sub-module key of sub-module to be default for main module. (Only for Main modules)

$MCONF [ 'navFrameScript'] If set, the module will become a "Frameset" module and this will point to the script running in
the navigation frame. (Only for Main modules)

Example (From "Web" main module):

SMCONF [ 'navFrameScript']='../../alt db navframe.php';
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$MCONF keys Description

$MCONF [ 'navFrameScriptParam'] GET parameters to pass to the navigation frame script (only Sub-modules of a frameset
module).
Parameters set for the main module will be inherited to submodules if not overridden.

SMCONF' [ 'shy "] If TRUE then the module will not be visible in the backend menu or anywhere modules are
displayed based on the processing of t3lib_loadModules::load()

Example: conf.php for Stand-Alone backend scripts
The difference between a stand-alone backend script and a backend module is that the backend module has an API for
access control and a menu item. But they share the same requirements for basic initialization.

The most basic configuration for a backend script is setting the TYPO3_MOD_PATH constant and the $BACK_PATH variable
before including "init.php". The script "typo3/install/index.php" is an example of this:

define ('TYPO3 MOD PATH', 'install/');
SBACK PATH='../';
require('../init.php");

It is more common to define the TYPO3_MOD_PATH constant and $BACK_PATH variable in a separate conf-file - that is

always done for modules and when you are supplying backend scripts from extensions. In such a case the initialization of the

backend script will look like this:

unset (SMCONF) ;
require ('conf.php');
require (SBACK PATH.'init.php');

The file "conf.php" looks like this:

<?php

define ('TYPO3 MOD PATH', '../typo3conf/ext/temp/cml/");
$BACK_PATH = '../../../../typo3/"';

SMCONF [ 'name'] = 'xMOD tx temp cml';

?>

The line defining $MCONF['name'] is optional since the script is a stand-alone script. It might be used as a key for Function
menus or otherwise. You can tell that it is a pseudo module name since it is prefixed "xMOD_".

The main point of TYPO3_MOD_PATH and $BACK_PATH is to set the environment so TYPO3 knows the position of the
backend script in relation to the main backend folder, PATH_typo3. And the inclusion of "init.php" is required in order to
initialize the backend environment and authenticate the backend user. If the script returns from "init.php" it went well and
you can be safe that a backend user is logged in (unless configured otherwise).

Example: conf.php for Backend Modules

The conf.php file for a backend module compared to a stand-alone script is different mainly by defining values for $MCONF
and $MLANG. This is an example:

<?php

define ('TYPO3 MOD PATH', '../typo3conf/ext/temp/mod2/");

$BACK_PATH = '../../../../typo3/"';

SMCONF [ 'name'] = 'web txtempM2';

SMCONF [ 'access'] = 'user,group';

SMCONF [ 'script'] = 'index.php';

SMLANG [ 'default'] ['tabs images']['tab'] = 'moduleicon.gif';

SMLANG [ 'default'] ['1l ref'] = 'LLL:EXT:temp/mod2/locallang mod.php';
?>
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It doesn't do any difference whether the module is a main- or sub-module. Only the $MCONF['name'] will change in that
case.

The Module script

After the initialization a Backend Module or Stand-Alone script can contain any custom PHP code you wish. However most
scripts from the core and system extensions will follow the same model as all other backend modules. An example looks like
this:

29:
30: unset ($MCONF) ;
31: require('conf.php');
32: require ($BACK PATH.'init.php');
33: require ($BACK PATH.'template.php');
34: $LANG->includeLLFile ('EXT:temp/cml/locallang.php');
36: require once (PATH t31lib.'class.t31lib scbase.php');
37:
38:
40: class tx temp cml extends t3lib SCbase {
132: }
133:
134:
135:
136: if (defined('TYPO3 MODE') && $TYP037CONF7VARS [TYPO3 MODE] ['XCLASS']
['ext/temp/cml/index.php']) {
137: include once ($TYPO3 CONF_VARS[TYPO3 MODE] [ 'XCLASS'] ['ext/temp/cml/index.php']);
138: }
139:
140:
141:
142:
143:
144: $SSOBE = t31lib div::makelnstance ('tx temp cml');
145: S$SOBE->init () ;
146:
147:
148: S$SSOBE->main () ;
149: $SOBE->printContent () ;

@ Lines 30-32 does the basic initialization

Line 33 includes the backend document template class and language class (provides the $LANG and $TBE_TEMPLATE
objects).

Line 34 includes the main "locallang" file for the script
Line 36 includes the base class for the class in the script

Line 37 is where you should do your access check if you want to apply any.

Line 40 to 132 defines the class that is called to create all output from this file. Notice that it extends "t3lib_SCbase" which
is normal (but not required!) for backend modules and stand-alone scripts. The "SCbase" class provides some APIs for
various things you often need.

Line 136-138 checks for XCLASS extensions of the scripts class.

e Finally, line 144-149 instantiates the script class and calls the methods inside to render and output the content.

If the script is a true backend module you should check for module access in line 37 where there is currently just a comment.
The access is easily checked by this API function where you simply give the $MCONF array as argument. The function will
check what kind of access criteria are in the $MCONF array and then evaluate the situation accordingly. In this case it will exit
with a an error message if the user is not logged in.

SBE_USER->modAccess (SMCONF, 1) ;
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In case your backend script requires the "admin" user to be logged in it is easy to do a check:

if (!$BE_USER->isAdmin()) die('No access for you...');

See the API for the $BE_USER object for more details.

Please refer to the comments inside of the class file "t3lib/class.t3lib_scbase.php"” for more details on a basic framework for
backend modules ("script classes"). If you want to start a new backend module you should definitely use the Kicstarter
Wizard to do so. It will set up all the basics for you.

Backend modules using typo3/mod.php

With version 4.1 of TYPO3 there is a new and better framework for integration of backend modules into the backend. The
main principle is, that all backend modules using this method are called through a central script, “mod.php” in typo3/. This
way, we get rid of the trouble with conf.php files in need of modification when installing extensions in local, global and system
scopes.

Traditionally, a backend module runs directly from its own “index.php” script (or named otherwise as set up with
$MCONF(['script']). In order to initialize it must include the typo3/init.php file. Accessing this file requires the module conf.php
file to hold the "BACK_PATH" to the typo3/ directory. This will differ depending on where the extension the module is in is
installed: locally in typo3conf/ext/ or as a global/system extension. So not only is the conf.php file changed by the Extension
Manager when installing extensions, it also makes it very tricky and possibly error-prone to share local extensions between
sites with symlinks!

Using mod.php makes it all work differently. Examples in the core can already be seen. For instance the “Tools > User Admin”
uses this method now. Instead of directly calling the script “typo3/sysext/beuser/mod/index.php”, the script “typo3/mod.php?
M=tools_beuser” is called which will look up (in $TBE_MODULES['_PATHS']) which script is associated with “tools_beuser”
and include that. The mod.php script also initializes the backend, includes configuration and so on.

Generally, you can create a module as you always did and then make these changes:
e conf.php

o Comment out (or remove!) the lines with the TYPO3_MOD_PATH and BACK_PATH definitions. They are not
needed anymore ($BACK_PATH is blank for scripts running in typo3/ as mod.php does).
Examples:

#define('TYPO3_MOD_PATH', 'sysext/beuser/mod/");
#$BACK_PATH="../../../";

O  Set the value of $MCONF['script'] to ®_DISPATCH". This will make sure links to the module are pointed to
“mod.php” instead of the real script of the module. This is only needed for modules appearing in the menu as a
main- or submodule.

Example:

$MCONF['script']="_DISPATCH';
® ext_emconf.php

O Remove the module name from the “"module” entry in the array! This entry was what instructed the Extension
Manager to modify TYPO3_MOD_PATH and BACK_PATH in the conf.php file of the module during installation of
the extension. Since this is not needed any more.

® Module script name
O Must be “index.php” - but most modules will be that anyway. That's the convension.
® index.php (the module script)

O In the module script you will have to comment out / remove those lines that are initializing the module:

#unset($MCONF);
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#require (‘conf.php");
#require ($BACK_PATH.'init.php");
#require ($BACK_PATH.'template.php");

This is logical because this initialization is now done by mod.php.

O Observe that the main script changed! When the module is calling it self, any hardcoded values for the script
name (like “index.php?id=123") must be changed. Now you must call “mod.php?M=[moduleKey]&id=123". Its
suggested you use htmlspecialchars($GLOBALS['MCONF']['_']) as a reference to "thisScript" and add
parameters like ."&par=val"

Context Menus: You will of course have to modify the clickmenu-class to call "mod.php?M=[module name here]" where
module name most logically is the value of "$MCONF['name']" from the conf.php file.

Also, if you use this method for not-menu-modules, you must call t3lib_extMgm::addModulePath() from ext_tables.php to
register the path of the module. Example:

t3lib_extMgm::addModulePath('xMOD_tximpexp',t3lib_extMgm::extPath($_EXTKEY).'app/");

Function Menu modules

Function Menu modules are integrated in existing backend modules that supports this feature. In the core the modules
Web>Info and Web>Function does so. Also Web>Template and even User>Taskcenter does!

Function Menu modules are accessed through the function menu of the host module:

Mew Wizard
D 4 Root page EWizardE ll
Path: fRoot page/ [
Furction Meru Madule
Select Wizard: I Mew Wizard j

In this example the Web>Functions module is the host backend module and the selector box in the upper right corner shows
the two Function menu modules attached to Web>Functions. It turns out that the function menu module "Wizards" supports
even another level of externally attached scripts - a "second level Function Menu module". The API for adding elements to the
second level is the same as for the first.

Function Menu modules live in the environment of the host backend module. Therefore they have no conf.php files etc. All
they do is to supply a PHP class which is called when they need to be activated. Like any other module they have to render
the content and return it then.

Attaching Function Menu modules to a host backend module is done by adding some values to an array in the global scope.
To make this easy there is API function calls to do that which you should use. To create a Function Menu on the first level you
would include this code in the "ext_tables.php" file of the extension:

if (TYPO37MODE::'BE') {
t31lib_extMgm::insertModuleFunction (
'web_func',

'tx temp modfuncl',
t31lib extMgm::extPath ($_EXTKEY) . 'modfuncl/class.tx temp modfuncl.php',
'LLL:EXT:temp/locallang db.php:moduleFunction.tx temp modfuncl'

If you want to insert it on the second level this would be used (for the Wizards example above):

if (TYPO3_MODE::'BE') {
t31lib extMgm::insertModuleFunction (
'web_func',

'tx_temp modfunc2',
t31ib extMgm::extPath ($_EXTKEY) . 'modfunc2/class.tx temp modfunc2.php',
'LLL:EXT:temp/locallang db.php:moduleFunction.tx temp modfunc2',
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'wiz'

);

Notice the only difference; The addition of the fifth argument in the function call pointing to the first level Function Menu
item.

The Function Menu module code is found in a class in the scripts pointed to in the configuration. Such a class extends the
class "t3lib_extobjbase" which is designed to handle all the basic management of a Function Menu module.

A basic framework for a Function Menu module looks like this:

1: require once (PATH t3lib."class.t31lib extobjbase.php");

2:
3: class tx temp modfuncl extends t31lib extobjbase {
4: function modMenu () {
5: global SLANG;
6:
7 return Array (
8: "tx temp modfuncl check" => "",
9: ) i
10: }
11:
12: function main () {
13:
14: global $SOBE, $BE_USER, $LANG, $BACK PATH, $TCA DESCR, $TCA, $CLIENT, $TYPO3 CONF_VARS;
15:
16: StheOutput.=$this->pObj->doc->spacer (5);
17: StheOutput.=$this->pObj->doc->section ($LANG->getLL ("title"), "Dummy content here...",0,1);
18:
19: Smenu=array () ;
20: Smenu[]=t31lib BEfunc::getFuncCheck ($this->pObj->id, "SET [tx temp modfuncl check]", Sthis-
>pObj->MOD_SETTINGS ["tx temp modfuncl check"]) .$LANG->getLL ("checklabel");
21: StheOutput.=$this->pObj->doc->spacer (5);
22: StheOutput.=$this->pObj->doc->section ("Menu", implode (" - ", $menu),0,1);
23:
24 return $theOutput;
25: }
26: }
27:
28:
29:

30: if (defined("TYPO3 MODE") && $TYPO3_CONF_VARS[TYPO3_MODE]["XCLASS"]
["ext/temp/modfuncl/class.tx temp modfuncl.php"]) {

31: includeionce($TYPO37CONF7VARS[TYPO37MODE]["XCLASS"]
["ext/temp/modfuncl/class.tx temp modfuncl.php"]);
32: }

From the code you might be able to figure out that the host backend module is available as the object reference $this->pObj.
In this code listing it is used to access the document template object for rendering the output.

More details about Function Menu modules and the framework of "t3lib_extobjbase" is found in extension programming
tutorials and inside the class "t3lib_extobjbase" itself!

Creating new backend scripts

If you want to create a new backend main- or sub-module, create a new CSM item or a Function Menu module the best way
to start yourself up is to use the Kickstarter. In a few clicks you have configured the basic framework and you get all the
tedious and error prone work done for you automatically. Immediately you can begin to concentrate on the coding of your
backend application.

In the Kickstarter, the menu items for backend scripts are found here:
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Menu: | Make new extension

KICKSTARTER WIZARD

General info

Module test

Mew Database Tables
Extend existing Tables
Frontend Plugins

| Backend Modules

Main module

Sub module

|Integr\ate in existing Modules

Function Menu Maodule

Hew Wizard

|Clickmenu items

CEM itern

Services

Static TypoScript code
TSconfig

s e e |E E e e S

Setup languages

For details on actual extension programming (which will also cover backend module programming), please refer to some of
the extension programming tutorials around.

Initialize TYPO3 backend in a PHP shell script (CLI mode)

Most scripts in TYPO3 expect to be executed from a web browser. However you might need to create a PHP script which is
executed in a Unix shell as a cronjob. In itself PHP is capable of that as long as PHP was also compiled as a binary (typically
“/usr/bin/php"”) but you need to do some tricks in order to initialize TYPO3s backend environment.

The greatest challenge is to make the script recognize its own path. This is necessary for all includes afterwards. It seems
that the path of the script is available as the variable $_ENV['_'] in most cases. However it changes value depending on how
you call the script. In order to make life easy for our programming we decide that the script must always be executed by its
absolute path. So “./myphpshellscript.phpsh” will not work, but */abs/path/to/typo3conf/ext/myext/ myphpshellscript.phpsh”
will.

Note about FreeBSD: It has been reported (by Rainer Kuhn, punkt.de — thanks) that on FreeBSD the path is not available
in $_ENV['_'"] but can be extracted from $_SERVER['argv'][0]. Generally there are not enough experience and knowledge
about this issue to state something final, but for now we suggest a fall back solution as seen below where $_ENV['_'] is
tested and if not found, falls back to $_SERVER['argv'][0]

To set up a PHP shell script that initializes the TYPO3 you create a file with the framework here:

1:

2: <?php

3:

4:

5:

6:

7:

8:

9: define ('TYPO3 cliMode', TRUE) ;
10:

11:
12:
13: define ("PATH thisScript", $ ENV[' '] 2 $ ENV[' '] : $ SERVER[' ']);
14:
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15:

16: require (dirname (PATH thisScript).'/conf.php');
17:

18:

19: require (dirname (PATH thisScript).'/'.$BACK PATH.'init.php');
20:

21:

22

23:

24:

25: ?>

® Line 1 will call the PHP binary to parse the script (just like a bash-script).

® Line 9 defines “CLI” mode for TYPO3. When this is set browser checks are disabled and you can initialize a backend user
with the name corresponding to the module name you set up in the conf.php file. See later.
So you MUST set the CLI mode, otherwise you will get nowhere.

® Line 13 defines the absolute path to this script! If for some reason the environment where the script is run does not offer
this value in $HTTP_ENV_VARS['_'] you will have to find it elsewhere and manuall insert it. There seems to be no general
solution for this problem.

® Line 16 includes a configuration file build exactly like conf.php files for backend modules in extensions. (In fact this script
must be registered as a backend module)

® Line 19 includes the backend “init.php” file.

After these lines you have a backend environment set up. The browser check was bypassed and a backend user named like
$MCONF['name'] was initialized. If something failed init.php will exit with an error message. You can also execute the script
with the “status” command (eg. “/abs/path/to/typo3conf/ext/myext/ myphpshellscript.phpsh status”) to see which user was
initialized, which database found and which path the script runs from. This indicates the success of the initialization.

In the conf.php for the shell script you enter TYPO3_MOD_PATH and backend as usual.

The $MCONF variable is also set with the module name. This must be prefixed *_CLI_" and then a unique module name, eg.
based on the extension key. The value of $MCONF['name'] in lowercase will be the backend username that is initialized
automatically in init.php for your sessions. This is hardcoded.

An example conf.php file looks like this:

0:

1: define('TYPO3 MOD PATH', '../typo3conf/ext/user fi io/cronmod/');
2: $BACK PATH = '../../../../typo3/";

3: SMCONF['name'] = ' CLI userfiio';

The backend user is then named “_cli_userfiio”:

Backend user [15)
Username:

ﬁ marketing

a _cli_userfiio

Notice: You must make sure to enter the path of the “shell script module” in the ext_emconf.php scripts array (key
“module”). If you do this, the extension manager will automatically fix the paths in the conf.php file when the extension with
your script is installed in either global / local scopes. This is no different from ordinary backend modules which need the same
attension!

Any script configured like this can be run with the “status” argument and you will see whether the initialization went well:

agentk@rock:~$
agentk@rock:~$ /var/www/typo3/dev/3dsplm live/typo3conf/ext/user fi io/cronmod/index.phpsh status
Status of TYPO3 CLI script:

Username [uid]: _cli_userfiio [17]

Database: t3 3dsplm live
PATH site: /var/www/typo3/dev/3dsplm live/
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agentk@rock:~$

Since you are not running the script from a web browser all backend operations that work on URLs or browser information
will not produce correct output. There simply is no URL to get if you ask “t3lib_div::getIndpEnv()” for “TYPO3_SITE_URL" or
so!

You cannot expect to save session data for the authenticated backend user since there is no session running with cookies
either. You should also remember that all operations done in the script is done with the permissions of the “_cli_*" user that
was authenticated. So make sure to configure the user correctly. The *_cli_" user is not allowed to be “admin” for security
reasons.

Database

Introduction

TYPO3 is centered around a RDB - a relational database. This database has historically been MySQL and until version 3.6.0 of
TYPO3 MySQL calls were hardcoded into TYPO3.

Today you can use other databases thanks to a wrapper class in TYPO3, “t3lib_DB". This class implements a simple database
API plus mysgl-wrapper function calls which gives us the following features:

» Backwards compatibility with old extensions
» Easy migration to database abstraction for old extensions

« Offering the opportunity of applying a DBAL (DataBase Abstraction Layer) as an extension (thus offering connectivity to
other databases / information sources)

* A DBAL can simply implement storage in other RDBs
* Orit could be a simulation of a RDB while actually storing information totally different, like in XML files.
» Or you create a simulation of the “be_users” table while looking up information in LDAP instead.

» Keeping a minimal overhead (in the range of 5%) for plain MySQL usage (which is probably what most TYPO3 based
solutions is running anyway)

In other words; TYPO3 is optimized for MySQL but can perform with any information source for which someone will write a
“driver”. Such drivers can easily be implemented as extensions thus offering other developers a chance to implement a full
blown DBAL for TYPO3 in an extension - or for the local TYPO3 project this can offer improvised implementation of eg. XML
database sources or whatever.

Relational Database Structure

Despite TYPO3s API for database connectivity which allows you to store information in eg. XML files instead of MySQL there is
still a basic principle in any case; for TYPO3 internally every “data source” is expected to work as a flat database table with a
number of fields inside and upon which you can perform queries! In other words; The DBAL can hide the actual storage mode
for TYPO3 totally but internally TYPO3 always expects to select, update, insert and delete the equivalent of database records
stored in tables!

For the rest of this section I will refer to “tables”, “fields” and “records” as if the data storage truly is a Relational Database
despite that it might be an XML file depending on your current DBAL.

When you want TYPO3 to manage a table for you there are certain requirements.

+ The table must be configured in the global array, $TCA (See “TYPO3 Core API” for details) - this will tell TYPO3 things like
the table name, features you have configured, the fields of the table and how to render these in the backend, relations to
other tables etc.

* You must add at least these fields:
« "uid” - an auto-incremented integer, PRIMARY key, for the table, containing the unigue ID of the record in the table.
« “pid” - an integer pointing to the “uid” of the page (record from “pages” table) to which the record belongs.

e any other fields you like .... typically at least:
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« Atitle field holding the records title as seen in the backend
» A tstamp field holding the last modification time of the record
* A sorting order field if records are sorted manually

* A'deleted” field which tells TYPO3 that the record is deleted (if set)

One table which has a special status is the “pages” table. This table is the backbone of TYPO3 as it provides the hierarchical
page structure into which all other TYPO3 managed records are positioned.

You can understand the “pages” table as folders on a hard disc and all other records (configured in $TCA) as files which can
belong to one of these folders. As a unique identification of any record, “pages” record or otherwise, the “uid” field contains
an integer value. And for any record the “pid” field is like the “path” in the file system telling which “page” the record belongs
to.

Thus records in the “pages” table has a “pid” value which points to their “parent page” - the page record they belong to.
If a page (or record from another table) is found in the “Root” they have the “pid” 0 (zero).

Only admin-users can access records in the root. Also records from tables can normally only be created on a real page orin
the root (unless configured otherwise).

There are other tables in TYPO3 which are not subject to the uid/pid scheme as described above. But these tables are not
possible to edit in TYPO3s standard interface (TCEforms/TCEmain). For instance such a table could be the “sys_log” table
which is automatically written to each time you update something in TYPO3. Or the “be_sessions” table containing user
sessions.

Generally:

« If a table is configured in $TCA, then it must have the “uid” and “pid"” fields as outlined above. Tables configured in $TCA
can be edited in the backend of TYPO3 and organized in the page tree.

« If a table is not configured in $TCA it means the table is “hidden” to the backend user - such tables are controlled by the
application logic automatically in some way or another.

Upgrade table/field definitions

When you upgrade to newer versions of TYPO3 or any extension in TYPO3 the requirements to the database tables and fields
might have changed. However TYPO3 handles this automatically. If a new field or table has been added or changed the
Install Tool in TYPO3 will detect that and warn you. When you install extensions, you will be warned as a part of the process
when the extension is installed. When you upgrade the TYPO3 core source code you will have to manually trigger the
validation functions inside the Install Tool:

TYPO3 3.7.0-dev Install Tool
Site: TYPO3

2: Database Analyser

T IMmage Processing

1 All Configuration

t typo3temp/

i Clean up database

i phpinfol)

: Edit files in typo3conf/
1 About

(T S SR

Update required tablef COMPARE

Dump static data IMPORT

Compare with $TCA

Create "admin" user
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The step you should always take is to click the "COMPARE" link for "Update required tables" in the Install Tool. Now TYPO3
will search for the file "ext_tables.sql" in all installed extensions, add them together with the core requirements
(t3lib/stddb/tables.sql) and take that as the complete expression of the database structure TYPO3 requires. Then TYPO3 will
ask the database for the actual table / field structure and compare them. Any fields that has been added or changed will be
shown and new tables can be created in the interface that pops up:

_______________________________

@ Table and field definiions should be updated

There seems to be a number of differencies between the database and the selected SQL-file. Please select which staterments you wal

Add fields

ALTER TABLE be_sessions ADD ses_hashlock int(11) DEFAULT '0" NOT MULL;

ALTER TABLE be_users ADD disablelPlock tinyint(3) unsigned DEFAULT '0' NOT MNULL;

[+ ALTER TABLE pages ADD nav_hide tinyint(4) DEFAULT '0' NOT MNULL;

ALTER TABLE pages ADD mount_pid_ol tinyint(4) DEFAULT '0" NOT MNULL,

ALTER TABLE cache_pagesection ADD mpvar_hash int(11) unsigned DEFAULT '0" NOT MNULL;
[+ ALTER TABLE fe_sessions ADD ses_hashlock int{ 11) DEFAULT 'Q' NOT MULL;

<

<

< =

<

Changing fields

[+ ALTER TABLE cache_pagesection DROP FRIMARY KEY;
[+ ALTER TABLE cache_pagesection ADD PRIMARY KEY (page_id,mpwvar_hash);

Remove unused fields (rename with prefix)

r @(E}{T) ALTER TABLE tt_content CHAMNGE tx_mininews_frontpage_list zzz_deleted_tx_mininey

Add tables

[+ CREATE TABLE cache_imagesizes (
mdShash varchar(32) DEFAULT " NOT MULL,
md5Sfilename varchar(32) DEFAULT " NOT MULL,
tstamp int{ 11) DEFAULT '0" NOT MULL,
flename tinytext NOT MNULL,
imagewidth mediumint{ 11} unsigned DEFAULT '0" NOT MNULL,
imageheight mediumint{ 11) unsigned DEFAULT '0"' NOT MNULL,
PRIMARY KEY (mdSfilename)
) TYPE=MyISAM;

[+ CREATE TABLE tx_realurl_pathcache (
cache_id int(11) DEFAULT '0" NOT NULL auto_increment,

4% PEEAL 0 T LAl R e R

A single click on a button in the bottom of the screen will carry out these changes for you!

As you can also see you will be told if tables or fields are not used any more. You can also choose to delete those if you like
but it is not vital for the system to function correctly.

If the database matches exactly with the combined requirements of core and extensions you will see this message:
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Update database tables and fields:
qr"' Table and field definitions are OK.

The tables and fields in the current database corresponds perfectly to
the database in the seleced SQL-file.

The class that contains code for comparing SQL files with the database is "t3lib/class.t3lib_install.php".

Each extension might provide requirements for tables and/or fields in the database. This is done from the ext_tables.sql file.
But the file is not (always) a valid SQL dump. In this case taken from the extension "TemplaVoila" you can see a full table
definition at first. This can be piped to MySQL and a new table will be created.

But the second "CREATE TABLE" definition is incomplete. This is on purpose because it actually adds four new fields to the
already existing table "tt_content".

When the Install Tool reads the "ext_tables.sql" files it will automatically read these four lines and add them to the previously
defined requirements for the "tt_content" table.

He e

Table structure for table 'tx templavoilila datastructure

H

CREATE TABLE tx templavoila datastructure (
uid int(11) unsigned DEFAULT '(O' NOT NULL auto_increment,
pid int(1l) unsigned DEFAULT '(O' NOT NULL,
tstamp int (11) unsigned DEFAULT 'O' NOT NULL,
crdate int (11l) unsigned DEFAULT 'O' NOT NULL,
cruser_id int(11) unsigned DEFAULT '0O' NOT NULL,
deleted tinyint (4) unsigned DEFAULT 'O' NOT NULL,
title varchar (60) DEFAULT '' NOT NULL,
dataprot mediumtext NOT NULL,
scope tinyint (4) unsigned DEFAULT 'O' NOT NULL,
previewicon tinytext NOT NULL,

PRIMARY KEY (uid),
KEY parent (pid)

# Table structure for table

CREATE TABLE tt_content (
tx templavoila ds varchar (100) DEFAULT '' NOT NULL,
tx templavoila to int(11) DEFAULT 'O' NOT NULL,
tx templavoila flex mediumtext NOT NULL,
tx templavoila pito int(11) DEFAULT '(O' NOT NULL
) i

More information about the process of upgrading TYPO3 can be found in the document "Installing and Upgrading TYPO3".

Versioning and Workspaces
Versioning in TYPO3

TYPO3 offers versioning of the database elements it manages. This versioning system allows you to work on future versions
of content without affecting the live content. It is used by workflow systems to offer a process for such content, going from
creation, editing to review and publishing (where the draft version is swapped with the live version).

Versioning is available in the core API by default, but to gain access to management tools you must install an extension, eg.
the system extension “versioning”.
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The versioning system offers three types of versioning fitting various scenarios:

e Element: A single database record from any table with versioning enabled is copied and configured as a future version of
the original element. Color code is light green.

e Page: A single page record is versioned and other content on the page (tables with “versioning_followPages” set in [ctrl])
is copied along. Color code is light blue.

® Branch: A single page record is versioned and subpages to a specified depth including content is copied along. Color
code is light red.

Here are some explanation why three types are necessary to gain the most flexibility:

“Element” versions are the most basic form and also the simplest. Whenever possible I would prefer this type because of the
simplicity. However “Element” versions cannot easily take their environment into account, but recent development (TYPO3
4.2+) also allows moving elements and pages now so its improving.

Changing the order of for example content elements on a page is a very common way to re-organize page content. Therefore
the versioning type “Page” means that some page content is copied along with the page version and thereby freely re-
arrangeable. Furthermore, the process of versioning is necessary only one time for the page and not for each element on it
that is changed. The downside to this method is that more content than necessary is copied and when the page versions are
swapped, the new content elements on the page will have different UIDs than the former (breaking all links with anchors or
“Insert Record”/TemplaVoila references to content elements on the former page ). The “Page” versioning type is most useful
for columns-based websites, while TemplaVoila based sites can benefit more from the element-based versioning, especially in
the context of workspaces where versioning is transparently done. Due to the recent development of moving for “"Element”
versioning “Page” versioning is obsolete and deprecated!

Finally, the “Branch” versioning type is used if you want to rework a whole branch of the page tree of a site. This gives you
flexibility in terms of adding, deleting, moving and copying elements around. But on the other hand you suffer the same
problems of “Page” versioning where you might break links and other id-references since all content below the versioned
page “root point” will be separate copies of original content without any references back to their originals. You will loose not
only anchor-point references but also links to page IDs! As it is right now I consider this type most useful for building new
sections of a website or major rearrangements of sections where these consequences are acceptable. Yet, it remains to be
seen what actual usage people will make of it. Due to the recent development of moving for “"Element” versioning "Branch”
versioning is obsolete and deprecated!

It is recommended not to use "Page” or "Branch” versioning, but "Element” versioning instead.

Versioning must be enabled on a per-table basis in the [ctrl] section of the $TCA array entry for a table. In addition a fixed set
of fields has to exist for the management of versions. All of these technical details are specified in the document “TYPO3 Core
API” where you will also find other in-depth information.

Future and past versions of records in TYPO3 remain in the same table as the live version. However, all “offline” versions will
have a pid value of "-1” which identifies them as “offline”. Further they have a field, “t3ver_oid” which points to their live
(“online”) version.

When a future/past version is swapped with the live version it is done by swapping all field values except the uid and pid
fields (and of course versioning related fields are manipulated according to their function). It means that online content is
always identified by the same id as before and therefore all references are kept intact (except content inside “Page” and
“Branch” versioning, see above).

Versioning is easy for existing elements. However, moving, creating and deleting poses other problems. This is solved the
following way:

® Deleting elements is done by actually creating a new version of the element and setting a flag in the new version
(t3ver_state=2) that indicates the live element must be deleted upon swapping the versions. Thus deletion is “scheduled”
to happen when the versions are swapped.

® Creating elements is done by first creating a placeholder element which is in fact live but carrying a flag (t3ver_state=1)
that makes it invisible online. Then a new version of this placeholder is made which is what is modified until published.

® Moving elements is done by first creating a placeholder element which is in fact live but carrying a flag (t3ver_state=3)
that makes it invisible online. It also has a field, “t3ver_move_id”, holding the uid of the record to move (source record).
In addition, a new version of the source record is made and has “t3ver_state” = 4 (move-to pointer). This version is
simply necessary in order for the versioning system to have something to publish for the move operation. So in summary,
two records are created for a move operation in a workspace: The placeholder (online, with state=3 and t3ver_move_id
set) and a new version (state=4) of the online source record (the one being moved).
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Unique fields like a page alias or user name are tricky in a versioning scenario because the publication process must perform
a check if the field is unique in the “Live” situation. The implications of implementing this means that we have chosen a
solution where unique fields are simply not swapped at all! It means that publication of a new version of a page cannot and
will not alter the alias of the live version. The “Live” unique value will remain until changed in the live version.

You can hide fields with the “unique” keyword when they are offline versions. This is done with the display condition:

'displayCond' => 'VERSION:IS:false',

When a new version of an element is created, its publishing counter (t3ver_count) is set to zero. This means its life cycle
state is interpreted as “Draft”; the element is in the pipeline to be published. When the element is published the life cycle
state is "Live” and when it is swapped out again the publishing counter will be incremented and the life cycle is interpreted as
“Archive”. Yet, the element can be continously published and unpublished and for each time the publishing counter will be
incremented, telling how many times an element has been online.

This is an overview of how permissions are handled in relation to versioning:
e Display

® Read permissions are evaluated based on the live version of pages (as the basic rule). The read permissions of the
offline page version in a workspace is not observed. (Reason: When for example the page tree is generated TYPO3
selects all live records and then looks for versioned overlays).

® Read permissions for new page versions of “branch” type is observed in eg. Web > List module. This is due to the fact
that the real ID of a “branch” type page is what the backend uses in the Web>List module while for “page” and
“Element” type versions the ID of the live record is used in which case the live records display-permissions is what gets
evaluated.

® Versioning records
® To create a new version the user must have read permission to the live record he requests to version
® A new version of a page will inherit the owner user, group and permission settings from the live record

® To create a "Page" or "Branch" version of a page requires read permission to all subpages. All records that should be
copied along with "Page" and "Branch" versions will be so regardless of the users table-modify permissions.

® Publishing version

® To publish, a user must have general publishing permission in the workspace, for instance be the owner of it or have
access to the Live workspace.

® In addition, the user must have read and edit access to the offline version being published plus edit access to the /ive
version that a publishing action will substitute!

® The permissions of a new version of a page follows the page when published.
e Editing records
® For all editing it is required that the stage of the versioned record (or root point) allows editing.
® Page records:
® Permission to edit is always evaluated based on the pages own permission settings and not the live records.
® Records from non-pages tables:
® "Element" versions: Always based on the live parent page.

® Live records inside a "Branch" or "Page" versioning type immediately under the root point depends on permissions
of the root point offline version.

® New records

® When new records are created with a version and live place holder the permissions depend on the live page under
which the record is created.

® Moving records

® Records can be moved as long as the source and destination root points has a stage that allows it.
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® New records created with a place holder element can be moved freely around except into other "Page" and "Branch"
versions.

® Generally, the stage of a moved record has to allow for editing plus regular permissions for moving are observed.
® Deleting records

@ If the record is inside a "Page" or "Branch" type version of a page, then it can be readily deleted if other permissions
allow, including stage of the root point.

@ If a record is outside a versioned branch and supports versioning it will be marked for deletion if all usual requirements
are fulfilled at the time of the delete request: Delete access to record, that no subpages are found if not recursive
deletion is enabled and no disallowed table records are found. As soon as the record is marked for deletion any
change to the record and subpages that would otherwise prevent deletion for the user will not be effective: The record
will be deleted upon publication!

e If you try to delete a Live record for which a version is found in the workspace, that version is deleted instead.

® Detaching versions from a workspace and raising stage of versions can be done as long as the user has edit permission to
the record.

Workspaces

One problem with raw versioning is that it easily requires a lot of administration and awareness from users. For instance, an
author has to consciously create a new version of a page or content element before he must edit it. Maybe he forgets. So
either he makes a change live or - if TYPO3 is configured for it - he will be denied access to editing but frustrated over an
error message. Further, keeping track of versions across the system might be difficult since changes are often made at
various places and should be published together.

Some of these problems are fixed when elements are always processed with a workflow that keeps track of them. But a
workflow process might be too rigid for scenarios where a group of editors are concerned with the site content broadly and
not the narrow scope of an element centred workflow.

Furthermore, the preview of future content is hard to implement unless you require people to request a preview of each
individual new version - but most often they like to see the combined impact of all future versions!

The concept of workspaces is the answer. Workspaces puts versioning into action in a very usable and transparent way
offering all the flexibility from live editing but without sacrificing the important control of content publishing and review.

A workspace is a state in the backend of TYPO3. Basically there are three types of workspaces:

® LIVE workspace: This is exactly the state TYPO3 has always been in. Any change you make will be instantly live. Nothing
has changed, it just got a name.

o Draft workspace: When a user selects the draft workspace new rules apply to anything he does in the backend:
o Draft: Any change he tries to make will not affect the live website. It's a safe playground.

® Transparent versioning: He can edit pages and elements because a new version is made automatically and attached to
the workspace. No training needed, no administrative overhead!

® Previewing: Visiting the frontend website will display it as it will appear when all versions in the workspace is
eventually published (switch enable/disable this feature).

® Overview of changes: The workspace manager module gives a clear overview of all changes that has been made
inside the workspace across the site. This gives unparalleled control before publishing the content live.

@ Constraints: Only tables that support versioning can be edited. All management of files in fileadmin/ is disabled
because they may affect the live website and thus would break the principle of “safe playground”.

® Custom workspaces:

e® Inherits all properties of the default “Draft workspace” but can be configured additionally with owners, members and
reviewers plus database- and file mounts plus other settings. A custom workspace is a great way to do team-based
maintenance of (a section of) the website including a basic implementation of workflow states with editor-reviewer-
publisher.
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® Some of the constraints of the default draft workspace can be eased up a bit by configuration; For instance records
that does not support versioning can be allowed to be edited and file mounts can be defined inside of which files can
be managed.

A draft workspace is a container for draft versions of content. Each versionable element can have zero or 1 version in a
workspace (versions are attached to workspaces with a relation in the field “t3ver_wsid”). The fact that there can be only one
new version of any element in a draft workspace makes in unambiguous which version to edit, preview and publish.

Analogy: The concept of workspaces can be compared with how CVS works for programmers; You check out the current
source to your local computer (= entering a draft workspace), then you can change any script you like on your local computer
(= transparent editing in the workspace), run tests of the changed code scripts (= previewing the workspace in the

frontend) , compare the changes you made with the source in CVS (= using the Workspace Manager modules overview to
review the complete amount of changes made) and eventually you commit the changes to CVS (= publishing the content of
the workspace).

There are two ways to publish an element in a workspace; publish or swap. In both cases the draft content is published live.
But when swapping it means the current live element is attached to the workspace when taken offline. This is contrary to the
publish mode which pushes the live item out of any workspace and “into the archive”.

The swapping mode is useful if you have a temporary campaign, say a christmas special frontpage and website section. You
create the christmas edition in a custom workspace and two weeks before christmas you swap in the christmas edition. All
normal pages and elements that were unpublished are now in the workspace, waiting for christmas to pass by and eventually
the old frontpage etc. will be swapped back in. The christmas edition is now back in the workspace and ready for next year.

I would like to more clearly describe the various workspace types, their differences and applications:

Topic Live workspace Draft workspace (default) Custom workspaces
Access Users and groups must be Users and groups must be Granted through the workspace configuration
specifically allowed access to the specifically allowed access to the which includes:
Live workspace. Draft workspace. - A list of editors (users and/or groups)
(Checkboxes in user/group record) | (Checkboxes in user/group record) - A list of reviewers (users and/or groups)

- Owner users (initial creator)
(For upgrades from pre-4.0 versions
this is done by default).

Editing Live content Draft versions of live content Draft versions of live content

Option: To allow editing of tables without
versioning available.

DB mounts | From user profile From user profile Specific DB mounts can be specified in which
case they will overrule DB mounts from user
profiles.

Specific DB mounts are required to be within
the DB mounts from the user profile (for
security reasons)

If no DB mounts specified for workspace, user
profile mounts are used (default)

File mounts From user profile None available. All file manipulation By default, none is available due to same
access is banned! (Otherwise principle as for Draft workspace.
violation of “draft principle”) Optionally, file mounts can be specified for
convenience reasons.

Scheduled N/A N/A If CLI-script is configured in cronjob you can

publishing specify publishing date/time down to the
minute. You can also specify an unpublish time
which requires the use of swapping as
publishing type.
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Topic Live workspace

Reviewing Only through a separate workflow
system.

Publishing | No limitations. Content can be
(For all: edited live and even content from
Requires edit | other workspaces can be published
access to live | through the versioning API

element) regardless of stage.
Settings N/A

Auto N/A

versioning

Swapping N/A

Versioning | All

types

Other notes

Inside TYPO3 - doc_core_inside Versioning and Workspaces

Draft workspace (default)

q

Content can be raised from “Editing”
stage through “Review” to “Publish”.
However, the state does not impose
any limitations on editing and
publication of workspace contents.

All users with access to Live
workspace is able to publish.

N/A

Yes

Yes
All

Module
access of user. See description elsewhere in this document.
Usage Administrative purposes. First

creation of site.

Everyday maintenance for trusted
editors.

Custom workspaces

Members can raise content from “Editing”
stage to “Review”. Members can only edit
content when its in “Editing stage” (or
“Rejected”)

Reviewers can raise the content from
“Editing” stage to “"Review"” stage to “Publish” -
or they can reject content back to editing.
Reviewers can only edit content in these
modes.

Owners can operate all states of course.
Owners are the only ones to edit content when
in “Publish” mode. Thus “Publish” mode
provides protection for content awaiting
publication.

The “Rejected” flag is reset automatically when
editing occurs on a rejected element.

Options available for automatic email
notification between the roles.

Workspace owners can publish (even without
access to Live workspace).

Reviewers/Members cannot publish unless they
have access to online workspace as well (this
default behaviour can be disabled).

Option: Restrict publishing to elements in
"Publish" stage only.

Users with permission to create a custom
workspace can do so.

Workspace owners can add other owners,
reviewers and editors and change all workspace
properties.

Yes, but can be disabled so a conscious
versioning actions is required.

Yes, but can be disabled.

All, but you can disable any of the types
“Element”, “Page” and “Branch”.

Custom workspaces has a freeze flag that will
shut down any update/edit/copy/move/delete
etc. command in the workspace until it is unset
again.

All backend modules can specify $MCONF['workspaces'] = “[online,offline,custom]” to limit access based current workspace

Specific projects on a site branch. Simple
review-cycles. Informal team-work on site
maintenance.

Generally, “admin” users have access to all functionality as usual.

Since workspaces implies transparent support all over the backend and frontend it means that extensions must be
programmed with this in mind. Although the ideal is complete transparency in backend and perfect previews in the frontend
this is almost impossible to obtain. But a high level of consistency can be obtained by using API functions in TYPO3. These
functions and the challenges they are invented to answer are discussed in “TYPO3 Core API".

Using versioning and workspaces

This section shortly covers the workspace related features in the backend with a visual tour-de-force.

Most significantly workspaces have a selector box in the lower right corner of the backend. The shortcut frame is permanently
visible for users unless disabled by Page TSconfig:
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Frontend Preview: Iu'_ ‘:&I [Draft workspace] ll

In this selector box the backend user chooses between the workspaces available to him. The whole backend reloads each
time he changes workspace. This is necessary because the backend might be differently composed depending on the
workspace the user is in.

The workspace is reflected in the top of the page tree:

&% Web = c,:-L[DI'af't workspace]
El Page E..;@T‘(POB Tastsite
[E1Page ED Intro

By default the "Live" workspace is not, but this is easily configured with User TSconfig:
"options.pageTree.onlineWorkspacelnfo = 1"

C«:‘i @ [LIVE warkspace]

E-PTYPO3 Testsite
Elrhl Intro
When you are in a draft workspace you will find a "New version" button in various modules, including Web > Page:
[=5 Pagecontent

Warkspaca: "Draft" HMNew version of page I

Clicking this button will create a new "Page" type version of the page. In the page tree "Page" type versions are
highlighted with a blue background color. This means the page header is versioned and content elements on the page is
copied along. (See previously for a description of this versioning type). This type of versioning offers the flexibility to
rearrange content elements between the columns of a page.

cj;-.‘[DraFt waorkspacea]
E..@T\(poa Testsite
E‘D Intra
: ED Startpage
! @3 ceontent elements

The module Web > Versioning allows you to monitor the versioning of elements on a specific page:
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VYersioning

Controls:

D G, Intro
Path: /Intra/
I_ Show difference view Publish page I Swap page Refrash
Send all to Review
WORKSPACE MANAGEMENT
Online Version: Offline Versions:
1.1 [ Startpage 1.2 [ Startpage
-----Epellentesque vitae elit ut ped.., -----E'\Fwamus parttitor ornare enirm R
L EHFIRST TEST: Does the menu show.., L EZHFIRST TEST: Does the menu show... 4'E
ELagin [ELagin B
-@User lagin -EUEEI' lagin U
5-----EYGL| can also register a new us... §-----EYou can also register a new us... ?iﬁ
Elnsmted recaords Elnseﬂ:ed records ?iﬁ
L. [EE] TEXT BASED TEMPLATE . [EE TEXT BASED TEMPLATE e

This view shows you the live version (sometimes called "Online") and the draft version (sometimes called "Offline") in a

[T 4| M |@IETBA (Page]

comparison view which helps you to understand what has changed in the draft version. You can also raise the stage of the

content for review, you can publish, preview etc.

Instead of explicitly creating a "Page" type version of the page you can also go ahead and just edit the elements on the page.

Transparently an edited element will be versioned and highlighted with green background to reflect the new state. In the
page tree a page containing versioned elements will be highlighted with light yellow:

é[Dra'Ft warkspace] -
E-EPTYPOE Testsite

=8 D Intro

‘ E| D Startpage
; D Content elements

.@ Back to Startpage

@ Another site...

% User registration

D Another site in the same datab...
D Phote marathen (Example)
D TypoScript examples

.@ General User Storage

@ Garbage

= &, Content elements

Path: /Intro/Startpage/Content element.. ./

BiEkpy Q)

[#5 Pagecontent

Waorkspace: "Draft" Versions found on page, no "Page™ versioning possible

I Columns

Edit page header Move page New page Mew content
NORMAL
k=
= Text Duis bibendum quam lacinia mi
i IR P Yau can write your content here, In the backend

=%

[(TYPOZ interface) you'll see this text in a field like

this:

In case you also version the page header it will become green in the page tree (here I changed the page title to "Sed non

tellus"):

q;L[Draf't workspace] -
E..@.Tvpoa Testsite
E'D Intra
E| D Startpage
D Sed non tellus
D Images
&QUSER

-l Back to Startpage

@ Another site..

Ié"l User registration

D Another site in the same datab...
D Phota marathon (Example)
D TypoScipt examples

..... .@ General User Storage

D 3, Sed non tellus
Path: /Intro/Startpage/Sed non tallus/

BiEpny Q)

[=5 Pagecontent

I Columns

Edit page header | Move page Mew page Mew content
NORMAL
=]
[ES Text Duis bibendum quam lacinia mi
e xl=lm You can write your content here, In the backend

(TYPOZ interface) you'll sea this text in a field like

this:

=%

82



TY P03 Inside TYPO3 - doc_core_inside Versioning and Workspaces

Using the Web > Versioning module you will see the workspace content for the page. Obviously the page and one content
element is found in draft versions in the workspace:

WORKSPACE MANAGEMENT

Online Version: Offline Yersions: Controls:
1.0 D Content elerments 1.1 D Sed non tellus :m:l I"II:IEI%EQ [Elerment]
1.0 [EHHi there! 1.1 [EEDuis bibendurm guarn lacinia mi :m:l F‘IFEIEI%E [Elermeant]

Comparing this view with the previous example where the page was versioned as a "Page" version you will now see that only
changed elements appear, not every content element from the page. This type is called "Element" versioning and offers no
flexibility in terms of rearranging element but benefits from maintaining all ids and being more straight forward to work with.

If you wish to compare changes in the content between the live and draft version you simply enable "Show difference view"
and the display is updated to this:

qu_ Show difference view Publish page I Swap page Refresh

Send all to Review

WORKSPACE MANAGEMENT

Online Version: Offline Versions: Controls:
1.0 [2] Content elements 1.1 [Z] Sed non tellus =R~ | R l&E] %R [Element]
Difference to live element:
32% change:
Fieldname: Colored diff-wiew:
Pagetitle: Content elements
Sed non tellus
Access:
Page
Template
Structure:
Subpages
- Page
Template
Structure:
1.0 [Z=Hi there! 1.1 [EDuis bibendum quam lacinia mi *[EELE~] F2IE]% ] [Element]
Difference to live element:
10% change:
Fieldname: Colored diff-wiew:
Header: Hi there! Duis
bibendurm quam
lacinia mi
Access!

This gives a reviewer a clear idea of the changes that has been performed. The red text is what was removed, the green text
is what was added. A click on the button "Send all to Review" will raise the "Editing" stage to "Review" stage. "Publish page" /
"Swap page" will perform publishing of all listed elements in the view (unless restrictions apply which is the case if the
individual publish/swap buttons for each element is missing).

Finally, you can also create a "Branch" type version of the page. This will copy not only the page and its content elements
but the whole subtree under the page. In order to do so, click the icon of a page, select "Versioning" and in the "Versioning"
view you can create a new "Branch" version:
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Versioning

D 4, Startpage
Path: /IntrofStartpagef

&QUSER

Tide UID ocid id wsid state stage count pid t3ver_label Diff

FREOER userR'd o o0 o 0 0 1% » |9

CREATE MEW VERSION

Label: I
EBl'anch: All subpages j

Create new version I

The page tree is now updated to look like this. The darker red page is the root point of the "Branch" version while the lighter

red pages is the individual page tree belonging to that version. This type of versioning offers the flexibility to rearrange pages
in a branch.

é..]@usm

o D Welcome!
@ Back to Startpage
[ Another site...

The Web > Versioning module displays the "Branch" version like this:

Iv_Show difference view Publish page | Swap page I Refrash |

Send all to Review |

WORKSPACE MANAGEMENT

Workspace: "Draft" Inside branch, no further versioning pessible

Online Version: Offline Versions: Controls:
1.0 @USER 1.1 @Pellentes ue et sem d - H_I':I ID‘BQ [Branch]
E User protected content Difference to live element:

i--[E53Test of included content 28% change:
D Welcame! aQ Fieldname: Colored diff-view:

Pagetitle: USER Pellentesque et sem

EHl user of this website

Page
Template
Structure:
Subpages
- Page
Template
Structure:

=User protected content B Fieldname: Colored diff-view:

Access!

E-----Epl'aesent quis turpis vitae mau.., %E 13% change:

Fieldname: Colored diff-view:

Header: Test of included
content Praesent
quis turpis vitae
mauris ultricies

eleifend
Access:
D Welcome! B&2 Fieldname: Colored diff-view:
Access:

1] [E={Hi user of this website B

Fieldname: Colored diff-view:

Access:

When you deal with "Branch" versions you will find a special token, #VEP# in the visual page path in backend modules. This
token indicates where the branch point is in the path:

D otrofStartpage/Pellentesque et [#VEP#]/Welcomelf
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The Workspace Manager is available by clicking the workspace-icon next to the workspace selector in the lower right
corner of the backend. Or you can access it as the module User > Workspace:

|ﬂ User =
& Task center

i3 Workspace

The Workspace Manager is the extended version of "Web > Versioning" where you will get an overview of the full workspace
content. All versions in the workspace are shown here, can be previewed, managed and published due to your permissions:

| Review and Publish I Waorkspace List]

Wk o7t vrkspace]
In the Draft workspace all changes will be made as new versions of the live content. Changes can be previewed,
reviewed and eventually published live.

_I Ha diff. ;I I_ Show sub-elements - Publish workspace Swap workspace
_Access level: admin

Pagetree: Online Version: Offline Versions: Stage: Publish: Lifecycle:
I% Intro
[ startpage 1.1 [ Startpage 1.2 [2] Startpage I - e || BB [page]  Draft
b {Sub elements] E-----fSu.b alameants  click for datails]
@ Content elements 1.0 @ Content elerments 1.1 @ Sed non tellus ;m:l P—IPIHI%EQ [Elernent] Draft
1.0 [E5Hi there! 1.1 E=lDuis bibendum guam lacinia mi *[FERE~] ##|% %€ (Element] Draft
[Euser 1.0 @USER 1.1 I%ﬂellentes ue et sem [T~ B & BB [Branch] Draft
o/ Sub elemants] L. fSub slaments click for details]

Previewing content in the workspace is easy. Generally, you can enable "Frontend Preview" from the checkbox next to the
workspace selector in the lower right corner of the backend interface. This will reflect the workspace changes when browsing
the frontend website as long as you are logged in as a backend user.

Frontend Preview: |u'_ 6' [Dr:
Alternatively, you use the Web > View module:

Click the page with versioned content in the page tree...
T :

|§| Sed non tellus

My T o o -
... and you will be able to preview the draft content:

.. A

Sed non tellus Duis bibendum quam lacinia mi#

‘You can write your content here. In the backend (TYPO3 interface) you'l see this text
in a field like this: &

When you see a preview of a workspace in the frontend you will always be notified by the red box in the bottom of the page:
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You can also click the magnifying-glass found many places in the backend. When you do that in a workspace you will get a
special dual-view of the Live and Draft content combined with access to the Web > Versioning module for easy approval or
publication:

Fle Edit Vew Go Bookmarks Tools Help

iz E> z g (,\{2 ID hitp:ifarmelieftyposidevitestsitaftypod/mads |_preview phptid=2 _vJ @ co I?O'
wasable' E?_:}JCSS' EForms' #% Images~ olnf’ermationv [Z] Miscellaneous EQOUtIine' (A resizer %Toolsv View Source 'ﬁ‘_.E-IOptionsv | o @

@ G, Startpage

Path: /Intro/Startpage/

Publish page I Swap page Refrash Send all to Review

WORKSPACE MANAGEMENT

Show all information

Content elements Hi there!

You can write your content here. In the backend (TYPO3 interface) you'll} Offline Versions:
in a field like this: 1.1 [3] Sed nen tellus
Difference to live el
32% change:

~[EITRA| ezl B e

Pagecontent [3] - Thiz iz page 1
IText .vl

nan tellus

Access:

#[Hi thera!

Page
Termplate

Kl
Workspace Version (-1): Structure;

r Subpages
| ’ . _ = = - Page

Template
Structure:

1,1 [E=Duis bibendum guam lacinia mi i Ediitin ol ks ke i PN AR

Difference to live el

Sed non tellus Duis bibendum quam lacinia mi¥

You can write your content here. In the backend (TYPO3 interface) you'l |
in a field like this: & :

quam lacinia mi

Access!

Pagecontent [3] - This is page 1
IText 'v-l
i there! Ad|

vl [

Done

By default you can use the "Draft workspace" for ad-hoc jobs that doesn't require strict control over review processes etc. In
case you need teams of people with various roles such as author, reviewer and publisher you can create a custom
workspace. By doing so you can customize roles, permissions and other features to suit your needs:

TEEE T T

t News Writers
‘ upload_dir

Filemount (1) [F»
LABEL: i
&2 user Upload

Workspace (1) [
Title: G
@ Testspace

The custom Workspace is adequately described in the content sensitive help so no more details will be given here.
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The workspace technology offers a simple scheme for staging content through review to publication. In the Workspace
Manager or Web > Versioning module you can "raise content " to the next level and attach a comment while doing so:

Offline ¥Yersions: Stage: Publish:
1.2 [ Startpage Jd E dlitin gl s = il s =22
ks J L [Sub slaments, click for datails]

. & http:liamelie 01X a] wl=[@% B
_ A | = w5 e
= Comment tor Rewviewer:

(i) =] HElEEeR

Hey Horner, pls. check the wording of the page

Cancel (o] 4 |

The stage is raised to "Review" and will be reflected in the interface:

Stage: I

hdr evievie FEDN

Likewise you can take the next step to "Publish" at which point the the workspace owner (of custom workspaces) can
uncritically publish assuming the review process has caught any problems - or the workspace owner can act as a final level of

review:

x (2] I"IF:IWJDEQ [Fage] Draft
07-11-05 14:20: "admin" sent element to "Review"
User Camment: Hey Homer, pls. check the wording of the page

07-11-05 14:20; "admin" approved for "Publish"

In case the reviewer or owner finds reasons to reject the content they can do so with an explanation going to the editor:

v fttp:liamelie [B]x]

1 = Please explain why you reject:

: Sarry, you have to spell TYPO 32 in uppercase!!

Cancel [+] 4

At any time a mouse-over on the Stage control will display the log of events:
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FBEEEE 4| (3) *|EIH OB [Page]  Draft

07-11-05 14:20: "admin" sent elermeant to "Raview"
User Camment: Hey Homer, pis. check the wording of the page

07-11-05 14:20: "admin" approved for "Publish"

07-11-05 14:22: "admin" rejected element!
User Camrment: Sorry, you have fo spall TYPO3 in uppercassi!
Notice: The stage feature is only subject to access restrictions inside custom workspaces. In Live and the default Draft

workspace the feature is available as a state any user can set and final publishing does not require the "Publish" stage to be
reached for any content.

Publishing content from a workspace can either be done with individual elements, pages including elements or the whole
workspace at once. Publishing the full workspace is available from the top of the Workspace Manager:

I Publish workspace I Swap workspace I

# = FEIEBSA [page]  Draft

HEIEI%EQ [Element] Published 3 times
HEIEI%E [Elerment] Draft

l"I kﬂIﬁID‘E[’Sk [Branch] DOraft

For each element in the list you can access control buttons for publish, swap, release from workspace, edit element, view
change history and preview.

Next to the control buttons you see the Lifecycle of content. In the screenshot one of the elements is different from the
others: It turns out that this element has actually been published three times. This is possible if the "Swap workspace"
buttons are used; They will simply swap the live version with the draft version so that the Live version is taken back into the

workspace in exchange. Doing this a few times forth and back will increase the lifecycle counter beyond the otherwise most
common state which is "Archive" (published one time).

The other elements shown are all in "Draft" state meaning they have not been published live - yet.

In the Workspace Manager you can also enable display of sub-elements for "Page" and "Branch" versioning types:

Iv‘_ Show sub-elements -

This will provide you with a threaded display of the versioned content:
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Pagetree: Online Yersion: Offline Versions:
D Intra
D Startpage 1.1 D Startpage 1.2 D Startpage
[E=Pellentesque vitae elit ut ped... ?.....EVivamus porttitor ornare enim YE
-EFIRST TEST: Does the menu show... --EFIRST TEST: Does the menu show.,, %8
ifaz|Login ifz|Login YE
mUser lagin mUser lagin B
E\'bu can also register a new us... E\'bu can also register a new us... %E
-@Inseﬂ:ed recards : --@Inseﬂ:ed recards SR
L JEHTEXT BASED TEMPLATE L JEHTEXT BASED TEMPLATE e
D Content elements 1.0 D Content elements 1.1 D Sed nan tellus
1.0 EHi there! 1.1 EDuis bibendum gquam lacinia mi
[Euser 1.0 [[Fuser 1.1 [{FPellentesque et semn
; User protected content ; User protected content ?}E
[E5jTest of included content [E5|Praesent quis turpis vitas mau... BRE
D Welcome! Q D Welcome! DEQ
. [ESHi user of this website S8

Another feature is to enable difference view in the Workspace Manager. By doing so you will see every element compared
to its live counterpart (if available) and it will be clear to you what changes has been made:

IShD'.-.' diff. inline j

Pagetree: Online Yersion: Offline Yersions:
D Intro
D Startpage 1.1 D Startpage 1.2 D Startpage L\i)l:omplete match on editable fislds.

i/ Sub elements]

LofSub elements, click for details |

D Caontent elements 1.0 D Content slements 1.1 D Sed non tellus |22% change:
Fieldname:
Pagetitla:
Access!:

Page Template Structure:

Subpages - Page Template Structure:

Colored diff-view:

Content elerments Sed non tellus

1.0 E=Hi there! 1.1 [E=Duis bibendum guarn lacinia mi (10% change:

Fieldname:

Colored diff-view:

Hi there! Duis bibendurm quarm lacinia mi

Header:

Accass:
Iggusm 1.0 ||§L.|SER 1.1 Iggpellentes ue et semn [28% change:
L fSub alements] Fieldname:

Pagetitle:

Page Template Structure:
Subpages - Page Template Structure:

Colored diff-wiew:

USER Pellentesque et sem

LofSub elements, click for details |

The system log will also reflect operations in the workspace. The "User" column is tagged with the workspace in which the

action took place:

07-11-03

Time User Type E Action Details

14:22 admin@Draft DB [1_0] Swapping successful for table "pages"” uid 2=>392

g g g g Swapping successful for table "pages" uid 2=»>392
Swapping successful for table "pages" uid 2=»>392
Swapping successful for table "pages" uid 2=»>392
Swapping successful for table "pages" uid 2=»>392

g g g g Swapping successful for table "pages" uid 2=»>392

14:22 g [1_8] Stage raised... (msg#1.6.30)

g g [1_0] Stage for record was changed to -1, Comment was

uppercase!l"

i "Saorry, you have to spell TYPO3Z in
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Setting up access to workspaces: For the Live and default Draft workspace you will have to configure this in the Backend
User and Group records by checkboxes:

Workspace permissions:

[ Edit Live {Online)

[« Edit Draft {Offline)
_I_Create new workspace projects

In the Tools > User Admin module this is also reflected in the comparison view:

Usermames: Workspace permissions:
ﬁ admin % &ZmED] Edit Live (Online)

ﬁ news article % ZmEn]

ﬂ news editor B #mEY

a news news ﬂ"ﬁﬂﬁi’

a reviewear ﬂ%ﬂ'ﬁ'

a template be test []%ZEmE]
a template news 0% #mEY

™ be test A% 2%ED Edit Draft (Offline)

For custom workspaces users are assigned membership directly in the configuration record of the workspace:

.ﬂmers:

news_editar il - a news_aditar /4]
- -
hd|

a Backend user

Memhers:
be_test a| - a be_test (707
Mews Writers hl % Mews Writers /2]

=
a Backend user
@ Backend usergroup

Reviewers:

Article Writers = % Article Writers /4]
-
b

a Backend user
@ Backend usergroup

Tip: Although the default settings for upgraded websites will be that all users and groups have access to the Live workspace
the intention of the workspace technology is that in most typical cases the average backend user only works in a draft
workspace and therefore cannot change live content before a supervisor with access to the Live workspace will enter the
backend and publish the workspace content.

Creating new content: The workspace technology is aimed at being so tough that even a complete website can be built
from scratch without changing any live content. Here the Draft Workspace is used to build a complete page structure and
dummy content. In the workspace everything looks like if it was live, even when previewed in the frontend with Web > View.
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|¢[Draﬂ workspace]

By TYPo2
E"% Start of website

E| % Mauris vulputate
Poil @ Integer suscipit
i @ Duis erat

E| % Vivamus accurmsan
: L @ Etiam quis dui
b % Prain ultricies

_'H BReload the tree from server

13 Workspace

[FlLog

About modules

vManual

g Expand all

= G Start of website Colurnns %
Path: /Start of websit.../
BiEEa% )
[=5] Pagecontent
Edit page header | Move page | MNew page | Mew cantent I
!5@
S Text Cras euismod turpis at dolor
= P ) This is my text!

Another line of stuff
And this is a line ofasd fsadf

Edit in Rich Text Editar I

Index: Yes

Index: Yes

i . :
Integer nulla lea, dignissim ut, lacrest nan, neanummy
ac, purus.

[# show hidden content elements

1
Changing to the Live workspace reveals a set of placeholder records. These are necessary to reserve the future position for
the new content in the workspace. However, those placeholders are ignored in the live workspace frontend and will therefore

not affect any live content.

= @mwos
O Page = PLACEHOLDER, WS#-1]

& view [PLACEHOLDER, WS#-1]
Bl PLACEHOLDER, WS#-1]
0l 1nfe PLACEHOLDER, WS#-1]
W Access [PLACEHOLDER, WS#-1]
EFunctions PLACEHOLDER, WS#-1]
VB Ternplate [PLACEHOLDER, WS#-1]
BB versioning _"",J Eeload the tree fram server
E—

Filelist

Q [PLACEHOLDER, WS#-1]
Path: /[PLACEHOLDER, W.../
BlEmy

[Z5] Pagecontent

=%

I Columns

Select version: I IMITIAL PLACEHOLDER [v#0, WS:-1] =>0ONLINE== ;I ONLINE

Hew content I

=

Edit page header I Move page I Mew page I

e

=

b= M
Indesx: Yes
[PLACEHOLDER, WS#-1]

Edit in Rich Text Editor |

Index: Yes

IPLACEHOLDER, WS#-1]

Edit in Rich Text Editor |

[~ Show hidden content elements

The Web > List module shows the same reflection. In the screenshot below you can see how pages, content elements,
localized versions of content elements, page language overlays and even TypoScript Templates are created as versions in the

workspace:
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{Start of websit.../ Q%@ﬂ}gﬂ
Page (2)
Pagetitle: L]
Mauris vulputate G REAELINE =zima Ei
Wivarmus accurnsan GRS al - sm ax B
Proin ultricies G REAELIREma =mar EL
Pagecontent (2]
Header: [Localization] Localize to: 38
Cras euismod turpis at delor Default QREOEE AT E %
E Etiam interdum purus eget orci == Danish Q%E}DElaﬁ s g .:'1’::-
Phasellus pharetra blandit est Default AuEdElas T BX
E3 Maecenas semper diam at mi B e Danish e ELEy Zm Bk
Alternative Page Language (1)
Pagetitla: i
Curabitur enim % HElag B i
Template (2)
Termplate title: i
MEW SITE, based on standard QHBy =Hzw B
Extension template HEHBEA AT E]

In the Live workspace this is reflected like this by the "invisible" placeholders:

® [PLACEHOLDER, W.../

Sel

=
]
=

LTS e o N

ect varsion: | IMITIAL PLACEHOLDER [v#0, W5:-1] ==QNHLINE== OMNLINE

Page (3)
Pagetitle:
[FLACEHOLDER, WS#-1]

[PLACEHOLDER, WS#-1]
[PLACEHOLDER, WS#-1]
Pagecontent (2)
Header: [Localization]

[PLACEHOLDER, WS#-1] Default

x .
[PLACEHOLDER, WS#-1] == Danish
[PLACEHOLDER, WS#-1] Default

¥ [PLACEHOLDER, WS#-1]  B&= Danish

Alternative Page Language (1)

Pagetitle: k|

[PLACEHOLDER, WS#-1]

Template (2)

iy

QALYEO80n -dA=xTmd EBX
Q%R OB A =T Ay BE
AU BIEnA =T B

Localize ta: %3
QAuB0RLE -zm Bk
AYE09rE AT Bi
QB0 RLEa Zm B
AuE0frE g Bi

TABLT BEE

Termplate title: ?ﬁ
[FLACEHOLDER, WS#-1] HHELE AT EBE
[FLACEHOLDER, WS#-1] wHELEa =g EBX

By publication of the workspace these placeholders are substituted with the new versions from the workspace.

Managing custom workspaces: [This section still misses introduction to the yet missing workspace administration

interface in the Workspace Manager.]
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Localization
Strategy

Internationalization (i18n) and localization (110n) issues are handled by the "language" class included by the "template.php"
file and instantiated as the global variable $LANG in the backend.

The strategy of localization in TYPO3 is to translate all the parts of the TYPO3 Backend (TBE) interface which are available to
everyday users of the CMS such as content editors, contributors, and to a certain extend, administrators. However all
developer/admin-parts should remain in English.

The reason for keeping the adminstrator/developer parts in English is that those parts change and expand too quickly. Further
it would be a huge task to both implement and translate. And the most important reason is that we want to keep a common
vocabulary between developers in the international TYPO3 developer community. So in fact there are strong reasons for not
translating the whole system into local languages!

Character sets

Currently, local charsets are used by default inside TYPO3. However it is highly recommended to set
$TYPO3_CONF_VARS['BE']['forceCharset'] = "utf-8" which will force the backend to run in utf-8 regardless of "native" charset.
Forcing the charset to "utf-8" also means that all content in the database will be managed in "utf-8" and you might corrupt
existing data if you set it after having added content in another charset.

How translations are handled by the system

Here is the basic facts about TYPO3s technology to handle localization of the backend interface:
« Default language: The default language of TYPO3 is English. (Please respect this in extensions as welll)

+ Alternative languages: The list of available system languages is defined in the constant TYPO3_languages
(hardcoded/defined in config_default.php). This "list" is two-char identification codes representing languages. The code
usually reflects a ccTLD related to the language but can be any unique 2-char combination.

« Label files: All labels for the backend (and frontend) are stored in “locallang-XML" (IIXML) files located in extensions.
They are named according to the scheme “locallang*.xml”. The default labels must be english! The system extension
“lang” contains labels for the core system.

»  Notice: "locallang*.php" files is an old alternative still supported but deprecated; They contain the $LOCAL_LANG array
in a PHP script which is simply included. Old “locallang.php” files can be converted to IIXML files using the extension
“extdeveval”

* Localization methods: The "language" class (from sysext/lang/lang.php) contains methods for requesting labels out of
IIXML files in the backend (such as getLL() and sL()). The language class also contains an instance of the class "t3lib_cs"

where the charsets used for each language are defined. The charset is detected by the "template" class and automatically
set for the documents in the backend.

+ Translation of IIXML files: On a local system this is handled by the extension “lixmltranslate”. Unless the IIXML files
contains inline translation or a specific reference to an external file, the “lixmltranslate” tool will write the translation to a
corresponding filename in “typo3conf/I10n/[language key]/[extension key]” (recommended).

+ Language packs: Due to the large amount of languages for TYPO3 (more than 40) all IIXML files in the core and
extensions should contain only the default english labels. If no entry is found in the main file for translations,
automatically a translation is looked for in “typo3conf/I10n/[language key]/[extension key]"”. The directory
“typo3conf/lI10n/[language key]/” is called the “language pack”.

For more detailed information about Frontend localization in TYPO3, please refer to the document "Frontend Localization
Guide" (doc_l10nguide).

Helping translating TYPO3?

Regardless of whether you want to help with an existing language or add a new language you must subscribe to the
“translator” mailing list! That's rule number 1. Start out by announcing yourself and your intention on that list!

Introduce a new language in TYPO3

If you wish to add a new language to TYPO3, follow these steps:

« First, a 2-char unique language key not yet used (Current Language key list: see t3lib/stddb/tbl_be.php:be_users:lang)
and charset (utf-8 is default) must be agreed upon.
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» Contact a core developer and ask him to add the language key to the core. The steps for doing this is defined inside
t3lib/config_default.php in a comment just above the definition of the constant “TYPO3_languages”.

» As soon as the language is added to the core you can start translation using the extension “lixmltranslate” running on the
new core. The language pack is automatically created in “typo3conf/I10n/[new language key]/”

Translation teamwork?

Most likely you would like to translate TYPO3 with help from other native speakers from the community. These are the
options:

e Set up your own translation server:
« Install TYPO3 and add those extensions you would like to support in you translation
+ Install “lixmltranslate” and use the backend module “lIXML” for translation
« Add user accounts for other translators (set their backend language to the language they are supposed to translate)
* The result - the language pack in “typo3conf/I10n/[language key]/” is ready for distribution.

* Pro: You have maximum freedom to keep the translation up-to-date with current core and extensions. You can
distrubute the language pack as you like.

« Con: You have to intiate the technical set up yourself.
« Use official translation server:
+ Get URL, username and password from translator newsgroup.

« If the language is just added you will have to wait until Kasper announces that the translation server is updated with
the new core.

* Pro: Easy solution, don't have to install TYPO3 yourself.

« Con: You must accept long times between core updates to that server and cannot distrubute your work yourself.

Distribution of and contribution to language packs

This is still an open question at this point. The basic technical nature of a language pack is simply that it is a directory in
typo3conf/I10n/ inside of which locallang-xml files are found in folders according to the position of their main file.

Scheme: “typo3conf/I10n/[lang]/[extkey]/[dir]+[filename]”
This leaves various possibilities of distribution and cooperation:

« ZIP archives (download)? Language packs can be distributed as a zip file contain translations for any number of
extensions. Installation of a language pack is no harder than unzipping a file in the right directory. Groups of extensions
(like the core) can come bundled together or extensions can be packed alone. There is currently no public download place
for such archives.

+ EM support? One could imagine that support was built into the Extension Manager:

+ Download: EM could traverse all installed extensions for locallang*.xml files and send a http-request to some
repository for possible translations located there, then writing them into typo3conf/I10n/. EM could even do this
transparently based on a configuration of which language packs are wanted for the installation.

» Upload: EM could offer to upload local translations of extensions to a localization repository. This could be the
solution for distributed translation of un-common extensions since typically one can expect the users of an extension
to translate it if not already done - and thus, with a click of a button they might wish to share it.

« CVS? Putting the whole language pack into CVS might be an idea for cooperation on a translation. But maybe there will
be too many collisions, the language pack in CVS will by time contain translations for too many extensions most people
don't use and it is not likely that all translators have CVS knowledge.

» rsync? For both upload and download this could pose a lightweight alternative to CVS - especially for multiple translation
servers. But it suffers many of the problems CVS has.

As a start I would make zip-archives, but my favourite is to integrate support in EM since:
» It's going to be light weight http upload/download

« EM knows which extensions are relevant on the system and can install language packs for extensions transparently as a
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parallel process to installing extensions.

» Allows easy sharing of translations made all over the world (thus an answer to the missing “online translation” tool and
translations are made when needed and with understanding of what is translated)

"locallang-XML" (lIXML) files

The locallang-XML files contain default labels, possibly inline translations and in addition a lot of meta data used in the
translation tool (extension “lixmltranslate”).

Performance is great with the XML files. This is because the content of the XML file is cached based on the modification time
on the xml file.

"locallang-XML" files store the translations of a single language in external files by default. The main reason for using external
files for locallang-XML should be distribution considerations:

» Typically installations need only English and 1-2 other backend languages, not all 40+!
« It allows translators to work on translations independent of extension authors.

« Splitting translations means we can better defend storing meta data for translators.

The format of locallang-XML files can look like this example (shows inline translation of danish):

<T3locallang>
<meta type="array">
<description>Standard Module labels for Extension Development Evaluator</description>
<type>module</type>
<csh_table/>
<labelContext type="array"/>
</meta>
<data type="array">
<languageKey index="default" type="array">
<label index="mlang tabs tab">ExtDevEval</label>
<label index="mlang labels tabdescr">The Extension Development Evaluator tool.</label>
</languageKey>
<languageKey index="dk" type="array">
<label index="mlang tabs_ tab">ExtDevEval</label>
<label index="mlang labels tabdescr">Evalueringsverktej til udvikling af extensions.</label>
</languageKey>

</data>
<orig hash type="array">
<languageKey index="dk" type="array">
<label index="mlang tabs tab" type="integer">114927868</label>
<label index="mlang labels tabdescr" type="integer">187879914</label>
</languageKey>
</orig_hash>
</T3locallang>

You can refer to "TYPO3 Core API" for details about the XML format.

If you have locallang.php files in your extensions, please consider to convert them to IIXML. This can be done with the
extension “extdeveval” which contains a tool for that. After conversion there is another tool which will separate translations
out into the language pack directories. This is of course also highly recommended so the remaining main IIXML file contains
only default labels!

"locallang.php" files (deprecated)

A "locallang" file looks like this (sysext/lang/locallang_tca.php):
<?php
$LOCAL_LANG = Array (
"default' => Array (
' pages' => 'Page',
"doktype.l.0'" => 'Standard',
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"doktype.|.1" => 'SysFol der',

' doktype.l.2' =>"'Recycler',

"title' => 'Pagetitle:",

'php_tree_stop' => 'Stop page tree:',
'Is_siteroot' =>'"ls root of website:',
'storage_pid => 'General Record Storage page:',
be users' => 'Backend user',

' be_groups' => 'Backend usergroup',
'sys_filenounts' => 'Filemunt',

)
"dk' => Array (

' pages' =>'Side',
doktype.l.0Q" => 'Standard',
" doktype.|.1" => 'SysFol der',
"doktype.1.2" => 'Papirkurv',
title' =>"'Sidetitel:",
'php_tree_stop' => 'Stop sidetree’,
"Is_siteroot' => "Siden er websitets rod:',
storage_pid" => 'Generel elenentlager-side:',
'be_users' => '(Opdaterings bruger',
'be_groups' => 'Opdaterings brugergruppe',
sys_filemounts' =>"Filnount',

de' => Array (

' pages'’ => 'Seite',

' doktype.|.0'" =>"'Standard',

"doktype.l.1" => 'SysOrdner',
doktype.|.2" => 'Papierkorb',
"title' => 'Seitentitel:",
'php_tree_stop' => ' Seitenbaum stoppen:',
is_siteroot' =>"'Ist Anfang der Wbseite:',
"storage_pid => "'Allgeneine Datensatzsanm ung: "',
'be_users' => 'Backend Benutzer',
be_groups' => 'Backend Benutzergruppe',
sys_filemunts' => 'Dateifreigaben',

),
.[lots of other |anguages defined]...

"sk' => Array (

pages' =>'Stranka',

"doktype.l.0" =>'Standardna',

" doktype.l.1" => 'Systénova zl ozka',
"title' => "'Titulka stranky',

It => Array (

pages' => 'Puslapis',

"doktype.l.0" => "Standartinis',

‘doktype.l.1" =>'"Sisteninis Aplankas',
doktype.|.2" =>"'Biukdliné',

"title' => 'Puslapio antraoté:',

"php_tree_stop' => 'Stapdyti puslapio neda:',
Is_siteroot' =>"'Ar svetainés dakninis:',
‘storage_pid => 'Bendra Pusl api o Arado saugykla:',
"be_users' => 'Adm nistravino pusés vartotojas',
be_groups' => 'Admi nistravi no pusés vartotojo grupé',
sys_filemounts' => 'Bylg stendas',

So the $LOCAL_LANG array has the syntax
SLOCAL_LANG[language key] [label key] = 'label value';

As you can see all available languages are located in the same file! However if a set of labels is very large it is inefficient to
load all languages into memory when you need only the default plus the current language to be available (eg. Danish).

Therefore you can split locallang files into a structure with a main file (locallang*.php) and sub-files (locallang*.
[langkey].php). An example is sysext/lang/locallang_core.php:

<?php

| **

* Core | anguage | abel s.
*/

$LOCAL_LANG = Array (
"default' => Array (
"l abel s. openl nNewW ndow' => "Qpen in new w ndow',
"l abel s. goBack" => "Go back",
"l abel s. makeShortcut" => "Create a shortcut to this page?",
"l abel s. | ockedRecord" => "The user '%' began to edit this record % ago.",
"cm open” => "QOpen",
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[lot of nore labels here]....

"cm save" => "Save",

"cmunzi p" => "Unzip",
"cminfo" => "Info",

"cm createnew' => "Create new',

dk' => "EXT
de' => "EXT
no' => "EXT
it' => "EXT
fr' => "EXT
es' => "EXT
nl' => "EXT
cz' => "EXT
pl' => "EXT
si' => "EXT
fi' =>"EXT
tr' => "EXT
se' => "EXT
pt' => "EXT
ru' => "EXT
ro' => "EXT
ch' => "EXT
sk' => "EXT
It => "EXT

The string token "EXT" set for all the other languages than "default" tells the "language" class that another file contains the
language for this language key. For the Danish language this file would be "sysext/lang/locallang_core.dk.php":

<?php

$LOCAL_LANG 'dk'] = Array (
"| abel s. openl nNewW ndow' => "Aben i nyt vindue",
"| abel s. goBack" => "G til bage",
"l abel s. makeShortcut" => "Qpret genvej til denne side?",
"cm open" => "Abn",

[lot of nmore |abels here]....

"cm save" => "Gent,

"cmunzi p* => "Unzip",
"cminfo" => "Info",

"cm createnew' => "Qpret ny",

A requirement is that this "sub-file" sets only it's own language key (here "dk") in the $LOCAL_LANG array. Thus simply
including this file after the main file will add the whole "dk" key to the existing $LOCAL_LANG array with no need for array
merging!

Notice another detail which is a general feature of $LOCAL_LANG arrays: The label key 'labels.lockedRecord' is not specified
for the Danish translation. That simply means that the value of the "default" key (English) will be shown until that value will
be added by the Danish translator!

Notice: locallang.php files are deprecated! Use locallang-XML files instead!

"language-splitted" syntax (deprecated)

An old concept called “language-split” has been around for use with typically table-names, field names etc. in $TCA. This
concept is based on a single string with labels separated by “|” according to the number of system languages defined in the
TYPO3_languages constant. But this approach is now depricated for the future because it is not very scalable and it's VERY
hard to maintain properly. Therefore the “locallang” concept is required for use anywhere a value is defined to be “language-
splitted” (LS). Instead of specifying a number of labels separated with *|” you simply write a code, which refers to a locallang-
file/label inside of that.

Syntax is “LLL:[file-reference of locallang file relative to PATH_site]:[key-name]:[extra settings]”.
File-reference should be a filename relative to PATH_site. You can prepend the reference with “EXT:[extkey]/” in order to
refer to locallang-files from extensions.

Example:
For the extension “mininews” we have a field called “title”. Normally this would be translated into Danish like this in the $TCA:
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"title"™ => Array (
"exclude" => 0,
"label" => "Title:|Titel:",
"config" => Array (
"type" => "input",
"size" => "30",
"eval" => "required",

)

But now we would create a file, “locallang_db.php” in the root of the extension directory. This would look like this:

<?php
SLOCAL LANG = Array (
"default" => Array (
"tx mininews news.title" => "Title:",

) 4
"dk" => Array (
"tx_mininews_news.title" => "Titel:",

)
"de" => Array (

)

As you can see there is an English (red) and Danish (green) translation. But the German is still missing.

Now, in the $TCA array we change the “language-splitted” label to this value instead:

"title" => Array (
"exclude" => 0,
"label" => "LLL:EXT:mininews/locallang db.php:tx mininews news.title",
"config" => Array (
"type" => "input",
"size" => "30",
"eval" => "required",

) 4

As you can see it has now become a reference to the file “locallang_db.php” in the "mininews" extension. Inside this file we
will pick the label “tx_mininews_news.title” (this associative key could be anything you decide. In this case I have just been
systematic in my naming).

Notice how the reference to the locallang file is divided into three parts separated with a colon, marked with colors
corresponding with the syntax mentioned before: “LLL:[file-reference of locallang file]:[key-name]:[extra settings]”.

The “extra-settings” are currently not used.

How to acquire labels from the $LANG object

The previous section described the storage structure for translations: "locallang" files and $LOCAL_LANG arrays. But how are
these values practically used?

Basically there are two approaches:
e Call $LANG->getLL("/abel_key")
» Call $LANG->sL("LLL:[file-reference of locallang file]:[key-name]")

These are described below.

This approach will simply return a label from the globally defined $LOCAL_LANG array. So prior to calling this function you
must have included a locallang file (and possibly sub-file) in the global scope of the script.

There is a sister function, $LANG->getLLL("/abel_key"', $LOCAL_LANG), which allows you to do the same thing, but pass
along the $LOCAL_LANG array to use (instead of the global array).

Requires a locallang file to be manually included prior to use. See below.

This approach lets you get a label by a reference to the file where it exists and its label key: $LANG->sL("LLL:[file-reference
of locallang file]:[key-name]"). That mode is initiated by a triple L (LLL:) prefix of the string.
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The file-reference is a "locallang"-file in either PHP or XML format. It is not important to know in this case! Using the ".php" or
".xml" file ending will not matter as long as one of the files exist. TYPO3 will look for both file extensions and use the one it
finds.

If not a "LLL:" string is prefixed then the input is exploded by a vertical bar (|) and each part is perceived as the label for the
corresponding language in the TYPO3_languages constant. However this concept is depricated since it's impossible to
maintain efficiently. A/ways use the "LLL:" references to proper locallang files. (See discussion of "language-splitted" syntax
above).

$LANG->sL() requires no manual inclusion of a locallang file since that is done automatically. Typically used in table and field
name labels in $TCA or in modules where a single value from the core locallang file is needed.

(See the example in the previous section "language-splitted" syntax' in addition)

If you are using $LANG->getLL() for fetching labels in your modules (this is recommended) then you must make sure to
include the locallang file with the labels during the initialization of your module. However you should not just include the file -
rather use the API-function $LANG->includeLLFile() designed for that. There are three reasons for this:

» If the locallang.php file is splitted into a main- and sub-file that is automatically handled by that function.

« If any 'XLLFile' is configured to override the values in the default locallang file, that file will be included and the values
merged onto the default array.

* The file-reference is a "locallang"-file in either PHP or XML format. It is not important to know in this case! Using the
".php" or ".xml" file ending will not matter as long as the file exists. TYPO3 will look for both file extensions and use the
one it finds.

Example from the "setup" module (red line includes locallang for that module):

require ($BACK PATH.'init.php');
require ($BACK PATH.'template.php');
SLANG->includeLLFile ('EXT:setup/mod/locallang.php');

This function call will load the $LOCAL_LANG array from 'EXT:setup/mod/locallang.php’ into the global memory space and
thus make it available to $LANG->getLL(). If 'EXT:setup/mod/locallang.php' does not exist but 'EXT:setup/mod/locallang.xml’
does, then the latter is parsed, loaded and everything is the same for TYPO3. Although you should probably use the correct
file extension in the file reference (using ".xml" when the locallang file is actually a "locallang-XML" format file).

If you wish to not load the $LOCAL_LANG array into global space, but rather have it returned in a variable, just set the
second optional argument true like this:

$myLocalLang = $LANG->includeLLFile('"EXT:setup/mod/locallang.xml’, 1);

Overriding LOCAL_LANG values

TYPO3 offers an API for overriding LOCAL_LANG values in the backend by custom files you set up. Provided that the inclusion
of the locallang file is handled by the language class then your custom file will be included after the real locallang file(s) and
the arrays merged together. Lets look at an example:

Example
We want to change the label of the logout button from "Logout" to "End session". What we do is this:

» First, find out where the label is outputted so you can know the label key and locallang file.
In this case the script "alt_menu.php" outputs the button which is generated by a function from the file
"class.alt_menu_functions.inc". Looking into this file we find that the line "$LANG-
>sL('LLL:EXT:lang/locallang_core.php:buttons.logout')" fetches the label for the button.

+ Create an alternative $LOCAL_LANG array with the labelkeys you want to override.
I have created the file "typo3conf/llor_test.php" which looks like this:

<?php
$LOCAL LANG = array (
"default" => array(
"buttons.logout" => "End session",
) 4
"dk" => array(
"buttons.logout" => "Afslut admin",

)
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?>

Notice how it contains both an English and Danish alternative.
» Configure the script to override values in the file "EXT:lang/locallang_core.php"
This is simply done by adding an entry in the $TYPO3_CONF_VARS['BE']['XLLfile'] array which points to the overriding file:

$TYPO3 CONF_VARS['BE']['XLLfile']['EXT:lang/locallang core.php']='typo3conf/llor test.php';

The filepath of "typo3conf/llor_test.php" is relative to the PATH_site constant. You could also keep the file in an extension
in which case you would have to enter the file reference like 'EXT:myext/llor_test.php' - and the file will automatically be
located wherever you extension is installed.

This example includes a function call to $LANG->sL(). If the labels are fetched by $LANG->getLL() as they are in most
modules you will have to make sure that the locallang file you need to override was included by the function $LANG-
>includeLLFile() since that will detect any "XLLfile" you might have configured - otherwise the API will not work of course.

Context Sensitive Help (CSH)

TYPO3 offers a full API for adding Context Sensitive Help to especially all database tables and fields. This is normally
expressed by small comments and an icon linking to a window with a full explanation of a field - or a feature in a module if
you choose to use it in that way.

D Page [1] - A page title

| Select the page type. Thiz affects whether the page represents
a vizible webpage ar iz uzed for other purpazes,

Standard Y

| Enter the title of the page aor folder. I

A page title

| Page TypoScript configuration, I

General Record Storage page:
l D Page %
B B x| @] o

I:‘Shnw secondary options [palettas]
Show field descriptions

In the example above the context sensitive help appears when "Show field descriptions" is enabled.

These are some basic facts about how CSH works:

+ Context Sensitive Help (CSH) labels are stored in locallang files inside of extensions, typically in a main file with English
and sub-files with the individual languages.

» The CSH locallang files are typically named 'locallang_csh_*.php' or "locallang_csh_*.xml"

» They are translated as any other locallang file on typo3.org (for "php" versions) or by the backend module in the

100



\J
TY PO 3 Inside TYPO3 - doc_core_inside Context Sensitive Help (CSH)

extension "lIxmltranslate" (for the recommended "xml" version)!

* CSH labels can override or add themselves to existing values thus allowing for local, customized help. Very flexible.

The $TCA_DESCR array

The global array $TCA_DESCR is reserved to contain CSH labels. CSH labels are loaded as they are needed. Thus the class
rendering the form will make an API call to the $LANG object to have the CSH labels loaded - if any - for the table "pages".

In this process the $TCA_DESCR array will look like this before the API call:

pages refz||0|EXT:langflocallang_csh_pages.php
be_usars refs||0|EXT:langsflocallang_csh_be_uszers,.php
be_groups refz||0|EXT:langflocallang_csh_be_groups.php

sys_filarmounts ||refs | 0EXT:langflocallang_csh_sysfilern. php

_MOD_tocls_arn||refs |0 |EXT:langflocallang_csh_em.php

Notice that the key ["pages"]["refs"] has a file reference pointing to a locallang file which contains the labels we need.
Nothing more. These default values found in $TCA_DESCR is set by API calls in t3lib/stddb/tables.php:

/**

* Setting up TCA DESCR - Context Sensitive Help

*/
t31lib extMgm::addLLrefForTCAdescr ('pages', 'EXT:lang/locallang csh pages.php');
t31lib extMgm::addLLrefForTCAdescr ('be users', 'EXT:lang/locallang csh be users.php');
t31lib extMgm::addLLrefForTCAdescr ('be groups', 'EXT:lang/locallang csh be groups.php');
t31lib extMgm::addLLrefForTCAdescr ('sys filemounts', 'EXT:lang/locallang csh sysfilem.php');
t31lib extMgm::addLLrefForTCAdescr (' MOD tools em', 'EXT:lang/locallang csh em.php');

The red line above is the line setting the file for the "pages" table. Notice that other extensions might supply additional files

and add additional files to be includes after the defaults ones above! In that case those will override/add to the existing
values. The extension "context_help" is doing just that - it includes a whole bunch of locallang files with description of
basically the whole "cms" extension.

Well, inside of the class t3lib_TCEforms an API call is made to load the actual labels for the pages table:

if (Sthis->edit_showFieldHelp || $this->doLoadTableDescr ($table)) {
SGLOBALS['LANG']->loadSingleTableDescription (Stable) ;
}

So labels for $table is loaded - and if table is "pages" then this will be the result back in $TCA_DESCR:

As you can see labels are loaded from the file sysext/lang/locallang_csh_pages.php. The content of this file looks like this
(partly):
<?php

$LOCAL_LANG = Array (
"default' => Array (
"title.description' => 'Enter the title of the page or folder.",
‘title.syntax’ => 'You nust enter a page title. The field is required."’

' doktype. description' => "'Select the page type. This affects . . . ses.'
‘doktype.details' =>'The \'Standard\' type represents a . . . any problens).’
' TSconfig.description' => "'Page TypoScript configuration.'
" TSconfig.details'" => 'Basically \'TypoScript\' is a . . . alled)
' TSconfig.syntax' => 'Basic TypoScr. . . \'Conditions\' and \'Constants\'."'
)
)
?>
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Notice how the actual labels in the locallang file contains periods (.) which defines [fieldname].[type-key].[special options]
« Fieldname is the field from the table in question
» Type-key is one of these values:

» description : A short description of the field (as shown in the editing form)

» details : A more lengthy description adding some details. Only visible in the external popup window.

« syntax : A description of the syntax of the content in the field in question. Use this if the field must have some special
code format entered.

+ image : A reference to an image

+ image_descr : Description for the image

+ seeAlso : References to other relevant CSH entries.
« alttitle : Alternative title for field/table

» special options : Here you can add for example a plus-sign '+'. Means the value of the label is not substituting any
existing value but rather adding to it (separated with a single line break). This makes sense only if you are supplying
overriding values for existing previously loaded values.

Notice:

A field key can be prefixed with "_" which will prevent it from being shown in the translation tools. This is useful for "seeAlso"
and "image" since they should not be translated to other languages!

Currently "description”, "details" and "syntax" fields accept limited XHTML content: <strong>, <em>, <b>, <i>. However,
don't use important markup for the “description” field since it will stripped when shown in TCEforms.

Example

Looking at the "context_help" extension you will see many "locallang_csh_*.php" files. One is named
"locallang_csh_pages.php" and the first lines from that looks like this:

<?php

/* *

* Default TCA DESCR for "pages"

*/

S$LOCAL_LANG = Array (
'default' => Array (
'title.description.+' => 'This is normally shown in the website navigation.',
'layout.description' => 'Select a layout for the page. Any effect depends on the website
template.',

Notice the red plus-sign in the "title.description" label - this value is added to the existing title.

The other key, "layout.description”, is an addition which did not previously exist in the $TCA_DESCR for the pages-table - but
that makes sense here since the "context_help" depends on the "cms" extension being loaded which would have added the
field "layout" to the database on beforehand! (the "layout" field in the pages-table is not a part of the core as you might have
guessed by now...)

The keys in $TCA_DESCR is by default pointing to database tables, for example "pages". However if you wish to use CSH in
your modules you can use keys name by this syntax:

_MOD_[module name] - Placed in the “Backend module” category
xMOD_[extension key with tx infront] - Placed in the “Other” category
xEXT [extension key] - for description of extensions.

xGLOSSARY [group] - for glossaries, will be marked up in other CSH.

Normally modules will have their name in the $MCONF variable. That would allow you to load the available labels for your
module by this API call:

$key = '_MOD_'.$MCONF['name'];
SLANG->loadSingleTableDescription (Skey) ;
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... and you would now have your labels loaded in $TCA_DESCR[$key]['columns'].

Notice: You will still have to set up the locallang file with the CSH labels by a API call to
t3lib_extMgm::addLLrefForTCAdescr(), possibly in a "ext_tables.php" file.

The locallang files for CSH

First of all you are strongly encouraged to use the locallang file structure where the default document sets "EXT" as value for
the localized labels so that sub-files are included. This will load the system less and make it all easier to manage.

Then there are a few other rules to follow:

Prefix the locallang files "locallang_csh_" so that translators can easily spot these files (which has a secondary priority
compared with other locallang files!).

Observe the filename length, which should be maximum 31 chars in total! Since the prefix "locallang_csh_" takes 14
chars, the extension ".php" takes four and any "subfile-suffix" (fx. ".dk") would take three, there is 31-14-4-3 = 10 chars
left. So lets say you have 9 characters to name the file to be safe.

Examples where "pages" (5 chars) is the unique name:

locallang csh pages.php => 23 chars
locallang csh pages.dk.php => 26 chars

Observe the label-key naming by the syntax [fieldname].[type-key].[special option] (see previous section)

Label-key names that are prefixed "_" can safely be used - the prefix is simply removed! This is encouraged for the
"seeAlso" and "image" field names since those are in common for all languages and therefore doesn't need translation
(the typo3.org translation tool ignores label-keys which are prefixed "_").

When used with database tables: Blank fieldnames are used for information about the database table itself - non-blank
fieldnames are expected to point to the actual fieldnames.

For the locallang-XML files which are translated by a backend module you can place images in a subfolder, "cshimages/",
to where the locallang-file is located and they will be shown in a selector box inside the translation tool.

type-key Syntax
description Text / XHTML. Mandatory.
details Text / XHTML. Optional.
syntax Text / XHTML. Optional.
image_descr Text. Optional.
image Reference to an image (gif,png,jpg) which will be shown below the syntax field (before seeAlso)

The reference must be
e a) either relative to the TYPO3_mainDir (fx. "gfx/i/pages.gif") or
* b) related to an extension (fx. "EXT:context_help/descr_imgs/hidden_page.gif")

You can supply a comma list of image references in order to show more than one image. The image_descr value
will be splitted per linebreak and shown under each image.
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type-key Syntax
seeAlso Internal hyperlink system for related elements. References to other TCA_DESCR elements or URLs.
Syntax:
* Separate references by comma (,) or line breaks.
* A reference can be:
e either a URL (identified by the 'second part' being prefixed "http", see below)
e or a [table]:[field] pair
» If the reference is an external URL, then the reference is splitted by vertical line (|) and the first part is the link
label, while the second part is the "http"-URL
* If the reference is to another internal TCA_DESCR element, then the reference is splitted by colon (:) and the
first part is the table while the second is the field.
External URLs will open in a blank window. The links will be in italics.
Internal references will open in the same window
For internal references the permission for table/field read access will be checked and if it fails, the reference will
not be shown.
Example:
pages:starttime , pages:endtime , tt_content:header , Link to TYPO3.org | http://typo3.org/
alttitle Alternative title shown in CSH pop-up window.

For database tables and fields the title from TCA is fetched by default, however overridden by this value if it is not
blank.

For modules (tablename prefixed "_MOD_") you must specify this value, otherwise you will see the bare key
outputted.

In all cases of "Text" above <strong>, <em>, <b>, and <i> is allowed as HTML tags. Make HTML-tag names and attributes
in lowercase! Must be XHTML compliant.

The CSH pop-up window

Apart from $TCA_DESCR labels (for example "description™) shown directly in the context of a form or a module you can
always click the little "?" icon:

] Page [1] - A page title

elect the page type, This affects whether the page reprezents
izible webpage or is used far other purposes,

€] TYPO3 Online Help - Micr... [=]

e

Page: Type

Selact the page type. This affects
whethear the page represents a visible
webpage or is used for other
purposes.

DETAILS:

The 'Standard' type represents a
webpage,

'SysFolder' represents a non-webpage
- a folder acting as a storage for
recards of your chaice,

'Recycler' is a garbage bin.

MNotice: Each type usually has a

specific icon attached, Alzo certain

types may not be available for a user

(s0 you rmay experience that sorme of

the options is not available far you!l,

And finally each type is configured to

allow only certain table records in the

page [SvsFolder will allow any recard if

wou have any problemsz]. ¥

This window will show you all details including possible links to related descriptions and external URLs.

In this window you can also click a link to see the full description of the whole table/module from which this single field

stems:
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Implementing CSH for your own tables/fields

Implementing CSH for tables and fields of a table is very easy. The display of description, help icon etc. is automatically done
by the form rendering class as long as you do the configuration properly. Lets look at two examples:

Say you have created an extension named "myext" and you have extended the pages-table with a new field, "tx_myext_test".
What you need to do is to:

» Create a file named something like "locallang_csh_pages.php" in your extension directory. Then enter PHP-code along
these lines:

<?php

$LOCAL_LANG = Array (
"default' => Array (
"tx_nyext_test.description' => '"Enter sone test content'
"tx_nyext_test.details' =>"'You can enter any content you like in this field'

)

?>

« Then add this line to the ext_tables.php file of your extension:

t31lib extMgm::addLLrefForTCAdescr ('pages', 'EXT:myext/locallang csh pages.php');
That's it.

Implementing CSH in your modules

Implementing CSH in your own modules is a little more difficult. In addition to the two mandatory steps of a) creating a
locallang_csh_*.php file in your extension directory and b) calling the t3lib_extMgm::addLLrefForTCAdescr() API function in
the ext_tables.php file you might also have to manually /oad the labels and manually insert the labels where you want them
to appear. Whether you need this step or not depends on your method of application:

If you use these functions the descriptions are not loaded automatically for you. You have to do that manually in the
initialization of your module:

1. First, load the description labels for the module. You do that best in the init() function of your script class:

// Descriptions:
$this->descrTable = " MOD_".S$this->MCONF ["name"];
if ($BE_USER->uc["edit showFieldHelp"]) {
SLANG->loadSingleTableDescription ($this->descrTable) ;
}

It's assumed that $this->MCONF equals the global $MCONF var that contain module configuration - this delivers the
unique module name.

Then secondly - but most important - is that you check for the User Configuration setting "edit_showFieldHelp"
(highlighted with red)

2. Then for each position in your document where you want to have a help icon and possibly help-text (description field) you
will have to call an API function; t3lib_BEfunc::helpTextIcon(), t3lib_BEfunc::helpText() or both. These will check if help is
available and if so, return a help icon / help text.

This approach is user in the Extension Manager for example. Here it is a good choice because there are descriptions for all
settings for extensions and we want to link them to the help icons in a table column

Example 1
The most simple and straight forward way to include the icon/helptext would be something like this:

SHTMLcode.=
t31lib BEfunc::helpTextIcon($this->descrTable, "quickEdit selElement", SGLOBALS["BACK PATH"]) .
t31lib BEfunc::helpText ($this->descrTable, "quickEdit selElement", SGLOBALS["BACK PATH"]).
"<br/>";
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These lines assumes that
+ $this->descrTable points to the "tablename" (in this case the string "_MOD_".$MCONF["name"])
» "quickEdit_selElement" is a "fieldname" defined in the locallang_csh file

*  $GLOBALS["BACK_PATH"] is correctly pointing back to the TYPO3_mainDir (that is necessary for modules outside of the
main directory)

The locallang_csh file for this example would look like this:
<?php

$LOCAL_LANG = Array (
"default' => Array (
'qui ckEdi t.description' =>"'The Quick Editor gives you direct .
'qui ckEdit.details' => 'The Quick Editor is designed to cut . . .'
' qui ckEdi t _sel El ement . description' => "'This is an overview of th.
‘columms. description' => 'By the \"Colums\" view you can control t.

(Location is "sysext/cms/locallang_csh_weblayout.php" and in ext_tables.php for the "cms" extension you will find this line to
associate the locallang file with CSH for the Web>Page module:
t3lib_extMgm::addLLrefForTCAdescr('_MOD_web_layout','EXT:cms/locallang_csh_weblayout.php'); )

Notice the key " quickEdit_selElement.description" which will provide the description for the help icon in the example.

Example 2

A more advanced - and better - approach is to create a function internally in the script class of the module for handling the
help texts. This is an example from the Extension Manager module (mod/tools/em/index.php):
function helpCol ($key) {
global $BE USER;
if ($BE_USER->uc["edit showFieldHelp"]) {
ShT = trim(t31lib BEfunc::helpText (Sthis->descrTable, "emconf ".S$key, $this->doc->backPath));
return '<td>"'.
($ShT?$hT:
t31lib BEfunc::helpTextIcon (
Sthis->descrTable,
"emconf ".Skey,
Sthis->doc->backPath

The basic elements are the same, but its more comfortable to work with.

If you want more examples you can make a source code search for the function ->loadSingleTableDescription and
$TCA_DESCR and then you should find a number of examples to learn from as well.

This is the quick method. Calling this function instead of t3lib_BEfunc::helpText() will deliver an output which is either a help-
icon or a table with both icon and description text depending on the current users configuration. In addition it will
automatically load the description files for the $table parameter given.

SHTMLcode.=
t31ib BEfunc::cshItem(StableIdent, 'quickEdit', SBACK PATH) ;

Security in TYPO3

Default security includes:
The security dealt with here regards the backend of TYPO3.
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Passwords for backend login are not sent clear-text (front-end user logins are!). They are md5-hashed together with a
unique string sent from the server and thus hard to decipher. Editing the passwords in the backend interface also md5-
hashes the password before it's sent to the server.

This is not true encryption, it just makes it hard to find/guess the passwords.

Sessions for backend and frontend users are done with a 32 byte cookie (md5-hash) which is looked up in the database
and restores the session. A session lasts for little less than 2 hours with idle-time. Sessions might be locked to (parts of)
the remote IP address of the user and the HTTP_USER_AGENT identification string to prevent session hi-jacking.

Additional security measures you can take:

Add a .htaccess file to the typo3/ source code directory. This will “webserver protect” the backend interface. Backend
users will have to type in two passwords: First the general webserver password, then the user-specific TYPO3 password.
The authenticated web-server user is not used by TYPO3 in any way. It just adds another gate in the authorization
process.

Notice: This solution will not work if you are using file resources (such as images) from extensions in your frontend! That
might be the case if your site uses frontend plugins from extensions installed as "system" or "global". If an image is
referenced on the site it will trigger an authorization box to pop up! The solution could be to install the extension as
"local" (in typo3conf/ext/) where the directory is not password protected.

Add IP-filtering (see TYPO3_CONF_VARS[BE][IPmaskList]) - this enables you to lock out any backend users which are not
coming from a certain IP number range.

Add lockToDomain in be_users/be_groups records (makes sure that users are logging in only from certain URL's - maybe
some secret admin-url you make?)

Change name of the "typo3/" backend directory (makes it harder to guess the administration URL).

Set the TYPO3_CONF_VARS[BE][warning_mode] and TYPO3_CONF_VARS[BE][warning_email_addr] - that will inform you
of logins and failed attempts in general.

Use https for all backend activity. That will make sure that your passwords and data communication with the server are
truely encrypted. TYPO3_CONF_VARS[BE][lockSSL]=1 will force users to use https.

Recommendations

In the core group we are only directly concerned with security of the source code libraries/scripts plus extensions. Whatever
scripts are located in fileadmin/ or typo3conf/ - basically all local, site-specific scripts - are outside of our domain. However
these are our recommendations on how to deal with all the site specific issues. Some of these suggestions are for paranoid
users, but now we mention them and you can determine the threat yourself.

Make sure your PHP-scripts does not output the path on the server if they are called directly. If you use the testsite
package there are example scripts in fileadmin/ directory which will do so. That is called "path disclosure" and poses a
security threat (some argues).

SQL-dumps: Don't store SQL-dumps of the database in the webroot - that provides direct access to all database content
if the file position is known or guessed.

locallang.php: You might move the typo3conf/locallang.php file to a position outside of webroot and then use the
typo3conf/localconf.php file to just include this other file from the absolute position. Some argues that it's a security
problem to have the configuration file located inside the webroot.

Example: Make a file "/home/mydir/real_localconf.php" and put your configuration into that file. Then make the real
"typo3conf/localconf.php" look like this:

<?php

require ("/home/mydir/real localconf.php");

2>

typo3/dev/ folder: You might remove the typo3/dev/ folder since it contains development scripts only. They are
however by default (or should be!) disabled by die() function calls.

Install Tool: Make sure to protect the Install Tool since it can be extremely harmful. By default the
typo3/install/index.php script should be blocked by a die() function call which can be commented out when you need the
script. Furthermore, calling the die() function depending on the IP address from REMOTE_ADDR is not considered secure
enough! You should also change the default password from "joh316" to something else. Further you could add a
".htaccess" file to the "typo3/install/" directory. If you are really paranoid you can totally remove the typo3/install/
directory, but that's probably too far to go.

Disable "Directory listing" in the webserver or alternatively add blank "index.html" to subdirectories like uploads/*,
typo3conf/* or fileadmin/*. Most likely you don't want people to browse freely in your subdirectories to TYPO3.
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(Thanks to Martin Eiszner / @2002WebSec.org for pointing out some of these issues)

PHP settings

PHP settings can also greatly influence security. If you read the header of a “php.ini” file you will normally find a list of the
latest list of recommended settings for a production environment. Our coding guidelines are encouraging developers to
program code compliant with these guidelines.

As a little snapshot these settings affects security and could be enabled:

» Settings that will prevent PHP from revealing information about your system if an error occurs. However, this will be very
disturbing to turn on in a development environment:

log errors = On
display errors = Off

« Enabled “open_basedir” and “safe_mode” for your server (TYPO3 3.6.0 is compliant!)

Notice!

Generally, backend users in TYPO3 are expected to be trusted to a certain degree. At least TYPO3 assumes that you are in
control of your backend users to a large extend and have a good grip on their intentions. Therefore you should be aware
that:

» Backend users are typically allowed to create HTML content elements which inserts pure HTML on webpages! Other
elements allow for the same and there are many places where URLs are possible to insert. All of this means one thing:
Ordinary backend users maintaining content can exploit XSS techniques since they can insert content on pages! This is
not a bug in TYPO3 but a “feature” which is impossible to avoid if you at the same time want people to do exactly that;
insert pure HTML on pages!

Of course the problem is not big; you can always track down which user might have inserted malicious code on the pages
through the backend log!

XSS (Cross Site Scripting)

TYPO3 has not been thoroughly screened for XSS bugs. However the general coding style of TYPO3 has always implemented
htmlspecialchars() and strip_tags() where necessary so the state in regard to XSS should be fairly sound. We also include
guidelines for preventing XSS bugs in the official Coding Guidelines.

If you have found XSS bugs or generally want to help out by testing or offering expertise on the matter, please let us know.

Security reports

January 2002 Martin Eiszner from WebSec.org informed us of a list of security problems in TYPO3 version 3.5b5. The issues
were corrected in version 3.5.0.

The report is posted here with permission from Martin Eiszner with Kasper Skarhgjs comments in red.

>2002@WebSec.org/Martin Eiszner
>
>
>Security REPORT TYPO3

>

>

>Product: Typo3 (Version 3.5b5 / Earlier versions are possibly vulnerable
>too)

>

>Vendor: Typo3 (http://www.typo3.com)
>Vendor-Status: kasper@typo3.com informed
>Vendor-Patch: ---

>

>Local: NO

>Remote: YES

>

>Vulnerabilities:

>-path-disclosure
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>-proof of file-existense

>-arbitrary file retrieval

>-arbitrary command execution

>-CrossSiteScripting / privilege escalation / cookie-theft
>-install/config files and scripts within webroot

>

>Severity: MEDIUM to HIGH

>

>Tested Plattforms: Linux / Slackware 1686 / Apache 1.3.23 / PHP 4.1.2

>removed/vendor
>
>

>Vulnerability Details

>

>

>0) CLIENT-SIDE DATA-OBFUSCATION

>

>form-fields are obfuscated using client-side java-script routines.
>after the fields are joined a java-script creates MD5-hashes and
>submits the form.

>

>examples: index.php (account-data), showpic.php (name-checksum)

>

>attached perl-scripts (typo.pl/showpic.pl) demonstrate how to circumvent
>this protection.

>

index.php:

The point of the MD5 hashing of passwords is to not transmit the password

in cleartext. That is working as it should: For each login a new random

hash is used to "encrypt" the sending of the password. This means that the
"userident" string is never the same even though the same password is sent.
Your proof-of-concept script only emulates the login-form allowing for making
looped login-attempts. Isn't that correct? Pls. comment.

NOT FIXED - It works as intended and higher security must - as far as I can
see - be obtained by application of other external methods in addition. See
http://typo3.org/doc+M561953c3fc3.0.html

showpic.php/thumbs.php:

In these scripts the point of MD5-hashes is simply to make it hard for people
to spontaneously change a parameter to the script. This is made difficult

because you'll need computing of the MD5-hash. So this is not meant to be
totally impossible, but just plain hard preventing casual users from trying.
FIX: I have included a server-known key in the MD5 hash so

it can't be reconstructed.

>1) PATH-DISCLOSURE

>

>several test-, class- and library-scripts can be found within webroot.
>some of them can be forced to produce runtime errors and output their
>physical path.

>

>example: /fileadmin/include test.php

This script exists only with the testsite. This script is therefore not
a part of the TYPO3 source code and the responsibility to remove this
script - and further make sure that such scripts does not in general
exist! - lies on the developer/implementator of a TYPO3 solution.

NOT FIXED - the testsite-package will still ship with this script since
it's not a part of the TYPO3 source code as such. Users of the
testsite-package are responsible of removing this script themselves if
it disturbs them.

>2) PROOF OF FILE-EXISTENZ

>

>"showpic.php" and "thumbs.php" allow an attacker to check the existense of
>arbitrary files.
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>

>combined with file-enumeration methods it is possible to reconstruct parts
>0f the directory- and filesystem - structure.

>

>example on howto check for existing files with attached perl-script
>"showpic.pl":

>___*___

>sh> showpic.pl localhost '../../../../../../../../../../etc/hosts’
>/ /oo /o oo/ /. /etc/hosts exists

Sk

FIXED.

>3) CROSS SITE SCRIPTING / COOKIE-THEFT

>

>all system and login-errors are saved in the typo3-database.
>administrators can view all the erroneous data.

>

>since this data is not being checked for XSS-content it is possible to
>include

>client-side script(java-script)-tags in these entries.

>

>every time the admins view their logs these scripts will be run on the
>admins

>web-browser which leads to a typical XSS-bug.

>

>thus making it possible to steal the admins-cookies or let him open a new
>user-account wihout his knowledge.

>

>example with the attached "typo.pl" - perlscript:

>

Sk

>sh> typo.pl localhost '><script>alert (document.cookie)</script><:aaa’'
>___‘k___

>

>viewing the logfiles will execute the script.

FIXED.

>4) ARBITRARY FILE-RETRIEVAL

>

>the "dev/translations.php" - script does not check the
>ONLY-parameter for malicious values.

>

>a relative path combined with a Nullbyte lead to the inclusion of the

>given file.

>

>example http-request:

>___*___

>GET
>http://host/dev/translations.php?0ONLY=%2e%2e/%2e%2e/%2e%2e/%2e%2e/%2e%2e/etc/passwds00

Sk

>

>5) ARBITRARY COMMAND EXECUTION
>

>extends vulnerability number 4):
>

>if the included file contains php-source code it will be executed.
>thus allowing an attacker to execute operating-system commands and
>at long sight escalate his privileges.

>
>example:
>___*___
>

>a file for placing our malicious php-source is needed.
>if there is no file we have write-access we still can use the
>websevers-logfiles.

>
>the following http-request:
>-—--cut---

>http://localhost/<%3f %60echo %27<%3fpassthru(%5c%24c)%3£>%27 >>
>./x.php%60 %3f>

>—-—-—-cut---

>

>creates this entry:
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>

>-—--cut---

>[Tue Jan 14 19:42:53 2003] [error] [client 127.0.0.1] File does not exist:
>/apachepath/apache/htdocs/<? ‘echo '<?passthru(\$c)?>' >> ./x.php  ?>

>—---cut---

>

>in a typicall apache - error log file.

>

>using the method discussed under 4) the following http-request:
>

>---cut---

>http://localhost/typo3/typo3/dev/translations.php?ONLY=relative apache path/apache/logs/error 1og%00'
>-—-cut---

>

>will include the apach error log in our output and execute our

>php-commands.

>as a result we will find x.php in our "/dev" directory.

>

>x.php:
>---cut---
><?passthru($c) ?>
>-—--cut---

>

>___‘k___

>

445 is FIXED.

NOTE: The dev/ folder contains scripts which are normally disabled by
a die() function call since they are used in special cases. The dev/
folder scripts are not considered a real part of the TYPO3 source and
can be removed without any consequenses if a user wants to.

>6) SCRIPTS AND DIRECTORIES IN WEBROOT

>

>a couple of scripts, libraries, files and directories can be found within
>typo3s

>webroot.

>

>"/install™ is improper protected and vulnerable to brute-force attacks.

The file install/index.php can be protected by a die() function call.
Developers are always encouraged to keep the script disabled during the
long periods where it is not used. However failure to do so may impose

a security hole. In particular if the default Install Tool Password is
not changed.

The security problem regards only careless use and warnings are plentyful
inside the Install Tool! However if any security holes in the PHP-scripts
exists that is a more interesting matter. I don't see any.

Paranoid users can safely remove this directory if they don't need the
install tool or alternatively insert a .htaccess file if they like.

NOT FIXED - responsibility is the on the user.

>"/fileadmin" directory reveals log-files and demo-scripts

Depends on implementation. The "fileadmin/" directory is at the users
disposal and not a part of TYPO3's source code.

True enough, the testsite-package includes both logfiles and scripts there.
NOT FIXED - responsibility is the on the user.

>"/typo3conf" directory contains the localconf.php,database.sql and other
>sensitive files

localconf.php file is by default placed here. That is correct. The

directory must also be writeenabled according to TYPO3's requirements
for a correct installation.

Paranoid users can always make a reduced localconf.php file which
includes another "outside-of-webroot" file if they like:

<?
include ("/outside of webroot/real localconf.php");
?>

As for the sgl-file found there it's not a requirement of the source

code and in this analysis it stems from the testsite-package.
NOT FIXED - responsibility is on the user.
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>the serious vulnerabilities rely on the "/dev" (developer?) - directory.
>scripts within this directory can be found in many/most
>production-environments!

It's officially recommended to just remove this directory then.

>Recommended Hotfixes

>
>1) remove "/install" directory
>2) remove "/dev" directory

OK
>2) Choose strong administrator-passwords

Always do. Also see this URL for further security actions you can take:
http://typo3.org/doc+M561953c3fc3.0.html

>3) showpic.php and thumbs.php must be patched.
FIXED.
>3) remove all demo-directories and protect "/fileadmin" and "/typo3conf"

Both directories are not part of the TYPO3 source code but relates to
the specific implementation. Responsibility therefore lies on the
developers implementation of a site with TYPO3. See above comments for
advises on these issues.

>EOF Martin Eiszner / @2002WebSec.org

>WebSec.org / Martin Eiszner
>Gurkgasse 49/Topl4

>1140 Vienna

>

>Austria / EUROPE

>

>meilwebsec.org
>http://www.websec.org

>

Files and Directories
TYPQO?3 files and folders

The TYPO3 source code-library consists of these folders:
If you have downloaded the "typo3src_[xxx].tgz" version of TYPO3s source code you will see these directories:

folder
t3lib/ TYPO3 libraries which are mostly for the backend, but some are used by the frontend as well. Includes a folder with fonts and
graphics.
typo3/ TYPO3 backend administration directory. This has been described in detail earlier in this document.
misc/ Supplementary scripts (like superadmin.php) and old changelogs for previous versions. Not needed by any online site and can
safely be removed.
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Please notice that the source code Jitself will not run out of the box - it must be set up with local site files to form a proper
website based on TYPO3. See the introduction to this document for more information and further, seek help in other
documents if that is what you need. Possibly you should download what is called a "package" if you need an out-of-the-box
running website.

See the document "TYPO3 Core API" for a list of the source code files. There you can also see which files might be of interest
to you.

Paths in TYPO3 (UNIX vs. Windows):

Absolute paths are necessary in the backend in order to support symlinking of the backend code (UNIX).
All paths are using single forward slashes (mydir/myfile.php - right!) opposed to backslashes (mydir\\myfile.php - WRONG!).

All absolute paths should begin with either “/” or “x:/", eg. “/mydir/myfile.php” (unix) or “C:/mydir/myfile.php” (windows).
Please use the function t3lib_div::isAbsPath($path) to check absolute paths. This function will return true if absolute. There
are also a few other API functions which are very recommended for security reasons: t3lib_div::getFileAbsFileName() will
return the absolute filename for you from a relative path and further check that the path in the input is valid.
t3lib_div::validPathStr() is also nice since it checks for "..", "//" and "\\" in the path.

See "TYPO3 Core API" for more details on high priority API functions.

Filesystem permissions

The answer is simple: TYPO3 runs as the user, PHP "runs" as. This could depend on the httpd.conf file of Apache. Default is
"nobody" as far as I know. On Debian installations it is "www-data".

The main thing is, that TYPO3 must be able to write to certain folders in order for the file-administration to work. This means
that after installation of TYPO3, you should alter the user of the scripts and folders, probably with the "chown" command.

If you have access to the webserver through FTP, you might be uploading scripts with yourself as user. These scripts might be
executable by Apache as PHP-scripts but when the scripts need to write to eg. the upload-folder, this folder might be owned
by "you" and thereby TYPO3 does not work. Therefore; the folders TYPO3 need write-access to must be writeable by the
Apache-user.

Folders that requires write access are fileadmin/* and uploads/* for the frontend and typo3temp/ for both frontend and
backend. Furthermore for extensions directories typo3/ext/ and typo3conf/ and sub directories must be writeable for PHP as
well.

Another issue is if you mount user-directories (see the localconf-file). You may mount a directory to which you have ftp-
access. But if you do so, files uploaded to this directory may not be deleted by TYPO3. That's normally not a problem - you
can delete them again by ftp, but it's much worse if you do not enable read-access for the Apache-user to that directory.
Then the directory-structure will not be read and it does not show up on the file-tab.

Experience suggests that if you run in a two-user mode (one use for FTP, another for PHP-script execution) you should do this
to make TYPO3 work seemlessly:

® Make each user a member of the other users group
® Set "775" permissions on files and folders that should be writeable by both

® Set "[userl].[user2]" owner/group on files and folders

Write protection of source code

The source code needs to be writeable at certain points. Lets define some rules:

» Generally you can write protect the whole TYPO3 source code (that is the typo3_src/* (more specifically typo3/ and t3lib/)
directories and their contents)

+ ... except: "typo3/ext/" if you wish TYPO3 to install global extensions for you.
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» typo3temp/, uploads/ (+ subdirs) and typo3conf/ (+ subdirs) must be writeable.
The ownership of the files should be the webserver user executing the scripts.

On unix-boxes you can use this command:

chmod 555 typo3 src/ -R

Notice: A typical mistake on UNIX systems regarding the write permissions is if you look at the write permission for eg.
“typo3conf/localconf.php” and see that this file should be writeable. If TYPO3 tells you that it is not writeable it's most likely
because you didn't allow PHP to write to the typo3conf/ directory as well!

Changing the default “typo3/” directory

By default TYPO3 is administrated from the directory “typo3/”. You can change (rename) that so the backend is available from
another directory, eg. “my_typo3_admin_dir/". But the frontend and backend is tied together in some ways that mean you'll
have to change parts of the source code. That is relatively easy if you follow these guidelines:

* Rename the “typo3/” dir/softlink to “my_typo3_admin_dir/". Notice that the backend directory must always be a sub
directory to the website (extensions inside + frontend edit relies on the backend to be there). Further it cannot be a sub-
sub-directory either! (This will work only partially and is currently not intended to be fixed).

» Search for the string 'define("TYPO3_mainDir"'. At least four scripts will be found: typo3/sysext/cms/tslib/index_ts.php
(the index.php file), typo3/sysext/cms/tslib/showpic.php, t3lib/thumbs.php and typo3/init.php. With each instance change
the constant definition from “typo3/” to “my_typo3_admin_dir/".

» Any local extensions (those installed in typo3conf/ext/) that has backend modules in them (those with conf.php files)
MUST have their $BACK_PATH definition in the conf.php file changed! If they are installed by the extension manager
everything should be fine, but if not, you must change manually. You will receive an error something like this:

Warning: Failed opening '../../../../typo3/init.php' for inclusion...

+ Rarely: The extension “direct_mail” has two cron-scripts, dmailerd.phpcron and returnmail.phpsh. They have “typo3/”
hardcoded as admin directory as well. If you use these scripts, you will have to change that too.

» Finally you should remove the “temp_CACHED_ps*” files found in typo3conf/ before you test the new settings. Those will
be re-generated with adjusted paths on the first executing of a TYPO3 script. On UNIX systems something like this will do
the trick:

rm typo3conf/temp CACHED ps*

Core modules

List module

The list module is like the file manager in an Operating System; it provides basic access to all "elements" available in the
system. In TYPO3 almost all information is stored in the database and managed after the same principles internally. For
instance Content Elements representing page content are database records just like backend users are. The Web>List module
allows us to create, modify and delete both kinds of records after the same principles. However, "context sensitive"
management of Content Elements when building web page content is better done with specialized modules like the "Page"
module which also provides access to Content Elements but from a CMS perspective rather than a raw "list perspective".

In this screenshot you can see the list module showing the content of a page in the page tree. Two tables had records
associated by that page and they are shown in the listing.
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-4 Trros

E@ Root page

El% Homepage

E adsf asdf

..[Z] Det finansielle omride
EI% Licensing

@ License B

% License C

I% License A

=-1 Buholos side!

/Root pagefLicensing/

Page (3) [
Pagetitle:
License B
License ©

D

License A

Pagecontent (1) [
Header:

Show products here:

A%z Cl 3

8

Likewise you can use the list module to view the content of the page tree root (PID=0). The page tree root contains records
related to the whole system (like backend users) and is only editable for backend users. In this listing you can see the only
backend users available in this system, the "admin" user:

@ Licensing
~[Z] License B
[£ License c
[E License A
B-[5) Buheles side!

L[ FAQ

Iéhl Qur army of lawyers

] E‘I Friends and collegues

TYPO32

Page (2) [
Bagetitle:
IMPORT

gm

Backend user (1) [}
Username:

Q admin
Static templates (61)

Template titls:
content (default)

=il

O A E Y

content.tt_address [DEPRECIATED]

@il

Clicking the icons of the records in the Web>List module will make a Context Sensitive Menu (CSM) appear over them
providing options for copying, pasting, editing, creating new elements etc. If you enable the "Extended view" module you will
find many of these options directly in the listing:

=4y TrPos

Ell% Root page

i E‘l% Homepage

i E) adsf asdf

@ Det finansizlle emride
E‘I% Licensing

f @ License B

; @ License C

@ License A

E‘l% Buhalos side!

L2 FaQ

/Root pagefLicensing/

Page (3) [
Pagetitle:
Licensa B

License C

[Dm

License A

Pagecontent (1) [
Header:

Shaow products hare:

[+ Extended view
ow cpboar

i @ Our arrmy of lawyers

R F eolof o N

G|

AYRAB0n daTd  BEX
RAYEA BT A B
AUEROEREA 2ATAM B

e
ARB0BsE AT BE

Another feature of the Web>List module is that you can view a single table only by clicking the table header. In the single
listing mode you can add additional fields from the table to be listed. Also notice how edit icons has appeared over each
column in the list. These allow you to edit a single field (or group of fields) from all listed records in one screen. Very nice

feature.
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@ Root page

E@ Homepage

- 5 adsf asdf

...... [2) Det finansizlle ornrade

E||é"| Licensing
i) License B

e (3] License C

e (3] License A

; E||é"| Buholas side!

: @ Qur army of lawyers
@ Friends and collegues

Iébl Privacy Palicy
Iébl Custormer Lagin

-39 storage

/Root page/Licensing/

Page (3)
% Pagetitle %

Qg Clesvl ¢

¥Tvpe: WHide page:

@ License B ALEO80E =dzATA EB¥ standard
@ License € ANEROB00AdaATAr BE standard
@ License A Q% BPB‘BI%:I ZmAm CH; Standard

Type
Pagetitle
TScanfig
Stop page tree

Is root of website

Start
Stop
Layout
Access

Include subpages

Page TSconfig options for Web>List module

You can configure the List module (as well as other backend modules) for special behaviours depending on which branch in
the page tree you use (or on user basis). Please see the guide "TSconfig" for the available options for backend modules.

Info module

General Record Storage page

The Web>Info module as provided by the core is an empty shell. It provides an API that extensions can use to attach
function menu items to the Info module.

In the screenshot below you can see three options in the Function Menu which are coming from installed extensions:

= Filelist

Set fields |

-4y Trros
Ell% Root page

[.]l% Licensing
@ License B
[ License C
.[5] License A
E‘l% Mew page
3 FaQ
@ Our army of lawyers

i @ Friends and collagues

@ &, Mew page

Path: /Root page/Mew page/

PAGETREE OVERVIEW

Log
Page TSconfig

Il level ;I IRecol'd averview ;I
Pagesties 0 B0 EE 000
@ Hew page 6% 1
B FAQ 15% 1 3 s
I% Our army of lawyers 9%
; @ Friends and collegue... 8%
i @ Car parking 7%

The idea of the Web>Info module is to be a host module for backend applications that wish to present information / analysis
of pages or branches of the page tree. This could be website statistics, caching status information etc. In the case above it is
a view of available record types in the branches in the tree.

Conceptually the Web>Info module is different from the Web>Functions module only by primarily showing information rather

than offering functionality. It is up to extension programmers to decide in which of these two modules they want to insert

functionality.

Access module

The Web>Access module is used to set page permissions for users. See the section about permissions in TYPO3 for more

details.
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Functions module

The Web>Functions module as provided by the core is an empty shell. It provides an API that extensions can use to attach
function menu items to the Web>Function module.

Bl Accass

HITemplate

E Setup

D User Admin

B np chack

In the screenshot below you can see the "Wizard" option in the Function Menu which is coming from an installed extension:

E‘l 3 MNew page

Path: /Root page/Hew page/

Depth: |1 lavels LI

|§| Hew page

L2 FAq

@ Our army of lawyers
@ Friends and calle...
@ Car parking

Pearmissions LI

admin i ** ¥t oo
admini**¥x*
admini**¥x* i

admin***x* e

admin;**¥x* ixxxwx

LEGEND:

Show page: Show/Copy page and content,

Edit content: Change/Add/Delete/Maove content,

Edit page: Change/Move page, 2q. change pagetitle ate.
Delete page: Delete page and content.

New pages: Create new pages under this page.

alll

o o ar
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E‘l% Root page

E‘l% Hormepage

H B adsf asdf

@ Deat finansielle ormride
E@ Licensing

@ License B

@ License C

@ License A

E‘l% New page

[ L Fag

@ Our army of lawyers
@ Friends and collegues
@ Car parking

% Privacy Policy

E‘l Custormer Login

{3 storage

£ IMPORT

_""’_J Beload the tree from server

@ G, Mew page

Path: /Root page/New page/

Select Wizard: ICl'eate multiple pages ;I

CREATE MULTIPLE PAGES

Create new pages:

Page 1:

Page 2

Page 3

Page 4:

Page 5

Page 6!

Page 7!

Page 8!

Page 9

[ Place new pages after the existing subpages
I-Hide new pages

Create pages Clear fields

The idea of the Web>Functions module is to be a host module for backend applications that wish to perform processing of
pages or branches of the page tree. In the case above it is a wizard application for batch creation of pages in the page tree.

Conceptually the Web>Functions module is different from the Web>Info module only by offering processing functionality
rather than offering information only. It is up to extension programmers to decide in which of these two modules they want to

insert functionality.

Filelist module

The File>Filelist module is the interface to the servers file system through TYPO3. It's a kind of webbased FTP client offering
the user to upload files, create new files and folders, rename them and delete them. You can also copy / paste files and

folders. This is all done by the Context Sensitive Menus (CSM) inside the module - just click an icon of a file or folder and you
will find the options at your disposal.
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General interface features

Context Sensitive Menus (CSM / "Clickmenu")

TYPO3 implements a well known principle for accessing options for elements (database records / files) in the interface; the
Context Sensitive Menu. When users click an icon of a database record or a file in most TYPO3 backend modules they can
access options for the element in a layer that pops up:

&, Task center

=-4pTrrPoz

-2 Root page

= T
L show
: Edit

HE Mew

E[B Info

' Copy

Cut

Maore optians...
Hide

Visibility settings
Edit page header
Delete

Wiew FlexForm XML

Herih = FOsa o

: @ Custormer Login

.& starage

El-5§ IMPORT

Notice: Users have to /eft-click (normal click) the elements rather than right-click than they can do in normal GUI
applications. This is due to browser limitations that we have not been able to overcome yet.

Configuration options in User TSconfig
User TSconfig offers configuration options for the menu. Here are some examples:

options.contextMenu.options.leftIcons = 1

If set, the icons in the clickmenu appear to the left instead of right.

[fileadmin/]: ternplate/fp_files/ i
Filename Type Date Size RW

2l nav bgoi.gif GIF  16-04-04 117

i m f0819aa811.pn PHG  16-04-04 478

il m =69207c5a8.png PNG  16-04-04 368

d icon print.gif GIF  16-04-04 108

&l cear.gif GIF  16-04-04 48

&l nav bgo2.gif GIF  16-04-04 102
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options.contextMenu.pageTree.disableltems = view, edit

This would disable the "Show" and "Edit" items in the CSM when showed in the page tree.

There are more options described in the document "TSconfig".

The CSM is displayed as a DHTML layer made by a <div> block. Scripts that implement CSM for any element has to output
two blank <div> blocks with certain id values (contentMenu0/1) inside their HTML body. They provide a placeholder for level
1 and 2 of the CSM.

The <div> blocks are empty by default. The content will be written dynamically to the layers from the top frame where the
element specific content is compiled. When a user clicks an icon with a CSM link they actually load a document
(alt_clickmenu.php with GET parameters) into the top frame which will create the HTML for the menu layer and then write it
back through JavaScript to the <div> layers in the calling document.

This solution means that CSMs don't have any significant performance footprint on the script that implements a CSM. All that
is needed is some JavaScript in the <head> of the HTML document and the two <div> layers for the dynamic menu HTML.

The fact that the top frame is used for generating the CSM can be seen in browsers that does not support writing content
dynamically to the <div> layers in the calling document. For those browsers the top frame will show the menu items in a
horizontal order:

Show 3, | Edit %) nMewg| Info [l| copyBgy| cut ¥| Delete 7 2zl 2] ROOT

Y @-gpTrros = §
B Prreed
i Eshow @& g

| Edit bV}
NE: EE hus at tellus
I
nta et wisi
[
L = 1|5 at arci
Cut X1
) justo
Delete T

------ —r racinon leo

D Nullam quis odia
P Tack Frame 20

You can also enable this to happen even if the CSM HTML is also written to the <div> layers. Just set this "User TSconfig":

options.contextMenu.options.alwaysShowClickMenuInTopFrame = 1

For details on the API for adding elements, please see "TYPO3 Core API".

Clipboard

The basic engine behind copying and moving elements around in TYPO3 is the clipboard (t3lib/class.t3lib_clipboard.php). The
clipboard simply registers a reference to the element(s) (file or database record) put on the clipboard. The clipboard is saved
in the session data and normally lasts for the login session.

The clipboard content can be seen in the Web>List module if you enable "Show clipboard":
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[ [menu] x| Claar

B Mormmal (Copy)
D Licensing (Copy) = =
Clipboard #1
Clipboard #2
Clipboard #3

The clipboard has multiple "pads", a "Normal" pad an a series of "numeric pads" named "Clipboard #xxx".

® The "Normal" pad can contain one element at a time. The element is registered for "copy" or "cut" operation (depending
on the function that selected it for the clipboard). The "Normal" pad is always used from the CSM (Context Sensitive
Menu) elements.
The "Normal" pad is used for most standard copy/cut/paste operations you need.

® The numeric pads can contain multiple elements, even mixed between database elements and files/folders. Registering
elements to a numeric pad is done from the Web>List or File>Filelist modules when they are in the "Extended view" mode
and a numeric pad is enabled. "Copy" or "Cut" mode is toggled for the whole selection by a button on the clipboard.
The "Numeric pads" are used for advanced needs where typically many elements has to be copied/moved in one
operation.

When you are using the CSMs to copy/cut/paste elements around you will automatically use the Normal pad on the clipboard.
Internally that is where TYPO3 registers the element.

In the CSM you always have a "Cut" and "Copy" option and depending on the context you might also have "Paste into" and
"Paste after".

® '"Paste into" equals the normal "Paste" operation from a file system; it will paste the element /nto the file folder / page you
pointed to.

® '"Paste after" is special for TYPO3s page tree or record lists where elements might be arranged in a special order. In that
case you need a function like "Paste after" which can insert an element below the element you clicked in a list of manually
ordered items.
D Homepage

----- EE) adsf asdf
...... Nat financialla_armeSida
D l Show G
o Edit |
= [ e 5
..... [ Info [
..... e
D i cut &
[ Paste into
[ Paste after
More options...
bl [ Hide =
2 A visibility settings ¢
[ ¢ Edit page header %
% t Delete by
IMP| View FlexForm XML 22

In the screenshot above you can see the clipboard related options from the CSM of a page in the page tree.

Below you can see how the File>Filelist module looks when a file is selected on the clipboard. First of all you will get a visual
response from the "copy" icon if the current element is the one already selected. You can deselect by selecting "Copy" again.
Also you will see that the File>Filelist module (as well as the Web>List module) provides copy/cut/paste icons directly in the
list. Finally, notice the clipboard which is opened in the bottom of the list. It shows the selected element and which mode
("Copy" or "Cut") it is selected in.
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[fileadmin/]: template/main/ ﬂi]
Filename Type Date Size  RW)
#] images 23-02-04 3
i res 23-03-04 b
E My mappe 23-02-04 3
B asdf 23-03-04 3
@ asfd sadf sadfitxt 23-03-04 b
Bl =222 23-02-04 3
L tommnlabn cobie] HTML 23-03-04 11,5 K 5] %
B2I% o itra. htrnl HTML 23-03-04 3.3 K X
Jy Rename B inthtml  HTML 23-03-04 2.8 K X
i Bl HTML 23-03-04 3.2 K 3
Copy %E col.htrml HTML 23-03-04 3.5 K ®
[ & THT 23-02-04 15 %
Delete i TXT 23-03-04 0 4
i emplavaila iy TXT 23-03-04 0 E 4
ool 11l.txt TXT 23-03-04 0 ERS

16 Files, 24 Kbytes

F Display thumbnails
F Show clipboard

CLIPEOARD
[rmenu] | Clear
E Mormal (Copy)
Iﬂ termnplate ce html (Copy) [ =l

Chipboard #1 | 3)
Clipboard #2
Clipboard #3

To select elements to the numeric pads you have to use the File>Filelist or Web>List modules, enable the clipboard and
select one of the numeric pads. In the file or record lists you can now tick off which elements to select and click the "Select"
icon to move the selection to the clipboard:

Ea% W
o
| |
o
M

The screen will be reloaded and the selected elements shown in both the list and the open clipboard:
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fRoot page/Buholos sidel/ Q%%ﬂ}ﬂﬂﬂ
Page (4)
Pagetitle: BE ?ﬁﬁ'
B 2o QuEABkn Dzny | FEE
D Our army of lawyers A9EAEImAdAT A T EE
2] Friends and colleques AR OeRnd=zTay T EE
D Car parking A9EAE00mA ATAH T EE
Pagecontent (1)
Header: i) i Eatim|
B3 content Element Test A9 E s = &

[+ Extended view
F Show clipboard

CLIPBOARD

I[menu] LI Clear

Normal (Copy]

o dipboard #1 (5) |
@ test [Ternplate A=
B test 5
(1 Fag 0 =l
D Friends and collegues =l
= Content Element Test B =
EM template_ce, html |
Em template_page_print. html [ =
Em template_page. htrml [ =l

Clipboard #2
Clipboard #32

Paste operations are done by the paste icons provided in the list.

Notice that in this case three files are also on the same pad. This is allowed but obviously they will not be possible to paste
where database records can be pasted - an vice versa.

In the File>Filelist module you will see that the files are the active elements if you go there:
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[fileadmin/]: termplate/main/

Filename Type Date Size
Zd images 23-03-04
] res 23-03-04
#) My mappe 23-03-04
i3 asdf 23-03-04
i3 asfd sadf sadftxt 23-03-04
@ 222 23-03-04
Em template ce,html HTML 23-03-04 11.5 K
Em template page xtra. html HTML 23-02-04 3.3 K
Em termnplate page print.html HTML 23-03-04 2,8 K
Em termplate page.html HTML 23-03-04 3.2 K
Em template page left col.html HTML 23-03-04 3.5 K
iall asdf.txt TXT 23-03-04 15
igll asdf asdfitxt THT 23-03-04 0
il .t THT  23-03-04 0
Iﬂ 1313 .txt THT 23-03-04 0

16 Files, 24 Kbytes
F Display thumbnails
[+ show dipboard

CLIPBOARD

I[menu] ;I Clear
Marrmal
|E| clipboard #1 (3) |

@ test [Termplate] [ =

@ test [ =

= FAQ 0 =

D Friends and callegues [ =l

E Content Elerment Test ﬂﬁl

d@l  template ce.html B =l

Em template page print html [ =l

Arv template page.html |

Clipboard #2
Clipboard #3

The clipboard has controls to enable thumbnail display for image files:
CLIPBOARD

£ Mormal

You can also switch between "Copy" and "Cut" modes. This is necessary particularly when operating on the numeric pads:

g Wermal

E

(Cut)

surcdaemaon. gif (Cut)

CLIPBOARD

I [renu] LI

Det finansiella c\mréd

I

HEl

rwW EETE
B
B
B
B
B
B

I (3 S B

Clear

Clear

B =
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In "TYPO3 Core API" there is an example of how you can access elements registered on the clipboard.

Creating skins for TYPO3

With TYPO3 3.6.0 it is possible to create skins for TYPO3 which will affect not only the CSS styles used in the backend but
also provide alternatives for all icons in the interface. The result is an interface with a totally different look but maintaining the
same structure:

B TYPO3 Testsite [TYPO3 3.6.0RC1] - Mozilla [Build ID: 2002121606
[ 1 { 1
v File Edit Wew Go EBookmarks Tools  Window  Help
Bﬁlk - 'Q' - Rﬁd §§ M httpj192.168,230, 3(typod/ 327 kestste-3.6.0ftypa3jalk_main.php |2 ;‘r‘ﬁ >
v _’.'*Home -.,!Eookmarks .‘The Mozilla Organization .‘Latest Builds ‘API:
e I Y P03 ShanLI Edit %) | Mew [+ | Info 9| copy | cut lfl"_ | More options... | Delete " 3¢ _'[ Photo marathon (Example)
3 web 2 & @rirosTesisie 12 fnirorstartpagst BN JEmEd e
I’; = _] Intro ‘3 Page (6)
& Page *+ _l Startpage || Pagette: | .
* _} Another site inthe same da.._ | _] Content elements @] SO EEn e G X Ef’ o ) lg_'
- :..;.';(E!hmm..maramnn.fExampIe) L _] Images a \5,}""': (4 RE TS N ;-!-’ RS -ﬂj@
o Q &) user AN B 0 HAY JSide BF |
:Ei‘\; M |) Backto Startpage AN SN2 0 AT e B |
+ ) p— ; - ’
< " 7] Another site... AN SN E O AT Tde B
i — -ﬁj | | ] Userragistration AN EENE 0 Ha e
[ Functions cut g Pagecontent (7) (i :
u Template hlore options | el * S g T =
Y — i {t’) . @\, Welcorne to the TYPO3 QN & B s Wy AF§ITy
\visibily setings ) 1 Stora B # FIRSTTEST: Does the menu show? QN &I~ £ 2P 4 S
a5 Fite & | | Editpage header N [ a| Legn AN &= 1) S5E
e & ekt U s | ) veerioam AN @A EAS 5 B
; b lj‘t_j .l;ﬂ_emf_s_é-lelctorbo Q You can also register a new userwith this form! £ N g i@ W 48 F "{;] B
e . L5
P _1 BFTilpopetpmet i\l Inserted records i \Qt!l\"? £ AP i S
I_} Doc e 41 First page inm Q o nanE D TEMETATE Ql \53':."”{: L f -Id EJ@
| ] Second page [v| Template (1) =
a User [selil i | E Template title: ¥ [s
Edit Page ID:
<6 &l 2 E3) @ Document: Done (0.311 secs) :] =

This screenshot is from the skin extension “skin360” which is an example of how skins can be made. The “skin360” extension
is therefore a good place to start to look if you want to create your own skins.

In “TYPO3 Core API” you can find a section which documents the API for TYPO3 skins. Use this section in conjunction with
example extensions like “skin360".

Skins make it possible to personalize TYPO3 for your own purposes. For instance you can insert a customers logo or your own
companys logo and style. However it is very important that you do not go so far that you effectively rebrand TYPO3!

Rebranding TYPO3 is illegal (by default copyright and trademark laws, see details here). Rebranding means that you give the
TYPO3 CMS "another name", presumably to sell “your product” to a customer. So never try to brand TYPO3 as if it was your
own product to which you have the copyright. Always make sure your custom is aware that they get TYPO3 which is free
under the GPL license.

But how far can you go then? Well, with skinning you can actually change all graphics of the application, including the login
screen logo and logo in the top left corner of the backend. As long as these logos do not give the impression that the CMS is
something else than TYPO3 you can personalize these logos as much as you like. You can name them after the company to
which you sell the solution so it feels personal for them. Or you could mix TYPO3s logo with your companys logo, stating
something like "My Company proudly uses TYPO3 blablabla” or whatever.

The main reason why you can change these logos is that the official TYPO3 logo and name is included in the copyright notice
of the login screen and “About Modules” screen. This notice must never be changed by you and must display "as is". This is
what ultimately identifies to the user that the underlying CMS is in fact TYPO3, not something else.
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On this screenshot below you can see it in effect: The top logo (#1) could be the one of your company or customer, adding a
personal touch to the login screen. In the bottom (#2) you will see the TYPO3 logo and product name in the copyright notice.
This must not be changed.

get.content.rig

i—
==

LogIn

‘T‘(PD 3 LYPO3 CMS. Copyright @ 1938-2003 Kasper 5
copyright of their respective owners. Go to hit)
ez weith ABSCOLUTELY MO WARRAMTY, click for de
wwelcome to redistribute t under certain conditions;
Obstructingithe appearance of this notice iz prohibited by lawe.

Notice, that the bottom message (#2) is not something we have made up ourselves but required by the GPL license
according to this part of the license:

If the program is interactive, make it output a short notice like this
when it starts in an interactive mode:

Gnomovision version 69, Copyright (C) year name of author
Gnomovision comes with ABSOLUTELY NO WARRANTY; for details type “show w'.

This is free software, and you are welcome to redistribute it
under certain conditions; type “show c' for details.

(The GPL license can be found in the file "GPL.txt" inside the TYPO3 source code)
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Appendix

ImageMagick

Introduction

ImageMagick has been used since the dawn of times by TYPO3. What we didn't know back then is that ImageMagick would
have a record of changing APIs all the time which has been a real pain in the behind for us during the years. Also certain
features has been changed, some has been made significantly slower, some removed totally and some got a poorer quality in
our opinion. All this has lead to the recommendation of using ImageMagick 4.2.9 - a 6 years old version.

Starting with TYPO3 3.8.0, support for GraphicsMagick has been introduced. GraphicsMagick is a fork of ImageMagick whose
mission is to build a more stable version of ImageMagick — which is really the case.

Refer to the Install Tool for more information about using GraphicsMagick. Usually it should be detected automatically and be
preferred over ImageMagick if both are found. We recommend to use it and forget about all those ImageMagick troubles...

The following pages contain old notes about the ImageMagick problems. They are preserved for historical reasons mostly.

Filesystem Locations (rpms):
NO LZW:

4.2.9: /usr/X11R6/bin/

LZW:
5.1.1: /usr/local/bin/
5.1.0, 5.2.0, 5.2.3: /usr/bin/

What is wrong with ImageMagick ver. 5+7?

+ "combine" creates a transparent entry in GIF-files (or makes an alphachannel) when overlaying images. Ver 4.2.9 doesn't.
This creates the problem that the giffiles are often transparent in dark areas.

« "combine" interprets masks reversely to the norm. This means that any mask must be negated before rendering.

<=4.2.9:

+ NO-LZW problem
- Transparency BUG
- Mask negate

5-5.1.x:

- NO-LZW problem
+ Transparency BUG
- Mask negate

5.2.x:

- NO-LZW problem
+ Transparency BUG
+ Mask negate

+ Gaussian?

Version 5+ Seems to be very slow.

Version 5.2.3 in test had the following problems: Using such as -sharpen and -blur was very slow compared to 4.2.9. Blurring
was maybe 2 or three times slower. -sharpen couldn't be used at all at values above like 10 or so (and I normally use 99). It
resulted in operations never carried out.
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Gaussian blurring didn't seem to work well. I succeeded in passing values of 15. There was an error if a passed "15x5" for

example. High Gaussian blur values didn't make any difference.

Response from ImageMagick developers
Bob Friesenhahn <bfriesen@simple.dallas.tx.us>

very slow compared to verd: Version 5.2.3 in test had the

compared to 4.2.9. Blurring was maybe 2 or three times slower.

seem to work well. I succeeded in passing values of 15. There was

VVVVYVYVYVVYV

didn't make any difference. Now, can this be true?

Note that the form and range of the arguments has totally changed for
-sharpen and -blur since 4.2.9. I suspect that this may be related to

the problem you are seeing.
cristy@mystic.es.dupont.com

Version 5 has changed significantly from version 4. Version 4 had support
methods for the command line utilities. Version 5 has exported it's

API for others to use directly rather than relying on the command line
utilities. The good news is that the new API has stabelized and it is
unlikely you will see any changes to the API in the future (except for

additional API called, the existing API should not change except in
exeptional circumstances).

never carried out. Gaussian blurring didn't seem to work well. I
succeeded in passing values of 15. There was an error if a passed
"15x5" for example. High Gaussian blur values didn't make any
difference. Now, can this be true?

VVVVVYVYV

Version 5 uses a more sophisticated sharpen/blur algorithm. The parameter

has changed as well. The best default value is just 0 which is an
auto sharpen/blur value.

> - "combine" creates a transparent entry in gif-files (or makes an

> alphachannel) when overlaying images. Ver 4.2.9 doesn't. This creates
> the problem that the giffiles are often transparent in dark areas.

You can always get rid of transparency with the +matte option.

> "combine" interprets masks reversely to the norm. This means that any

> mask must be negated before rendering.

Opacity has reversed from version 4 to accomodate the SDL API.

> Please give me some insight in what I might do, why version 5 is so

> slow for these operations.

The greatest problem at this point is, that version 5+ seems to be
following problems: Using such as -sharpen and -blur was very slow

-sharpen couldn't be used at all at values above like 10 or so. It
resulted in operations never carried out. Gaussian blurring didn't

an error if a passed "15x5" for example. High Gaussian blur values

problems: Using such as -sharpen and -blur was very slow compared to
4.2.9. Blurring was maybe 2 or three times slower. -sharpen couldn't
used at all at values above like 10 or so. It resulted in operations

be

Version 5 may be slower in general because ImageMagick always shoots for

quality over speed.
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